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ton drainers

level 0 : REDirection

https://ipapi.co/json/

    Log: user opened the website

RU, KZ, BY, UA, AM, AZ, KG, MD, UZ

https://MALICIOUS[.]site

@tonconnect/ui

index.html

 index.js 

yesyes

https://ton.org

@tonconnect/sdk

nono

Redirect the user to the official TON website

The user’s country
code is in the list?

 tonconnect-manifest.json 
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ton drainers

level 0 : Click

CLICK ME

https://MALICIOUS[.]site

index.html

@tonconnect/ui @tonconnect/sdk

     Connect Wallet

 index.js 

onclick = function() {
   ...
}

 index.js 

    Log: success / fail transaction

Send transaction via TonConnect UI

https://toncenter.com/api/...

Get user’s TON balance based on their wallet address

 tonconnect-manifest.json 
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ton drainers

NOTE : telegram bots
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     Connect Wallet

https://LEGIT[.]site

index.html

DApp

Wallet

TON Connect

DApp

Wallet

B
LO

C
K

C
H

A
IN

Requests Protocol

Session Protocol

Bridge API

ton drainers

NOTE : communication

@tonconnect/ui @tonconnect/sdk

 tonconnect-manifest.json 
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ton drainers

NOTE : tonkeeper
8



ton drainers

NOTE : mytonwallet
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ton drainers

NOTE : tonwallet
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ton drainers

NOTE : tg @wallet
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ton drainers

NOTE : xton wallet
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ton drainers

level 1.0 : click

CLICK ME

https://MALICIOUS[.]site

 tonconnect-manifest.json 

index.html

@tonconnect/ui @tonconnect/sdk

     Connect Wallet

 index.js 

onclick = function() {
   ...
}

https://tonapi.io/...

https://tonapi.io/.../jettons

https://tonapi.io/.../nfts

 index.js 

    Log: success / fail transactions

Send transactions via altered TonConnect UI

    Log: notify about transactions

Calculate USDTG price

TONs

Jettons

NFTs

What is the
most valuable

asset?
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ton drainers

level 1.0 : graph

UQCcAQ...

0x8DDC5F...

TKYSEc...

UQBtJ-...

EQABDz...

0xad3b67... 0x0B8a49...

TON Wallet v4

UQA1Rj...

TON Wallet v5

0x9d4E20...

ETH

0xa43F7c...

ETH

TRON

TON Wallet v2

Highload Wallet

 721 TON  1175 TON → 1167 WTON 

 1000 WTON  401 WTON 

 721 TON 

 >2 ETH 

 Swap 1167 WTON → 9082 USDT 

 9044 USDT 

 >190k USDT  >130k USDT 

 1415 TON → 1401 WTON 

 1418 TON 
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ton drainers

level 1.1

server

 getOperatorWalletAddress 

https://MALICIOUS[.]client

index.html

 getMinimalBalance  getSavedForFees 

 notifyUserOpened 

     Connect Wallet

 notifyUserConnected 
https://toncenter.com/api/...

https://tonapi.io/.../jettons

https://tonapi.io/.../nfts

Get information on user’s assets based on
their wallet address

What is the
most valuable

asset?

Calculate USDTG price

 createBOCNFTs 

 createBOCJettons  createBOCTONs 

NFTs JettonsTONs

 index.js 

client

Send transaction via TonConnect UI  notifyTransactionStatus     Log: success / fail transactions

    Log: user opened the website

 tonconnect-manifest.json 

@tonconnect/ui @tonconnect/sdk
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ton drainers

NOTE : ui customization

 index.js 
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ton drainers

NOTE

 index.js 

17
: ui customization



 index.js 

ton drainers

NOTE

 index.css 

 index.js 
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: ui customization



ton drainers

NOTE : local storage

 index.js 

19



Initialize Telegram Bot

Initialize the Orbs RPC endpoint for TON

Initialize TON client

https://api.coinlore.net/...

Check the price of TON in USD and write it down

Listen for requests

https://MALICIOUS[.]client     Log: scan / transaction status

 notifyScanDone 

 notifyTransactionTONDone 

 notifyTransactionTONStarted 

 notifyTransactionTONDeclined 

 notifyTransactionJettonStarted 

 notifyTransactionJettonDeclined 

 notifyTransactionJettonDone 

 getGetblockAPIKey 

 createBOCJettons 

 createTransactionPayload 

https://tonapi.io/...

Get user’s TON & Jetton balance

 scanAccountAssets 

CORS  +  SSL  +  IP check  +  ...

ton drainers

level 1.2 : server app
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ton drainers

https://MALICIOUS[.]client

index.html

     Connect Wallet

 index.js 

onModalStateChange = function() {
   ...
}

Does the user
have Jettons?

https://MALICIOUS[.]server

 scanAccountAssets 

yesyes

nono

https://MALICIOUS[.]server

 createBOCJettons 

Send Jettons via TonConnect UI

Send TON via TonConnect UI

 index.js 

level 1.2 : client app

 tonconnect-manifest.json 

@tonconnect/ui @tonconnect/sdk
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ton drainers

RU, KZ, BY, UA, AM, AZ, KG, MD, UZ, TJ

https://MALICIOUS[.]client

index.html

 index.js 

yesyes

https://ton.org

nono

Redirect the user to the official TON website

https://cloudflare.com/.../trace

level 2 : REDirection

The user’s location
code OR language is in

the list?

 tonconnect-manifest.json 

@tonconnect/ui @tonconnect/sdk @disable-devtool

    Log: send out user information
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ton drainers

level 2 : client app

https://MALICIOUS[.]client

 tonconnect-manifest.json 

@tonconnect/ui @tonconnect/sdk

index.html

@disable-devtool

     Connect Wallet

Initialize Requests Listener (HTTP API)

Initialize Protocol (WebSocket)

 index.js 

onMessages = function() {
   ...
}

ws://MALICIOUS[.]server

 sendLog 

 startTransactionMonitoring 

 transaction.js 

Send transaction via TonConnect UI

ws://MALICIOUS[.]server

 sendLog 

Gather information from Local Storage

Redefine               and                      fetch EventSource
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ton drainers

level 2 : http api

Validate API key

Proxy requests to the bridgeForge          ,             ,                 headersHost Origin Referer

/bridge/:wallet/sendTransaction/bridge/:wallet/message /manifest/build/bridge/:wallet

 POST  GET  GET  GET 

pub
sec
wallet

client_id
topic
ttl
to
wallet

pub
sec
walletPublicKey
address
chunk
wallet

name
url
icon

Edit  tonconnect-manifest.json 

?topic=sendTransaction&...

?client_id={pub}&...
https://{bridgeURL}/events

?topic={topic}&...
https://{bridgeURL}/message

https://{bridgeURL}/message
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Initialize API methods (actions)

ton apiactions

 initialize 

boot.tonkeeper.com/keys

 getTonPrice 

keeper.tonapi.io/v2/rates

 getTonBalance 

keeper.tonapi.io/...

 getJettonBalance 

keeper.tonapi.io/.../jettons

 getNFTBalance 

keeper.tonapi.io/.../nfts

 getEvents 

keeper.tonapi.io/.../events

 startTransactionMonitoring 

 getMessages 

Assets Scanner

Auto Comission

Swap (Jetton → TON)

Notification System

Initialize submodules

Check if transaction is approved

Call                       every minute getEvents 
Craft messages

 session 

 connect 

 check If message is “hello”

Define session keys

Send “hello”

 sendLog 

 getApiKey 

 editManifest /manifest/build

Return key

    Log: scan / transaction status

Bag of Cells Builder

. . .

ton drainers

level 2 : websocket
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https://neplox.security/blog

     Article: “Down the Drain”


